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Important User Information

Solid state equipment has operational characteristics differing from those of electromechanical equipment. Safety Guidelines
for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from your local Rockwell
Automation sales office or online at http://www.rockwellautomation.com/literature/) describes some important differences
between solid state equipment and hard-wired electromechanical devices. Because of this difference, and also because of the
wide variety of uses for solid state equipment, all persons responsible for applying this equipment must satisfy themselves that
each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

ATTENTION
Identifies information about practices or circumstances that can lead to personal injury or death, property damage,
or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence

SHOCK HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may
be present.

BURN HAZARD
Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach

dangerous temperatures.
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Summary of Changes

The information below summarizes the changes to this manual since
the last publication.

To help you find new and updated information in this release of the
manual, we have included change bars as shown to the right of this

paragraph.

For Information About See
Configuring Communication Between the Controller and a 205
PanelView PLUS Terminal

Updated GuardPLC 1800 specifications 286

Added service life specifications for 1753-0W8 module 294
Updated information on battery replacement Appendix D
Various updates to style and format throughout
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Use this manual if you are responsible for designing, installing,
programming, or troubleshooting control systems that use GuardPLC
controllers.

Personnel responsible for installation, programming, operation, and
troubleshooting of safety-related controllers must be familiar with
relevant safety standards for programmable electronic systems (PES).

The manual only briefly describes the safety concept of the GuardPLC
family of controllers. Its purpose is to provide information on
installing and operating your controller system.

For detailed information on the safety policy regarding GuardPLC
controllers, including information on the controller’s central functions,
input and output channels, operating system, application program
safety and regulations for use, refer to the GuardPLC Controller
Systems Safety Reference Manual, publication 1753-RM002.

For procedural information on programming and configuring
GuardPLC Controller Systems with RSLogix Guard PLUS! programming
software, refer to Using RSLogix Guard PLUS! Software with GuardPLC
Controllers, publication 1753-PM001.

The table on the following page lists documents that contain
additional information concerning Rockwell Automation GuardPLC
products.

You can view or download publications at
http://www.rockwellautomation.com/literature. To order paper copies
of technical documentation, contact your local Rockwell Automation
distributor or sales representative.

17
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Preface Preface

Resource

Description

Using RSLogix Guard PLUS! Software with GuardPLC
Controllers Programming Manual, publication 1753-PM001

Provides procedural information for programming GuardPLC Controller
Systems Using RSLogix Guard PLUS! Programming Software

GuardPLC Controller Systems Safety Reference Manual,
publication 1753-RM002

Contains in-depth information on the safety concept of GuardPLC
controller systems, including the DeviceNet Safety Scanner for GuardPLC
Controller.

DeviceNet Safety Scanner for GuardPLC Controllers User
Manual, publication 1753-UM002

Provides information on installing, configuring, and operating a DeviceNet
Safety Scanner in a GuardPLC application

DeviceNet Safety I/0 User Manual, publication
1791DS-UM001

Provides information on operating 1791DS DeviceNet Safety /0 Modules

GuardPLC Certified Function Blocks Safety Reference Manual,

publication 1753-RM001

Provides information on using Certified Function Blocks in your GuardPLC
safety application

EtherNet/IP Performance and Application Guide, publication
ENET-APOQ1

Information on EtherNet/IP protocol

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

In-depth information on grounding and wiring Allen-Bradley
programmable controllers

Application Considerations for Solid-State Controls,
publication SGI-1.1

A description of important differences between solid-state programmable
controller products and hard-wired electromechanical devices

National Electrical Code - Published by the National Fire
Protection Association of Boston, MA.

An article on wire sizes and types for grounding electrical equipment
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GuardPLC controllers feature a fail-safe CPU according to IEC 61508
(SIL 3) and ISO 13849-1 (PLe/Cat. 4). Faults that cause loss of safety
function are detected within the safety time you specify. Faults that
cause loss of safety function only in combination with another fault,
are detected at least within the multiple error occurrence time (24

hours).

This results in these requirements for the safety concept:

e You specify the safety time and the watchdog time. The multiple

error occurrence time is preset to 24 hours.

e Even upon the detection of an error, the controller continues to

react in a safety-related way.

e Faulty input signals (for example, incorrectly transmitted input

values) do not affect the safe function of the controller. Faulted

input signals have a 0 value.

e An error in a non-safety-related module does not affect the

safety of the controller.

e The failure of the controller has no effect on the safety of other

safety-related modules.

For more information on the safety concept, refer to the GuardPLC
Controllers Safety Reference Manual, publication 1753-RM002.
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Response to Faults

Type of 1/0 Error

Controller Behavior

Permanent

If an error occurs at an /0 point, only this 1/0 point is considered faulty and not the entire module.

In case of faulty input paints, ‘0" is assumed to be the safe value. Faulty output channels are de-energized. If it
is not possible to de-energize a single point, the entire module is considered to be faulty, the entire module is
de-energized, and the corresponding error status is set. The controller reports the error to the user program. If
the entire module cannot be de-energized, the controller goes to Failure_Stop.

Transient

A transient error is an error that occurs in an 1/0 module and then disappears by itself. If a transient error
occurs, the module performs a self test. If the test is successful, the status of the I/0 module is set to ‘good’
and the module’s normal function continues.

In the process, the GuardPLC controller performs a statistical evaluation of the frequency of errors. The |/0
module is permanently set to faulty’ if the pre-set error frequency is exceeded. In this case, the module does
not resume its normal function after the error has disappeared. To resume normal function, you must cycle
power or change the controller to Stop and then Run.

If an error persists for a period of time exceeding that of the multiple error occurrence time (24 hours), the 1/0
module is permanently set to ‘faulty’ and does not continue normal function after the disappearance of the
error. The I/0 module can only resume normal function after you cycle power or Stop/Start the controller.

For faulty modules, the controller uses safe values (0, LOW).

Controller

Upon the detection of an error, the controller goes to Failure_Stop and all output channels are set to the safe
state (value = 0).

In some cases in which a Failure_Stop occurs, a power cycle will not enable normal operation. A manual reset
from Stop to Run, using RSLogix Guard PLUS! software, is required. Cat. 4 faults typically require manual
resets.

An error in the user program is not considered an error of the controller.

20

The controller also monitors the timing and consistency of the:

e hardware self-tests and software self-tests of the controller.
e cycle of the user program.

e processing of the I/O signals including I/O tests.

e run cycle of the controller.

e transition from Run to Stop.
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Safe States Inputs

The safe state of an input is indicated by a 0 signal being passed to

the user program logic. When a fault occurs, the inputs are switched
off (0).

Outputs

An output is in the safe state when it is de-energized. In the event of a
fault, all outputs are switched off. This includes faults in Ethernet
communication.

GuardPLC System GuardPLC 1200 System
Hardware

The GuardPLC 1200 controller is a compact system consisting of a
CPU, watchdog, and on-board digital I/O. The GuardPLC 1200
controller features 20 digital inputs, 8 digital outputs, and 2
high-speed counters. An RS-232 serial port supports ASCIT
communication and an Ethernet port provides safety-related
communication. A user-supplied 24V DC power supply is required.
See page 45 for power supply connections.

GuardPLC 1200 Controller

Upper Terminal Block

Back-up Battery
Compartment

Port for
[ Factory
Use Only

ASCII Serial Port

175428688

Lower Terminal Block

Ethernet Dongle

Required
Ethernet Port

(on Bottom of Controller)

RJ-45 Port ——
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GuardPLC 1600 and GuardPLC 1800 System

GuardPLC 1600 Controller
RJ-45 Ethernet Ports (on Top of Controller) Digital Outputs
1

Voltage Supply
Connection

: @ Allen-Bradley Cuad PLE
RS-485 Serial Ports MR ¥ 1600

(See Page 23) 3 23 L

|
RJ-45 Ethernet Ports (on Bottom of Controller) Digital Inputs

GuardPLC 1800 Controller
RJ-45 Ethernet Ports (on Top of Controllerbigital Outputs Digital Inputs
Voltage Supply /\ 1 |
Connection ~

RS-485 Serial Ports
(See Page 23)

@ Allen-Bradley CuordPLE

High Speed
Counter

Jlalili"INIE

Analog Inputs

RJ-45 Ethernet Ports (on Bottom of Controller)

The GuardPLC 1600 system features 20 digital inputs and 8 digital
outputs with the addition of optional distributed Safety I/O. The
GuardPLC 1800 system features 24 digital inputs, 8 digital outputs, 8
safety-related analog inputs, and 2 high-speed counters, as well as
optional distributed Safety I/0O. The status of inputs and outputs is
indicated via status indicators. A user-supplied 24V DC power supply
is required. See page 45 for information on power supply
requirements.

Each controller features four 10/100BaseT, RJ-45 connectors to
provide safety-related communication via the GuardPLC Ethernet
network to distributed I/O and other GuardPLC controllers, OLE for

Process Control (OPC) servers'”, and with RSLogix Guard PLUS!
programming software. The four connectors and the controller are
connected via an internal Ethernet switch.

M The OPC server is not suitable for safety-related communication.
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Three ports are located on the front of the controller, providing these
non-safety-related communication options.

Serial Port Function

Designation

COMM1 Modbus RTU Slave (1753-L28BBBM or 1753-L32BBBM-8A)

(RS-485) Profibus-DP-Slave (1753-L28BBBP or 1753-L32BBBP-8A) Read/Write
COMM2 not used

COMM3 GuardPLC ASCII Protocol (Read-only)/High-Speed Safety Protocol (HSP)
(RS-485)

The COMMS3 (RS-485) also supports High-Speed Safety Protocol (HSP)
for high-integrity communication with the 1753-DNSI DeviceNet

Safety Scanner.

Refer to the DeviceNet Safety Scanner for GuardPLC Controllers User
Manual, publication 1753-UM002, for more information.

GuardPLC Distributed 1/0

The following modules are available for use with the GuardPLC 1600

controllers, GuardPLC 1800 controllers, and series C GuardPLC 1200

controllers, and with series C GuardPLC 2000 CPUs. Module status is
indicated via status indicators.

Cat. No. Description | Inputs Outputs
1753-1B16 Input Module | 16 digital (not isolated) | NA
4 pulse test sources
1753-0B16 Output Module | NA 16 digital (not isolated)
1753-1B20X0B8 | Input/Qutput 20 digital (not isolated) | 8 digital (not isolated)
Module
1753-1B8X0B8 | Input/Output 8 digital (not isolated) | 8 positive-switching digital
Module 2 pulse test sources 2 negative-switching digital
(not isolated)
1753-1B16X0B8 | Input/Qutput 16 digital (not isolated) | 8 two-pole digital
Module 2 pulse test sources (not isolated)
1753-0W8 Relay Output NA 8 relay
Module
1753-IFBX0F4 | Analog 8 analog 4 standard analog
Input/Output
Module

23


http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1753-um002_-en-p.pdf

Chapter 1 Overview of Safety Controllers

GuardPLC 1753 Digital I/0 Modules

1753-1B16 Module 1753-0B16 Module
. ‘i Voltage Suppl - -
Voltage Supply Connection D|g|talllnputs c g t'pp Y Digital Voltage Supply  Digital
\ [ onnection QOutputs Connection Outputs
L L oL L -+ - + - + -
© Ui Caddd Cebed ob ® (o i
® L 0000 S, 0000
Zd\/DCo DO L-123 4L DO L-5678 L
RUN O p
ERROR © AIIen-Bradley Guard PLEC {4 uv0C @ °
e 0 Distibuted 10 o @ Allen-Bradley Guard PLE @
FauLT O PROG O Distributed I/0 l
os. O 16 l‘]??nﬁ‘tz rorce O
8L O 4 Pulse Test Sources FA(E‘SLI g 1753-0B16
160C0
PO PULSE TEST BL ° e
LS»%B\OL— L-1234L
GuardPLC Ethernet LR Dl o0 LauiaL W Ly
10/100 BaseT 13 1415 16 17 18 19 20 21 22 23 20
P TR GuardPLC Ethernet
I I I | 10/100 BaseT
L T ¥ 1 I 15 2 I 13 14 15 16 17 18 20 21 2 23 2 I
.. I |
\/ Digital Inputs Pulse Test Sources \/ '
Ethernet Ports (on Bottom of Module) Ethernet Ports Digital Outputs
(on Bottom of Module)
1753-1B20X0B8 Module
Voltage Supply Connection Digital Outputs
]
I ]
I 1 23456 7 8 9 101112 |
@ 123456 78 9 101112
@ Lo b 0000 0000
e DO L-1234L DO L-7 8910l
(2A) (24
2VDC O g
RUN O |
o @ Allen-Bradley GuardPLE @
PROG O Distributed I/0O
FORCE O
Faur O 1753-1B200XB8
os. O 20 DC Inputs
BL O 8DC Outputs
D1 D1 D1 D1 D1
LS+1 2 3 4L LS+ 56 7 8L LS+ 9101112 L- LS+13141516 L- LS+ 17181920 L-
0000 0000 0000 0000 0000
G 4PLC Eth 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42
uar thernet
10/100 BaseT L (L) p ) L G
10 — 2 13141516 23 24 192021222324 25 26 27 28 29 30 313233343536 37 38 39 40 41 42
Ethernet Ports (on Bottom of Module)
Vol Sunol 1753-1B8X0B8 Module 1753-1B16X0B8 Module
oltage Supply P -
ulse Test Sources  Digital Output -
Connection gy Outputs Voltage Sgpply Digital Qutputs Pulse Test Sources
\ |5—|| | Connection 1 ———
A |
a T 12345678 9 10 11 12 13 14 15 16 1718 19 20 21 22 23 24 2525172329303131|
1 123456 78 9101112 13 14 15 16 17 18 F ]
r—
® |@9890@ [0 1] I ®
@ [T 0000 0000 0000 @ bbbl % %0 T TITST;
2v0C LS+1 2 4 8 S+ L1 23 4L L-56 7 8+L- wvoe PO PULSE TEST
opulseTesy DO~ DO [ZY ()
- D0+
2VDC O 24VDC O 010 Q
RUN O lal RUN O 020 .
455 @atensudey CuocPLE o oo @ Allen-Bradley GuardPLE @
PROG O Distributed /0 PROG O O 40 Distributed 1/0
FORCE g FORCE O O 50
FAULT 1753-1B8X0B8
osL O 8DC Inputs FAULT g geg 1753-1B16 OXBS
BL O 8 DC Outputs ost ! 16 DC Inputs
BL O 030 8 DC Outputs
DI DI
LS+1.2 3 4L LS+5 6 7 8 L-
0000 5000 LS+1S+1 2 3 4 L L-aAbh b 1Setse5 6 7 8 L bbb 1S1S:9 101112 L- LAy 1S+is+1314 15 16 L L
0000 0000 0000 0000
GuardPLC Ethernet
10/100 BaseT I | GuardPLC Ethernet
=) =2 R T BRTBBN ]?{190 Ba[EF;I- I 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 5152 53 54 55 56 57 58 53 60 61 62 63 64 65 66 67 68 69 70 71 72 I
LT 1 1]
N Digital Inputs N —
Ethernet Ports (on Bottom of Module) Ethernet Ports (on Bottom of Module) Digital Inputs
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1753 Relay Output and Analog I/0 Modules

1753-0W8 Module

1753-1F8X0F4 Module

Voltage SL_Jpply Relay Outputs Voltage Supply Safety Analog Inputs
Connection A Connection
| | —
I e @

Lo L
200 0¢

O 24vDC o o o o

O FauLT

O
O RUN
O ERROR o X ]
0 PrROG &9 Allen-Bradley Guard PLC i
O FORCE Distributed 10 llﬁf(f!vs‘

Oost
OsL (o] o o o

GuardPLC Ethernet | | | | | | | |

10/100 BaseT

=) | = G R |
I

v

|
Ethernet Ports (on Bottom of Module) ~ Relay Outputs

@ L oLl
2v0C

Sm | @ Allen-Bradley

O ERROR Distributed /O
O PROG (&

GuardP€ e o

8 Analog Inputs
4 Analog Outputs

O FORCE
O rur A Al Al Al

A0
102 )4
ow LTI [T CITIT] COTCC T

yyyyyy

KK K] 5 0 7]

GuardPLC Ethernet
10/100 BaseT
T o2

Ethernet Ports (on Bottom of Module)

N
Standard Analog Qutputs

GuardPLC 2000 System

The GuardPLC 2000 controller is a modular system consisting of a

controller (1755-L1), which provides central CPU and communication
functions, and a separate power supply and I/O residing in a

GuardPLC 1755-A6 chassis. A maximum of six I/O modules may be

used in a single system.

The GuardPLC 2000 controller has one active RS-232 serial port for

non-safety related communication. It also features an Ethernet port for
configuration and safety-related communication. The lower DB9 port

supports RS-232 ASCII (read-only) communication; the upper port is

inactive.
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GuardPLC 2000 Controller, Power Supply, and 1/0 Modules

GuardPLC 2000 1/0 Modules

GuardPLC 2000 Power Supply GuardPLC 2000 |
Controller | |
\
o

ggo 0 0 o'C

3

09 1092 100 100

o, 1755-
oo

=

@ Alen-radley |68 |
Ethernet Port D o

— ¥ @ardpLc 2000 . el
I
Back-up Battery
Compartment

T~

(X

[ X
M ‘@ 5000 %
© 00000

RS-232 Serial Port
(Inactive)

[
X

— -
3@
E

RS-232 Serial Port ———__|
(Active)

GuardPLC 2000 Power Supply

The 1755-PB720 power supply module provides two voltages
(3.3V DC and 5V DC) for the GuardPLC 2000 controller. They are
electrically isolated from the supply voltage, 24V DC.

1755-1B24X0B16 /0 Module

The 1755-1B24XOB16 digital input/output module provides 24 digital
inputs and 16 digital outputs. The status of each I/O signal is
displayed with a status indicator located on the right side of the front
plate connectors. Inputs and outputs are electrically isolated from the
supply voltage, 24V DC.

1755-IF8 Analog Input Module

The 1755-1F8 analog input module has eight inputs. These inputs can
be used as either eight single-ended inputs or four differential analog
inputs that are electrically isolated from the logic side of the GuardPLC
module. The measured input value can be either voltage or current. If
you use the input module for current, you need a shunt resistor. The
measured value is digitally transferred to the processor system as a
value between 0 and 2000.
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1755-0F8 Analog Output Module

The 1755-OF8 analog output module provides eight outputs,
galvanically isolated in groups of 2 (that is, 2 outputs per power
supply). They are electrically isolated from the processor system. Each
analog output can operate as a current source or a voltage source.

1755-HSC High Speed Counter Module

The 1755-HSC counter module provides two counters and four digital
outputs. They are electrically isolated from the processor system. The
status of the four output signals is displayed with status indicators |
located at the right side of the front plate output connector.

Communication GuardPLC Ethernet Network
Capabilities

The GuardPLC Ethernet network provides safe communication via
Ethernet protocol for distributed I/O and peer-to-peer communication |
for all GuardPLC controllers. It also provides non-safety-related
communication with the OPC server. Programming and configuration

of controllers is accomplished via the GuardPLC Ethernet network.

Various GuardPLC systems can be networked together on the
GuardPLC Ethernet network, using star or daisy-chain configurations.
A programming device running RSLogix Guard PLUS! software can
also be connected wherever required.

IMPORTANT Make sure that a network loop is nqt gen.erated. Data packets
must only be able to reach a node via a single path.
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Star Configuration

To Programming Terminal

GuardPLC Ethernet Networking Example

o pw mm  mm Daisy-chain (Line) Configuration

To Programming Terminal
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EtherNet/IP

GuardPLC 1600 and GuardPLC 1800 controllers support EtherNet/IP
communication. Able to run EtherNet/IP communication at the same
time as safety-rated GuardPLC Ethernet network, the GuardPLC
controller uses the EtherNet/IP network to communicate status about
the safety control system to other standard devices such as PLCs
(ControlLogix, FlexLogix, CompactLogix, SLC 500, or PLC-5
controllers), HMIs (PanelView, PanelView Plus, and VersaView
terminals) and others. The GuardPLC controller can even control
standard 1/O, like FLEX I/O and POINT I/O modules, on an
EtherNet/IP network.

ASCII

This read-only, non-safety-related protocol can be used to extract
diagnostic and status information from the GuardPLC controllers.
ASCII protocol is available over the RS-232 port on the GuardPLC 1200
and GuardPLC 2000 controllers and via the RS-485 Comm 3 port on
GuardPLC 1600 and GuardPLC 1800 controllers.

See Chapter 21 for details on communication with ASCII devices.
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High-speed Safety Protocol

GuardPLC 1600 and 1800 controllers support High-speed Safety
Protocol (HSP), which allows them to connect to the DeviceNet safety
network via the 1753-DNSI DeviceNet Safety Scanner.

Refer to the DeviceNet Safety Scanner for GuardPLC Controllers User
Manual, publication 1753-UM002, for more information.

Modbus RTU Slave

Modbus is a standard industrial non-safety-related serial protocol in
which the Modbus master can communicate with a maximum of 255
slave devices. The Modbus master initiates and controls all
communication on the network.

Modbus RTU Slave protocol is available via the RS-485 Comm 1 port
on GuardPLC 1600 and GuardPLC 1800 controllers with catalog
numbers ending in ‘M’.

Modbus RTU Slave protocol allows both the reading and writing of
data.

For more information on the Modbus RTU Slave protocol, see the
Modbus Protocol Specifications, available from
www.modbus.org/specs.

PROFIBUS DP Slave

PROFIBUS DP protocol is a non-safety-related serial protocol,
designed for high-speed data transmission between automation
systems and distributed peripherals.

PROFIBUS DP slave protocol is available via the RS-485 Comm 1 port
on GuardPLC 1600 and GuardPLC 1800 controllers with catalog

numbers ending in ‘P’.

PROFIBUS DP Slave protocol allows both the reading and writing of
data.
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OPC Server

The GuardPLC 1600, GuardPLC 1800, series C GuardPLC 1200, and
series C GuardPLC 2000 controllers are OPC clients. An OPC server,
catalog number 1753-OPC, is available from Rockwell Automation and
lets personal computer applications read and write data to and from
the GuardPLC controller (non-safety-related communication only).
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General Safety Open style devices must be provided with environmental and safety

protection by proper mounting in enclosures designed for specific
application conditions. See NEMA Standards 250 and IEC 60529, as |
applicable, for explanations of the degrees of protection provided by
different types of enclosure.

Consider the following before ir_13te_1||ing your GuardPLC
1200/1600/1800 controller or distributed /0.

These products are grounded through the DIN rail. Use

zinc-plated yellow-chromate steel DIN rails to assure proper

grounding. The use of other DIN rail materials (for example, I

aluminum and plastic) that can corrode, oxidize, or are poor
conductors, can result in improper or intermittent grounding.
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GuardPLC 1200 Controller

The GuardPLC 1200 controller can be either snapped onto a DIN rail
or mounted to a back panel by using bolts. DIN rail mounting is the
easiest way to attach the controller and should be used wherever
possible.

IMPORTANT AR EEN b

o the GuardPLC 1200 controller must be mounted horizontally
with the Ethernet socket facing down.

o alocation where air flows freely or use an additional cooling
fan.

e the minimum clearance around the
GuardPLC 1200 controller must be at least 100 mm (3.94 in.).

o do not mount the GuardPLC 1200 controller over a heating
device.

DIN Rail

1. Hook the two top latches, on the back of the GuardPLC 1200
controller, over the top of the DIN rail.

2. If the lower latches are extended (see figure below), push them
up until they lock into place. If the lower latches are not
extended, press the GuardPLC 1200 controller into the DIN rail
until they lock into place.

© @

|

AT <7

Lower Latch (Not Extended)
Lower Latch (Extended)

TIP If you need to remove the controller from the DIN rail, use a
screwdriver to pull down the lower latches, then lift the
controller toward you.

Publication 1753-UM001C-EN-P - March 2010



Installation ~ Chapter 2

Back Panel

'['20 not bend the controller. Bending the controller will damage
it.

A

Use the four brackets on the GuardPLC 1200 controller to mount it

onto a back panel.
@/ \@ Use the following to mount the

/ / controller.

@ Allen-Bradley

Top Brackets

Top Brackets | Bottom Brackets
M4 screws (2) | M5 screws (2)

lock washer lock washer
washers washers
X4
Nl N nut nut

/

Bottom Brackets

If the mounting brackets are not flat before the nuts are tightened, use
additional washers as shims, so the controller does not bend when
you tighten the nuts.

GuardPLC 1600 and GuardPLC 1800 Controllers,
and Distributed 1/0

YT g Foreffective cooling:

e mount the device horizontally.

o provide a gap of at least 100 mm (3.94 in.) above and below the device and at
least 20 mm (0.79 in.) horizontally between devices.

o the wire duct can run in the 100 mm (3.94 in.) of free space above and below
the controller if it is no deeper than 40 mm (1.58 in.). If the depth is greater
than 40 mm (1.58 in.), the devices must be placed on stand-offs that match the
depth of the duct. If stand-offs are not used, you must provide a gap of at least
80 mm (3.15 in.) between the device and the duct.

e select a location where air flows freely or use an additional fan.
¢ do not mount the controller or I/0 module over a heating device.
¢ do not block the ventilation slots on the side of the device.
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GuardPLC 1600 and GaurdPLC 1800 controllers and I/O cannot be
panel-mounted. Mount these controllers and distributed 1I/0O to a DIN
rail by following the steps below.

1. Hook the top slot over the DIN
rail.

2. Insert a flathead screwdriver into
the gap between the housing and
the latch and pull the latch
downward.

3. Hold the latch down as you push
the housing back onto the DIN rail.

4. Release the latch to lock the device onto the rail.

To remove the device from the DIN rail, insert a flathead
TIP o .

screwdriver into the gap between the housing and the latch

and pull the latch downward as you lift the device off of the

rail.

GuardPLC 2000 Chassis

The GuardPLC 2000 chassis provides two flanges with eyelets. Refer to
the illustration below. Use bolts to mount the system to a back panel.

To mount the chassis flanges, you will need four M8-size bolts with
lock washer, washer, and nut with 13 mm (0.51 in.) max head
diameter. The bolts must be long enough to accept the chassis at its
mounting place.

¢ Do not bend the chassis. Bending will damage the chassis
and/or the backplane inside the GuardPLC 2000 controller.
o |f the rear side of the chassis does not lie flat before the nuts

are tightened, use additional washers as shims so that the
chassis does not bend when you tighten the nuts.
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MPORTANT I The chassis must be installed without any modules inserted.

¢ Disconnect the supply voltage before mounting the chassis.

e The chassis must be vertically mounted with the cooling fans on
the lower side.

¢ Do not obstruct ventilation openings.

e Provide a gap of at least 100 mm (3.94 in.) above and below the
device and at least 20 mm (0.79 in.) horizontally between
devices.

Modules are shown for illustration only. The chassis must be installed without any modules inserted.

€

285 mm
(11.21in.)

Depth:
218 mm
(8.61in.

Includes
Termination
Plug

Y

255 mm (10 in.) Including Flanges -
236 mm (9.3 in.) Width Eyelet to Eyelet )
00 00 ©0 © 0 © 0 © 0 00 00 00 159mm(063 In)
o0 2 O (]} o0
@ Allen-Bradley 88 % é % § Eyelet
[¢] = o= = 8
fGuardpLC 2000 0o ié _ =i S _
@ % é % %g ~&—Flanges
i';: - = 177.8 mm
=| § ® (7.0in.)
o /6 =l
® O il;: .
5 Jﬁ
i%
o .. oo | ve Eyelet
A GACARAE AR AR AL J
s00 » 0000000000000
o PURYPUENEEYEY |~
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GuardPLC 2000 Controller, 1/0, and Power Supply

Mount the GuardPLC 2000 chassis prior to installing the controller,
/O, and power supply.

Disconnect the power supply, 1755-PB720, from the 24V DC
supply voltage before you insert any I/0 modules.

1. Before you insert the device, you must detach the grounding
grill. To do this, remove the grounding grill screws.

2. Remove the lower panel of the chassis and disconnect the fans.

3. Power Supply: Insert the power supply into the leftmost slot of
the chassis.

Controller: Insert the controller into the slot directly to the right
of the power supply module (slot 0).

I/O Module: Insert the module into any unused slot from 1...6
(see the figure below). Keep the module in line with the guides
so the module runs smoothly in the track.

4. Begin pushing the device into the chassis.

a. If there is resistance when you push the device into the
backplane, do not force the device because the pins will
bend.

b. Remove the device and start again at step 3.

5. Continue pushing the device into the chassis until the front of
the device is flush with the other modules in the chassis.
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6. Secure the device with the screws on the top and bottom of the
device (see the figure below).

Controller Screw— @ § ¢——— 1/0 Module Screw
Power Supply Screws Slot 0

e
N gl

WM/W/WW%/W 0

=/
iy

=)

/f/%///ﬁ//
L,
Z27 W/W%W/V/W/‘W 0

=)

é 4_; Power Supply Screws

TIP If you are installing other GuardPLC 2000 modules, follow their
installation instructions up to this point before you complete the
next 3 steps.

7. Reconnect the fans.
8. Replace the lower panel of the chassis, sliding it over the tabs on
the sides of the chassis and under the tabs on the back of the

chassis.

9. Use the grounding grill screws to attach the grounding grill.
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Connections for safety and non-safety related communication for
GuardPLC controllers and distributed I/O modules are described in
the following sections.

GuardPLC 1200 Controller

The GuardPLC 1200 controller has an ASCII serial port for
non-safety-related communication and an Ethernet port for
safety-related communication.

Connect the ASCII port to any RS-232 device that has the capability to
send ASCII command strings to the controller. The controller replies
with a data variable string. See Chapter 21 for more information on
ASCII communication

Use this illustration to connect the ASCII and Ethernet ports.

Port for
= © Factory
ASCIl —— () Use
Serial Port onl
(Use 1761-CBL-PM02 Y
Series C Cable)
<—Ethernet Dongle

Ethernet Port
(On Bottom of Controller)

;@5 Pin Function

8 8 24V DC

ground (GND)
request to send (RTS)

—_

received data (RxD)

received line signal detector (DCD)
clear to send (CTS)

transmitted data (TxD)

ground (GND)

not applicable

O 0| N | O | WO N
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GuardPLC 1600 and GuardPLC 1800 Controllers

Connections for safety- and non-safety-related communication are
described in the following sections.

Connections for Safety-Related Communication

The controller has four 10/100BaseT, RJ-45 connectors to provide
communication via the GuardPLC Ethernet network to other
GuardPLC controllers, distributed I/O, and RSLogix Guard PLUS!
software. These connectors also provide communication via an
EtherNet/IP network to other Ethernet devices. Connectors 1 and 2
are located on the bottom side on the left. Connectors 3 and 4 are
located on the top side on the left.

Ethernet Ports 3 and 4

uardPLC Ethernet
10/100 BaseT
T2

Ethernet Ports 1 and 2

All four connectors and the GuardPLC controller are connected
together by an internal Ethernet switch. In contrast to a hub, a switch
is able to store data packets for a short period of time to establish a
temporary connection between two communication partners for the
transfer of data. In this way, collisions (typical of a hub) can be
avoided and the load on the network is reduced.

The switch automatically switches between transfer rates of 10 and
100 Mbps and between full- and half-duplex connections. This makes
the full bandwidth available (full-duplex operation) in both directions.

A switch enables several connections to be established at the same
time and can address up to 1000 absolute MAC addresses.

Auto-crossing recognizes that cables with crossed wires have been
connected and the switch adjusts accordingly. Therefore, either
cross-over or straight-through Ethernet cabling can be used.

Star or line configurations are available. Make sure that a network

loop is not generated. Data packets must only be able to reach a node
via a single path.
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See Chapter 16 for information on peer-to-peer communication or
Chapter 18 for information on EtherNet/TP communication.

Connections for Non-Safety-Related communication

Three 9-pin Min-D connectors are located on the front of the
controller, providing these communication options.

Designation Function

COMM?1 (RS-485)

Modbus RTU Slave (1753-L28BBBM or 1753-L32BBBIM-8A)
Profibus-DP-Slave 1753-L28BBBP or 1753-L32BBBP-8A)

COMM?2 not used

COMM3 GuardPLC ASCII Protocol/H

SP

Modbus or Profibus Port
(COMM 1)

-
@ Lo L
RS-485
—
o o o
COMM3 comm2 comMM1
[ ] [ ]
ASCII/HSP Port (COMM 3) a E
[ ] [ ]
GuardPLC Ethernet
10/100 BaseT

TTITr i d [he three Min-D connecto
electrical interface device

RS-232 device.

rs are RS-485. You must use an
to connect the controller to an

To use COMM3 for HSP, you must use a 1753-CBLDN cable,
which ships with the 1753-DNSI DeviceNet Safety Scanner for

GuardPLC Controllers.
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The pin assignment of the Min-D connectors is shown in the table

below.
Connection Signal Function

1 — —
2 RP 5V, decoupled with diodes
3 RxD/TxD-A Receive/Transmit data A
4 CNTR-A Control Signal A
5 DGND Data reference potential
6 VP 5V, positive pole of supply voltage
7 — —
8 RxD/TxD-B Receive/Transmit data B
9 CNTR-B Control Signal B

GuardPLC Distributed I/0 Modules

Each module has two 10/100BaseT, RJ-45 connectors to provide
safety-related communication via the GuardPLC Ethernet network.
These two connectors and the GuardPLC distributed I/O module are
connected together by an internal Ethernet switch.

L L L+ L+
2vDC

24VDC O
RUIN O
ERROR O
PROG O
FORCE O
FaULT O
ost O
BL O

GuardPLC Ethernet
10/100 BaseT

1) -2

Ethernet Ports 1 and 2
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GuardPLC 2000 Controller

Connections for safety- and non-safety-related communication are
described in the following sections.

Connections for Safety-Related Communication

To configure/program the GuardPLC system, the controller must be
connected on an Ethernet network to the RSLogix Guard PLUS!
programming terminal. The GuardPLC Ethernet network also provides
for peer-to-peer communication to distributed I/O and to other
controllers.

I::]< Ethernet Port

10/100 Base T

Connections for Non-Safety-Related Communication

Connect the ASCII port (FB2) to any RS-232 device that has the
capability to send ASCII command strings to the controller. The
controller replies with a data variable string. See Chapter 21 for more
information on ASCII communication.

pin | function

none

send data

receive data

none
ground
none
RTS
CTS
none

ASCII Port

O O N oo o1 | WO N[ —

Publication 1753-UM001C-EN-P - March 2010



Installation ~ Chapter 2

Reset Pushhutton
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GuardPLC 1600 and 1800 controllers and distributed 1/O are equipped
with a reset pushbutton. Reset via the pushbutton is necessary if you:

e forget the password to go online via the programming software.

e are unable to determine the IP address and SRS of the controller.

The pushbutton is accessible through a small round hole at the top of
the housing, approximately 4...5 ¢cm (1.6...2.0 in.) from the left rim
and recessed approximately 9.5 mm (0.375 in.).

IMPORTANT Activate the reset pushbutton by using an insulated pin to
prevent short-circuits.

To reset, press and hold the pushbutton while restarting the controller
by cycling power. Hold the reset pushbutton until the PROG status
indicator stops flashing. Pressing the Reset pushbutton during
operation has no affect.

After a reset, the IP address, SRS, and login accounts are temporarily
reset to their default settings.

e [P = 192.168.0.99

¢ SRS = 60000.1

e Login Username = Administrator

e Login Password = [none]
At the next power cycle, these settings will be reset to the last values
stored into Flash. This means that either:

e the settings prior to the reset will be restored.

e if any settings were changed after the reset, these new settings
will still be in effect.
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General Wiring Considerations
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Power Supply Considerations 45
Ground the Equipment 46
Terminal Connections 47
Shield-contact Plate Connections 48
Detailed Wiring Information 48

Prevent Electrostatic
Discharge PRIl Electrostatic discharge can damage integrated circuits or
_ semiconductors. Follow these guidelines when you handle the

module.

A\

¢ Touch a grounded object to discharge static potential.
o \Wear an approved wrist-strap grounding device.

¢ Do not touch conductors or pins on component boards.
¢ Do not touch circuit components inside the equipment.
o Use a static-safe workstation, if available.

o Keep the equipment in appropriate static-safe packaging
when not in use.

Power sl|pp|y The power supply must provide a voltage between 20.4 and
Considerations 28.8V DC. You must supply enough power to drive the controller,

inputs, and outputs because all GuardPLC controllers and distributed
I/O modules source the current for the input channels and drive the
output devices connected to them. No additional power supply is
required to drive outputs. To operate, GuardPLC controllers typically
draw less than 1 A at 24V DC. They require additional power to
operate the inputs and outputs connected to the controller. Consider
the power draw of the I/O when specifying the size of the power
supply and required fusing.
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Ground the Equipment
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The 24V DC voltage supply must feature galvanic isolation because
inputs and outputs are not electrically isolated from the internal

processor.(l) To comply with CE Low Voltage Directives (LVD), you
must use either an NEC Class 2, a Safety Extra Low Voltage (SELV) or a
Protective Extra Low Voltage (PELV) power supply to power the
GuardPLC controller or I/O module. A SELV supply cannot exceed
30V rms, 42.4V peak or 60V DC under normal conditions and under
single fault conditions. A PELV supply has the same rating and is
connected to protective earth.

IMPORTANT Protect the controller with a slow-blow fuse.

You must provide an acceptable grounding path for each device in
your application. For more information on proper grounding
guidelines, refer to the Industrial Automation Wiring and Grounding
Guidelines, publication 1770-4.1.

Considerations for Grounding All Controllers

e To improve EMC conditions, ground the controller.

e Run the ground connection from the ground screw of the
controller to a good earth ground. Use a minimum of 2.5 mm?

(14 AWG) wire.

e Keep the connection to earth ground as short as possible to
minimize resistance.

e Grounding is required even if the control system does not have
shielded cables.

e If you use shielded cables to connect the controller to the
external 24V DC source, connect the shield to the grounding
contact of the power supply.

e No protective grounding (against hazardous shock) is required.

GuardPLC 1200 Controller

Ground the GuardPLC 1200 controller by connecting the PA terminal,
marked @ , to earth ground. See page 58 for GuardPLC 1200 terminal
connections.

(1) The 1/0 and CPU are only isolated from one another on the GuardPLC 2000 controller.
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Terminal Connections
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GuardPLC 1600 and GuardPLC 1800 Controllers and Distributed 1/0

The 1/0O module is functionally grounded through its DIN rail
connection. A protective earth ground connection is required and is
provided by a separate grounding screw, located on the upper left of
the housing and marked with the grounding symbol @ .

This product is grounded through the DIN rail to chassis ground.
Use zinc plated yellow-chromate steel DIN rail to assure proper

grounding. The use of other DIN rail materials (for example,
aluminum and plastic) that can corrode, oxidize, or are poor
conductors, can result in improper or intermittent grounding.

GuardPLC 2000 Chassis

Ground the GuardPLC 2000 chassis and cables by using the grounding
screw located on the left side of the grounding grill. Ground the
chassis via the grounding grill.

Grounding Grill

Grounding Screw

Terminals accommodate wire sizes up to 1.5 mm? (16 AWG) for

input/output wiring and up to 2.5 mm? (14 AWG) for voltage supply
connections.
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Shielded cabling is fed in from below so that the shielding can be
connected to the shield-contact plate by using a clip. Remove about 2
cm (0.79 in.) of the outer cable insulation so that the mesh is exposed
at the point where the cable is clipped to the plate. Position the clip
over the uninsulated cable shielding and push it into the slots of the
shield contact plate until it fits firmly in place, as shown below.

Shield-contact Plate

Mesh

Cable Clip

IMPORTANT

Make sure that the mesh comes in direct contact with the
shield-contact plate. If the mesh does not touch the plate, the

cable is not grounded.

For detailed wiring information by product, see the table below.

For See
GuardPLC 1600, GuardPLC 1800 and Chapter 4
GuardPLC 1200 Controllers

GuardPLC 2000 Controller Chapter 5
1753-IB16, 1753-0B16, 1753-1B20X0B8 Chapter 6
Modules

1753-1B8X0B8 Chapter 7
1753-1B16X0B8 Chapter 8
1753-IF8X0F4 Chapter 9
1753-0W8 Chapter 10
Wiring Examples Appendix C

To be sure that GuardPLC controllers and I/O modules are used in a
safety-related manner (SIL3 in accordance to IEC 61508), the whole
system, including connected sensors and encoders, must satisfy the
safety requirements described in the GuardPLC Controllers Safety
Reference Manual, publication 1753-RM0Q02.
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Power 3upp|y Connections Power supply connections for GuardPLC 1600, GuardPLC 1800, and
GuardPLC 1200 controllers are described in the following sections.
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GuardPLC 1600 and GuardPLC 1800 Controllers

Before connecting the power supply, check for correct polarity,

ATTENTION )
value, and ripple.

A Do not reverse the L+ and L- terminals or damage to the
controller will result. There is no reverse polarity protection.

The supply voltage is connected via a 4-pin connector that

accommodates wire sizes up to 2.5 mm? (14 AWG). You only need to
connect one wire to L+ and one wire to L-. Both L+ and L- terminals
are internally connected. The other terminal can be used to
daisy-chain 24V DC to additional devices. The power supply

connector is rated to 10 A.
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GuardPLC 1200 Controller

Both L+ and L- terminals must be used in parallel to allow the
maximum current of 8 A. (Each terminal maximum is 4 A so both are
required for 8 A.)

If the power supply has only one (+) lead, a short bridge jumper must
be installed between L+ and L+,).

TIP The GuardPLC 1200 controller requires approximately 0.5 A to
operate. The remaining 7.5 A is used to source power for inputs
and outputs.

The status of digital inputs is indicated via status indicators when the
controller or module is in Run mode.

Follow the closed-circuit principle for external wiring when
connecting sensors. To create a safe state in the event of a fault, the
input signals revert to the de-energized state (0). The external line is
not monitored, but a wire break is interpreted as a safe (0) signal.

The GuardPLC 1600 and GuardPLC 1800 controllers provide power to
input devices through their LS+ terminals. However, input devices
with their own dedicated power supply can also be connected instead
of contacts. The reference pole (L-) of the power supply must then be
connected to the reference pole (L-) of the appropriate GuardPLC
input group. See the wiring diagrams in Appendix C for examples.

In general, the LS+ terminals, not L+ on the power supply connection,
should be used to supply voltage for safety inputs. Each LS+ features
individual short-circuit and EMC protection. Due to current limitations,
use LS+ for only the safety inputs on the same terminal plug.

An EN 61000-4.5 surge impulse can be read as a short-duration HI
signal in some modules. To avoid an error, either:

e install shielded input lines to prevent effects of surges in the
system.

e implement software filtering in the user program. A signal must
be present for at least two cycles before it is evaluated.
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Safety-related Dlgltal The status of digital outputs is indicated via status indicators when the ||
OUtpUtS controller or module is in Run mode.

GuardPLC outputs are rated to either 0.5 A or 1.0 A at an ambient
temperature of 60 °C (140 °F). At an ambient temperature of 50 °C
(122 °F), outputs rated at 1.0 A increase to 2.0 A.

If an overload occurs, the affected outputs are turned off. When the
overload is eliminated, the outputs are under the control of the
controller and are energized based on the user program code.

An output is in the safe state when it is de-energized. Therefore,
outputs are switched off when a fault that affects the safe control of
those outputs occurs.

For connection of a load, the reference pole L- of the corresponding
channel group must be used. Although L- poles are connected
internally to L- on the power supply input, it is strictly recommended
to connect the L- reference poles only to their corresponding output
group. EMC testing was performed in this manner.

Inductive loads can be connected without a protection diode on
TIP ) L e

the load, because there is a protection diode located within the

GuardPLC device. However, Rockwell Automation strongly

recommends that a protection diode be fitted directly to the

load to suppress any interference voltage. A TN4004 diode is

recommended.

Safety-re|ated Ana'og GuardPLC 1800 controller analog inputs provide for the unipolar
In pllt S measurement of voltages from 0...10V, referenced to L-. A 10 KQ

shunt is used for single-ended voltage signals. With a 500 Q shunt
resistor, currents from 0...20 mA can also be measured.

Analog cabling should be no more than 300 m (984 ft) in length. Use
shielded, twisted-pair cables, with the shields connected at one end,
for each measurement input. See the instructions for connecting
shielded cabling to the shield-contact plate on page 48.

Unused analog inputs must be short-circuited. Place wire jumpers to
ground on any inputs that are not used.

Al

TmnL 1212 L

41 44

Wire Jumper Wire Jumper
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High-speed Counters

52

The GuardPLC 1200 and 1800 controllers feature inputs for high-speed
counting up to a maximum of 100 kHz. These counters are 24-bit, and
are configurable for either 5V or 24V DC. The counters can be used as
a counter or as a decoder for 3-bit Gray Code inputs. As a counter,
input A is the counter input, input B is the counter direction input,
and input Z is used for a reset.

The counter inputs must be connected by using shielded, twisted-pair
cables for each measurement input. The shields must be connected at
both ends. The input lines should be no more than 500 m (1640 ft) in
length. All reference (L-, C-, or I- depending on the controller)
connections are interconnected on the module in the form of common
reference pole.

Cables are clipped to the shield contact plate when connecting

counter inputs. See the instructions for connecting shielded cabling to
the shield contact plate on page 48.

IMPORTANT Do not terminate unused high-speed counter inputs.
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Wire the GuardPLC 1600 Input and output terminal connections for the GuardPLC 1600
C()ntro"er controller are described below.

Safety-related Digital Input Terminals

DI DI DI DI DI
1S+ 1 2 3 4L LS+ 5 6 7 8L- LS+ 91011121 LS+ 13141516 L- LS+ 17 18 19 20 L-
0000 0000 0000 0000 0000
13 14 15 16 17 18 192021222324 252627282930 313233343536 3738 39 40 41 42

13 141516 17 18 1920 21 22 23 24 25 26 27 28 29 30 31 32 3334 35 36 37 38 39 40 41 42

Digital inputs are connected to these terminals.

Terminal Number Designation Function

13 LS+ Sensor supply for inputs 1...4
14 1 Digital input 1

15 2 Digital input 2

16 3 Digital input 3

17 4 Digital input 4

18 L- Reference pole

19 LS+ Sensor supply for inputs 5...8
20 5 Digital input 5

21 6 Digital input 6

22 7 Digital input 7

23 8 Digital input 8

24 L- Reference pole

25 LS+ Sensor supply for inputs 9...12
26 9 Digital input 9

27 10 Digital input 10

28 11 Digital input 11

29 12 Digital input 12

30 L- Reference pole

31 LS+ Sensor supply for inputs 13 ...16
32 13 Digital input13

33 14 Digital input 14

34 15 Digital input 15

35 16 Digital input 16

36 L- Reference pole

37 LS+ Sensor supply for inputs 17...20
38 17 Digital input 17

39 18 Digital input 18

40 19 Digital input 19

1 20 Digital input 20

42 L- Reference pole
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Wire the GuardPLC 1800
Controller

54

Safety-related Digital Qutput Terminals

1234586 7.8 9101112
123456 789 10111
0000 0000

DO L-123 4L DO L-56 7 8L

(2A) (2A)

Digital outputs are connected to these terminals.

Terminal Number | Designation | Function Current
1 L- Reference pole —
2 1 Digital output 1 05A
3 2 Digital output 2 05A
4 3 Digital output 3 05A
5 4 Digital output 4 (for increased load) 20A
6 L- Reference pole —
7 L- Reference pole —
8 5 Digital output 5 05A
9 6 Digital output 6 05A
10 7 Digital output 7 05A
11 8 Digital output 8 (for increased load) 20A
12 L- Reference pole —

The controller has 24 digital inputs whose status is indicated via status
indicators when in Run mode. The digital inputs are actually analog
inputs that provide the program with UINT values of 0...30V
(0...3000), which are used to create limit values to calculate signals for
the digital inputs. Default settings are:

e <7V = 0 signal.
e >13V = 1 signal.

The limit values are set by using system variables. See page 328 for
more information on configuring these inputs.

TIP Because digital inputs are actually analog values, the .USED
variable must be set HI in the output signal connections dialog
box to activate the digital input.

The 24 digital inputs of the GuardPLC 18000 controller can be used as
analog inputs by reading the DI[xx].Value Analog input signal.
However, because these inputs are intended to be used as digital
inputs, the accuracy of their analog values is not guaranteed to the be
same as the published accuracy of the 8 actual analog inputs in the
GuardPLC 1800 controller.
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Safety-related Digital Input Terminals

111213141516 17 18 1920

711213141516 17 18 19
00000000

DI LS+1 23456 78L-

20 212223

00000000
DI LS+ 910111213 141516 L-

21 22 23 24 25 26 27 28 29 30

31 32 33 34 35 36 37 38 39 40

2425 26 27 28 2930 3132 33 34 35 36 37 38 3940
00000000

DI LS+17 181920 21 222324 L-

Digital inputs are connected to these terminals.

Terminal Number Designation Function

11 LS+ Sensor supply for inputs 1...8
12 1 Digital input 1
13 2 Digital input 2
14 3 Digital input 3
15 4 Digital input 4
16 5 Digital input 5
17 6 Digital input 6
18 7 Digital input 7
19 8 Digital input 8
20 L- reference pole
21 LS+ Sensor supply for inputs 9...16
22 9 Digital input 9
23 10 Digital input 10
24 11 Digital input 11
25 12 Digital input 12
26 13 Digital input 13
27 14 Digital input 14
28 15 Digital input 15
29 16 Digital input 16
30 L- Reference pole
31 LS+ Sensor supply for inputs 17...24
32 17 Digital input 17
33 18 Digital input 18
34 19 Digital input 19
35 20 Digital input 20
36 21 Digital input 21
37 22 Digital input 22
38 23 Digital input 23
39 24 Digital input 24
40 L- Reference pole
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Safety-related Digital Qutput Terminals

1 2 3 4 5 6 7 8 9 10

00000000

DO L- 1 2 3 4 5 6 7 8 L
2A) (2A)

Digital outputs are connected to these terminals.

Terminal | Designation | Function Current
Number

1 L- Reference pole —
2 1 Digital output 1 05A
3 2 Digital output 2 05A
4 3 Digital output 3 05A
5 4 Digital output 4 (for increased load) 20A
6 5 Digital output 5 05A
7 6 Digital output 6 05A
8 7 Digital output 7 05A
9 8 Digital output 8 (for increased load) 20A
10 L- Reference pole —

Safety-related Analog Input Terminals

The GuardPLC 1800 controller features 8 single-ended analog inputs.
Differential analog inputs cannot be used on the GuardPLC 1800
controller. Two- or four-wire transmitters can be used. These devices
can be powered from the transmitter supply terminal of the GuardPLC
1800 controller or from an external power supply. See Appendix C for
example wiring diagrams.

IMPORTANT Unused analog inputs must be short-circuited. See page 51.

Al Al Al Al
T 11 L-T212 L- T3 13 L- T4 14 L- T5 14 L- T6 16 L- T717 L- T8 18 L-
41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64
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The analog inputs are connected to these terminals.

Terminal Number Designation Function

4 T1 Transmitter supply 1
42 1 Analog input 1

43 L- Reference pole

44 T2 Transmitter supply 2
45 12 Analog input 2

46 L- Reference pole

47 T3 Transmitter supply 3
48 13 Analog input 3

49 L- Reference pole

50 T4 Transmitter supply 4
51 14 Analog input 4

52 L- Reference pole

53 T5 Transmitter supply 5
54 15 Analog input 5

b5 L- Reference pole

56 T6 Transmitter supply 6
57 16 Analog input 6

58 L- Reference pole

59 T7 Transmitter supply 7
60 [7 Analog input 7

61 L- Reference pole

62 18 Transmitter supply 8
63 18 Analog input 8

64 L- Reference pole
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Safety-related High-speed Counter Terminals

HSC
A1 Bl Z1 L- A2 B2 72 L-

65 66 67 68 69 70 71 72

Counters are connected to these terminals.

Terminal Number | Designation Counter Function | Gray Code Function
65 Al Input A1 bit 0 (LSB)
66 B1 Input B1 bit 1
67 Z1 Input Z1 bit 2 (MSB)
68 L- Common reference pole
69 A2 Input A2 bit 0 (LSB)
70 B2 Input B2 bit 1
71 /2 Input 22 bit 2 (MSB)
72 L- Common reference pole
Wire the GuardPLC 1200 The GuardPLC 1200 controller has no LS+ terminal for a safety input

voltage source. Use the L+ supply terminal as the source for safety
input voltage. The four reference terminals, labeled I-, should be used
for the safety input voltage reference. This is a common reference for
all 20 inputs.

Controller

Lower Terminal Block

O 14 16 18 1O 12 114 16 118 120 - I

1‘ 3 5‘ 7‘ 9 M‘ 13‘ 15 17‘ 19‘ 21‘ 23’ 25‘

2 4‘ 6‘ 8 0 12 14 16 8 20 221 74

m 13 15 7 19 Mn n3ns n7zne k- I
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Terminal Number Designation Function
1 Not Used None
2 1 Digital input 1
3 12 Digital input 2
4 13 Digital input 3
5 14 Digital input 4
6 15 Digital input 5
7 16 Digital input 6
8 17 Digital input 7
9 18 Digital input 8
10 19 Digital input 9
1 110 Digital input 10
12 1M1 Digital input 11
13 112 Digital input 12
14 113 Digital input 13
15 114 Digital input 14
16 115 Digital input 15
17 116 Digital input 16
18 117 Digital input 17
19 118 Digital input 18
20 119 Digital input 19
21 120 Digital input 20
22 I- Reference pole
23 I- Reference pole
24 I- Reference pole
25 |- Reference pole
Upper Terminal Block

All eight of the digital output zero-voltage reference terminals are
common. Unlike the GuardPLC 1600 and GuardPLC 1800 controllers

or distributed I/O, which have an earth ground screw, the

GuardPLC 1200 controller’s earth ground should be wired to the PA

terminal, marked @ .
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L+(1) L+ 01+ 02+ 03+ 04+ 05+ 06+ 07+ 08+ A1 BT Z1 |-

N

4| 6‘ 8 ’ 1[]’ 12‘ 14‘ 16‘ 18 ‘ 2[]‘ 22 24’ 26‘ 28‘
SIS |
1 ‘ 3 ‘ 5‘ 7 ‘ 9 1 13| 15‘ 17‘ 19‘ 21 230 25 27‘ 29‘

L) Ly PA O1- 02- 03- 04- 05 06- 07- 08- A2 B2 72 |-

Terminal Number Designation Function

1 L- 24V DC return path

2 L+ 24V DC power input

3 L- 24V DC return path

4 L+ 24V DC power input

5 PA Functional ground

6 01+ Digital output 1

7 01- Voltage reference for digital output 1

8 02+ Digital output 2

9 02- Voltage reference for digital output 2

10 03+ Digital output 3

1 03- Voltage reference for digital output 3

12 04+ Digital output 4

13 04- Voltage reference for digital output 4

14 05+ Digital output 5

15 05- Voltage reference for digital output 5

16 06+ Digital output 6

17 06- Voltage reference for digital output 6

18 07+ Digital output 7

19 07- Voltage reference for digital output 7

20 08+ Digital output 8

21 08- Voltage reference for digital output 8

22 A1 Universal signal input for counter 1

23 A2 Universal signal input for counter 2

24 B1 Signal input for counting direction for
counter 1

25 B2 Signal input for counting direction for
counter 2

26 Z1 Reset for counter 1

27 72 Reset for counter 2

28 l- Signal ground for counters 1 and 2

29 |- Signal ground for counters 1 and 2
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The status of digital inputs is indicated via status indicators when the
controller or module is in Run mode.

Follow the closed-circuit principle for external wiring when
connecting sensors. To create a safe state in the event of a fault, the
input signals revert to the de-energized state (0). The external line is
not monitored, but a wire break is interpreted as a safe (0) signal.

Input devices with their own dedicated power supply can also be
connected instead of contacts. The reference pole (L-) of the power
supply must then be connected to the reference pole of the input (L-).
See the wiring diagrams in Appendix C for examples.

In general, the LS+ terminals, not L+ on the power supply connection,
should be used to supply voltage for safety inputs. Each LS+ features
individual short-circuit and EMC protection. Due to current limitations,
use LS+ for only the safety inputs on the same terminal plug.

An EN 61000-4.5 surge impulse can be read as a short-duration HI
signal in some modules. To avoid an error, either:

e install shielded input lines to prevent effects of surges in the
system.

e implement software filtering in the user program. A signal must
be present for at least two cycles before it is evaluated.
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I Safety-related Digital
Outputs

Safety-Related Analog
Inputs (1755-1F8)

62

The status of digital outputs is indicated via status indicators when the
controller or module is in Run mode.

GuardPLC 2000 controller outputs are rated at 2 A per point, but the
total load of all 16 outputs on a single module must not exceed 8 A.

If an overload occurs, the affected outputs are turned off. When the
overload is eliminated, the outputs are under the control of the
controller and are energized based on the user program code.

An output is in the safe state when it is de-energized. Therefore,
outputs are switched off when a fault that affects the safe control of
those outputs occurs.

For connection of a load, the reference pole L- of the corresponding
channel group must be used. Although L- poles are connected
internally to L- on the power supply input, it is strictly recommended
to connect the L- reference poles only to their corresponding output
group. EMC testing was performed in this manner.

Inductive loads can be connected without a protection diode on
TIP . o e

the load, because there is a protection diode located within the

GuardPLC device. However, Rockwell Automation strongly

recommends that a protection diode be fitted directly to the

load to suppress any interference voltage. A 1N4004 diode is

recommended.

GuardPLC analog inputs provide for the unipolar measurement of
voltages from 0...10V, referenced to L-. A 10 kQ shunt is used for
single-ended voltage signals. With a 500 Q shunt resistor, currents
from 0...20 mA can also be measured.

The feeder lines should be no more than 300 m (984 ft.) in length. Use
shielded, twisted-pair cables, with the shields connected at one end,
for each measurement input. See the instructions for connecting
shielded cabling to the shield contact plate on page 48.
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High-speed Counter
Module (1755-HSC)
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Unused analog inputs must be short-circuited. Place wire jumpers to
ground on any inputs that are not used.

N\

10 15+/1-

11 B

12| |i6+r2-

13 |-

14 17+/3-

15 -

16| =N8+/4- ;

o ‘*’___\J/Vwe

TN umper
1755-1F8

The 1755-HSC module features inputs for high-speed counting up to 1
MHz. These counters are 24-bit, and are configurable for either 5V or
24V DC. The counters can be used as a counter or as a decoder for
3-bit Gray Code inputs. As a counter, input A is the counter input,
input B is the counter direction input, and input Z is used for a reset.

The counter inputs must be connected by using shielded, twisted-pair
cables for each measurement input. The shields must be connected at
both ends. The input lines should be no more than 500 m (1640 ft) in
length. All reference (L-, C-, or I- depending on the controller)
connections are interconnected on the module in the form of common
reference pole.

Cables are clipped to the shield-contact plate when connecting
counter inputs. See the instructions for connecting shielded cabling to
the shield contact plate on page 48

IMPORTANT Do not terminate unused high-speed counter inputs.

To be sure that counters are used in a safety-related manner (SIL3 in
accordance to IEC 61508), the whole system, including connected
sensors and encoders, must satisfy these safety requirements. Refer to
the GuardPLC Controllers Safety Reference Manual, publication
1753-RM002, for more detailed information.
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Safety-re'ated Ana|og The 1755-OF8 module uses analog outputs to transfer analog values

| ) from the user program into outputs ranging from +10V DC and
OUtPUt Module (1755 0F8) 0...20 mA. The relationship between the value in the user program

and the output value is linear and is displayed in this table.

Logic Value Output Voltage Output Current
0 0.00V 0.0 mA
1000 10.00V 20.0 mA
-1000 -10.00V na
c“rrent Draw The GuardPLC 2000 controller features several different modules.

These modules and their backplane current draw specifications are

listed in this table.

Cat. No. Current Draw at 3.3V DC Current Draw at 24V DC
1755-1B24X016 0.3A 05A
1755-1F8 0.15A 04A
1755-0F8 0.15A 04A
1755-HSC 08A 0.1A
1755-L1 15A 1.0A
TIP The GuardPLC 2000 controller can draw up to 30 A. The majority

of this 30 A is used to source inputs and outputs. Only 1 A'is
required to operate the CPU module.

Connect the power supply, 1755-PB720, to the 24V DC supply
voltage. Refer to the GuardPLC 2000 Power Supply Installation
Instructions, publication 1755-IN0Q7, for detailed instructions.
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Wire the 1755-1B24X0B16

This module is a combination I/O module featuring 24 safety-related
digital inputs and 16 safety-related digital outputs.

Digital I/0 Module
e Inputs: The sockets with pins 2...9, 11...18, and 20...27 provide
the 24 digital inputs I1...124. Pins 1, 10, and 19 are the common
positive poles (LS+). Each group of 8 inputs has current limits of
100 mA.
e Outputs: The sockets with pins 29...36 and 38...45 provide the
16 digital outputs O1...016. Pins 28 and 37 are the common
negative poles (L-) for the output loads.
e Each output channel can be loaded with 2 A, but the total load
of all 16 outputs must not exceed 8 A.
Terminal | Designation | Function Terminal | Designation | Function
© O Number Number
| B2axco1s 1 LS+ Digital input supply 24 121 Digital input 21
RUN ERR forinputs 1...8
1 _(L)sl+l 2 " Digital input 1 25 122 Digital input 22
431 8:3 3 12 Digital input 2 26 123 Digital input 23
g 8:; 4 13 Digital input 3 27 124 Digital input 24
7| |O1s 5 14 Digital input 4 28 L- Reference pole for
3_8:; outputs 1...8
1o Ls+ 6 15 Digital input 5 29 01 Digital output 1
u 8:20 7 6 Digital input 6 30 02 Digital output 2
LS 8 17 Digital input 7 31 03 Digital output 3
1 8: I 9 18 Digital input 8 32 04 Digital output 4
1ol | S 10 LS+ Digital input supply 33 05 Digital output 5
— forinputs 9...16
%8 6‘7*17 1 19 Digital input 9 34 06 Digital output 6
% §E§ 12 110 Digital input 10 35 07 Digital output 7
gg 8: ;; 13 1 Digital input 11 36 08 Digital output 8
26| [O123 14 112 Digital input 12 37 L- Reference pole for
27 10124 outputs 9 ...16
28 L 15 13 Digital input 13 38 09 Digital output 9
2 188 6 |na Digital input 14 33 | 010 Digital output 10
gé §§ 7 |15 Digital input 15 0 |on Digital output 11
3451 8$ 18 116 Digital input 16 4 012 Digital output 12
36O 19 LS+ Digital input supply 42 013 Digital output 13
37 L- for inputs 17...24
¥ 18 20 117 Digital input 17 43 014 Digital output 14
40 19 21 18 Digital input 18 44 015 Digital output 15
2 18% 22 119 Digital input 19 45 016 Digital output 16
2 195 23 | 120 Digital input 20

Publication 1753-UM001C-EN-P - March 2010

65



Chapter5  Wire the GuardPLC 2000 Controller and I/0

This module features 8 single-ended analog inputs or 4 differential
analog inputs. Two-wire or four-wire transmitters can be used. The
devices cannot be powered from the GuardPLC module. An external
power supply is required for all analog transmitters. Single-ended
transmitters connect between the Ix+ and I- terminals. For example:
pins 1 and 2, 3 and 4, 5 and 6. Differential transmitters connect
between Ix+ and x- terminals. For example, pins 1 and 10, 3 and 12, 5
and 14.

Wire the 1755-1F8 Analog
Input Module

e R Unused channels must be short-circuited. See page 63.

All reference poles (I-) are internally connected.

Xe) Terminal Number Designation Function
1755- 1 1+ Analog input 1
(oX ] 2 |- Reference pole for input 1
f‘ﬁE‘iR 3 12+ Analog input 2
2 II2 4 |- Reference pole for input 2
3 + .
4 I- 5 13+ Analog input 3
2 :3+ 6 |- Reference pole for input 3
0o 7 4+ Analog input 4
oL I+ 8 I- Reference pole for input 4
10 1i5+/1- 9 shield connection signal ground
E ,'é+,2_ 10 [5+/1- Analog input 5
}f‘ . 11 I- Reference pole for input 5
ig :é+/4- 12 16/2- Analog input 6
g 'J_ 13 |- Reference pole for input 6
- 14 7+/3- Analog input 7
15 |- Reference pole for input 7
16 18+/4- Analog input 8
17 |- Reference pole for input 8
18 shield connection signal ground

Wire the 1755-0F8 Analog
Output Module

This module features 8 analog outputs. Devices cannot be powered
from the 1755-OF8 module. An external power supply is required for
all analog output devices.
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© ©
1755-
ce
RUN ERR
1 o1+
2 o1-
3 o2+
4 02-
5 03+
6 03-
7 04+
8 0O4-
oL 1+
10[ |os+
11 05-
12 06+
13 06-
14 o7+
15 o7-
16 o8+
17 o8-
8L _JL
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There are 4 reference poles for the 8 outputs. A pair of outputs share
a reference pole as shown below.

These outputs

Share these Reference Poles

Tand 2 01- and 02-
3and 4 03- and 04-
5and 6 05- and 06-
7and8 07- and 08-

Each group of 2 outputs is electrically isolated from the others.

IMPORTANT

If an unused channel is defined as a current output (software
configuration set to current output), the output channel has to
be short-circuited. Place jumpers into these outputs and tighten

the screws.

IMPORTANT

If an unused channel is defined as a voltage output (software
configuration set to voltage output), the unused outputs must be
left open. Short-circuiting a unused voltage output may cause
damage to the output.

Terminal Number Designation Function

1 01+ Analog output 1

2 01- Group 1 reference pole
3 02+ Analog output 2

4 02- Group 1 reference pole
5 03+ Analog output 3

6 03- Group 2 reference pole
7 04+ Analog output 4

8 04- Group 2 reference pole
9 shield connection signal ground

10 05+ Analog output 5

11 05- Group 3 reference pole
12 06+ Analog output 6

13 06- Group 3 reference pole
14 07+ Analog output 7

15 07- Group 4 reference pole
16 08+ Analog output 8

17 08- Group 4 reference pole
18 shield connection signal ground
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Wire the 1755-HSC Counter

Modules

68

©0
ce
RUN ERR
1[]¢
2 Al
3 B1
4 Z1
5 cL
6 G
7 G
8 G
9l Jc
10 ¢
11| |A2
12| |B2
13| |z
14| |
15 |c
16| |c
171 |c
18l _lc
19[ | _L-
20 [O1
21 [©2
22 |O3
23 |O4
24 L-
25 L-
26 L-
274 -

This module contains 2 high-speed counters and 4 digital outputs.
Although the 4 digital outputs are located on the 1755-HSC module,
they cannot be driven by counter presets. The 4 digital outputs are
driven by software, just as on the 1755-IB24XOB16 module.

The nominal current per output is limited to < 0.5 A. Currents > 0.5 A
are regarded as overload. The overload is limited to < 11 A per
output, or < 2 A if all four outputs are overloaded at the same time.
With an overload of 2 A, the output voltage drops to 18V.

All counter common reference poles, C-, share the same path. All
digital output common reference poles, L-, share the same path, but
are electrically isolated from the C- pins.

Terminal Number | Designation Function

1 C- Common reference pole

2 Al Signal input for counter 1

3 B1 Counting direction input for counter 1
4 Z1 Reset input for counter 1

5 C1 no function

6 C- Common reference pole

7 C- Common reference pole

8 C- Common reference pole

9 C- Common reference pole

10 C- Common reference pole

11 A2 Signal input for counter 2

12 B2 Counting direction input for counter 2
13 72 Reset input for counter 2

14 C2 no function

15 C- Common reference pole

16 C- Common reference pole

17 C- Common reference pole

18 C- Common reference pole

19 L- Reference pole for digital outputs
20 1 Digital output 1

21 2 Digital output 2

22 3 Digital output 3

23 4 Digital output 4

24 L- Reference pole for digital outputs
25 L- Reference pole for digital outputs
26 L- Reference pole for digital outputs
27 L- Reference pole for digital outputs
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The status of digital inputs is indicated via status indicators when the
module is in Run mode.

Follow the closed-circuit principle for external wiring when
connecting sensors. To create a safe state in the event of a fault, the
input signals revert to the de-energized state (0). The external line is
not monitored, but a wire break is interpreted as a safe (0) signal.

The GuardPLC 1600 and GuardPLC 1800 controllers provide power to
input devices through their LS+ terminals. However, input devices
with their own dedicated power supply can also be connected instead
of contacts. The reference pole (L-) of the power supply must then be
connected to the reference pole (L-) of the appropriate GuardPLC
input group. See the wiring diagrams in Appendix C for examples.

In general, the LS+ terminals, not L+ on the power supply connection,
should be used to supply voltage for safety inputs. Each LS+ features
individual short-circuit and EMC protection. Due to current limitations,
use LS+ for only the safety inputs on the same terminal plug.

An EN 61000-4.5 surge impulse can be read as a short-duration HI
signal in some modules. To avoid an error, either:

e install shielded input lines to prevent effects of surges in the
system.

¢ implement software filtering in the user program. A signal must
be present for at least two cycles before it is evaluated.
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I Safety-related Digital
Outputs

Power Supply Connections

70

The status of digital outputs is indicated via status indicators when the
module is in RUN mode.

GuardPLC outputs are rated to either 0.5 A or 1.0 A at an ambient
temperature of 60 °C (140 °F). At an ambient temperature of 50 °C
(122 °F), outputs rated at 1.0 A increase to 2.0 A.

If an overload occurs, the affected outputs are turned off. When the
overload is eliminated, the outputs are under the control of the
controller and are energized based on the user program code.

An output is in the safe state when it is de-energized. Therefore,
outputs are switched off when a fault that affects the safe control of
those outputs occurs.

For connection of a load, the reference pole L- of the corresponding
channel group must be used. Although L- poles are connected
internally to L- on the power supply input, it is strictly recommended
to connect the L- reference poles only to their corresponding output
group. EMC testing was performed in this manner.

Inductive loads can be connected without a protection diode on
TIP . o e

the load, because there is a protection diode located within the

GuardPLC device. However, Rockwell Automation strongly

recommends that a protection diode be fitted directly to the

load to suppress any interference voltage. A 1N4004 diode is

recommended.

e Before connecting the power supply, check for correct polarity,
value and ripple.
A Do not reverse the L+ and L- terminals or damage to the
controller will result. There is no reverse polarity protection.

The supply voltage is connected via a 4-pin connector that

accommodates wire sizes up to 2.5 mm? (14 AWG). You only need to
connect one wire to L+ and one wire to L-. Both L+ and L- terminals
are internally connected. The other terminal can be used to
daisy-chain 24V DC to additional devices. The power supply
connector is rated to 10 A.
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Wire the 1753-1B16 |nput The 1753-IB16 input module features 16 digital inputs and 4 pulse test
Module sources.

Safety-related Digital Inputs

DI bl b} DI

IS+ 12 3 4L LS+ 5 67 8L LS+ 9101112L- LS+ 13141516 L-
0000 0000 0000 0000

1234568 7.8 9 101112 1314 1516 17 18 19 20 21 22 23 24

123456 7 8 9 101112 13141516 17 18 19 20 21 22 23 24

Digital inputs are connected to these terminals.

Terminal Number Designation Function

1 LS+ Sensor supply forinputs 1...4
2 1 Digital input 1

3 2 Digital input 2

4 3 Digital input 3

5 4 Digital input 4

6 L Reference pole

7 LS+ Sensor supply for inputs 5...8
8 5 Digital input 5

9 6 Digital input 6

10 7 Digital input 7

11 8 Digital input 8

12 L- Reference pole

13 LS+ Sensor supply for inputs 9...12
14 Digital input 9

15 10 Digital input 10

16 11 Digital input 11

17 12 Digital input 12

18 L- Reference pole

19 LS+ Sensor supply for inputs 13 ...16
20 13 Digital input 13

21 14 Digital input 14

22 15 Digital input 15

23 16 Digital input 16

24 L Reference pole
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Pulse Test Sources

The 1753-IB16 input module is equipped with four pulse test sources
that can be software-configured for pulse testing of safety inputs, if
required. Due to minimal current capacity, these pulse test sources
cannot be used as outputs if they are not configured as pulse test
sources.

ATTENTION Pulse test sources must not be used as safety-related outputs.

A

For information on configuring pulse test sources for line control, see
Chapter 11. See Appendix C for example wiring diagrams.

Pulse test sources are connected to these terminals.

Terminal Number Designation Function
PO PULSETEST 5 I Ref |
L 1234L - eference pole
0000 26 1 Pulse test source 1
25 26 21 28 23 30 27 2 Pulse test source 2
28 3 Pulse test source 3
2526 2728 29 30 29 4 Pulse test source 4
30 L- Reference pole
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Wire the 1753-0B16 Output Operating Voltage Considerations
Module

The 1753-OB16 output module has a total current capacity (16 A)
higher than the terminal block current limitation (10 A). Therefore, it
features two separate operating voltage supply connections if more
than 10 A is used by the module. The two output groups are shown
below. Each group has a current capacity of 8 A.

Group 1 Group 2
123456 789101112
@ 123456 7890112
bbbl 0000 [ 0000
@ moe DOTLT234L wne D02L-5678 L
AV0C @ Q
RN O
0 @ Allen-Bradiey GuardPLQ [l
PROG O Distributed /0 l.
foRcE O
fauT O 1530816
5L O 160C Outphts
8L O
D01 L-9101112 L- D02 L- 13141516 L-
0000
GuardPLC Ehernet 1314 15 16 17 18 wannau
10/100 BaseT
Te 2 D EEEEE)

Group Outputs
1 1,2,3,4,and 9, 10, 11,12
2 5,6,7,8and 13, 14,15, 16

Safety-related Digital Qutputs

The module has 16 digital outputs (DO1 to DO16) whose status is
indicated via status indicators.

Do1 D02
LS+ 123 4L LS+ 56 7 8L
0000 000
1234568 7.8 9 101112
1234568 789 101112
DO1 D02
LS+ 9101112 L- 1S+ 13 141516 L-
0000 0000
13141516 17 18 19 20 21 22 23 24
1314151617 18 19 20 21 22 23 2

Each output is rated for up to 1 A at 60 °C (140 °F) or 2 A at

40 °C (104 °F). However, each group of 8 outputs may not exceed 8 A
total. For heat dissipation, intersperse high-current and low-current
outputs so that all the high-current outputs are not next to each other.
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The digital outputs are connected to these terminals.

Terminal Number Designation Function

1 L Reference pole
2 1 Digital output 1
3 2 Digital output 2
4 3 Digital output 3
5 4 Digital output 4
6 L Reference pole
7 L Reference pole
8 5 Digital output 5
9 6 Digital output 6
10 7 Digital output 7
1 8 Digital output 8
12 L Reference pole
13 L- Reference pole
14 9 Digital output 9
15 10 Digital output 10
16 11 Digital output 11
17 12 Digital output 12
18 L- Reference pole
19 L- Reference pole
20 13 Digital output 13
21 14 Digital output 14
22 15 Digital output 15
23 16 Digital output 16
24 L- Reference pole
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Wire the 1753-1B20X0B8 The remote I/O module features 20 digital inputs and 8 digital outputs
Combination Module whose status is indicate via status indicators. |

Safety-related Digital Inputs

DI DI DI DI DI
LS+ 123 4L LS+ 5 67 8L LS+ 91011121 LS+13141516 L- LS+ 1718 1920 L-
(o] o] 0000 0000 0000 0000
13 14 15 16 17 18 192021222324 252627282930 313233343536 373839 40 41 42

13 14 1516 17 18 1920 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42

The digital inputs are connected to these terminals.

Terminal Number Designation Function

13 LS+ Sensor supply for inputs 1...4
14 1 Digital input 1

15 2 Digital input 2

16 3 Digital input 3

17 4 Digital input 4

18 L- Reference pole

19 LS+ Sensor supply for inputs 5...8
20 5 Digital input 5

21 6 Digital input 6

22 7 Digital input 7

23 8 Digital input 8

24 L- Reference pole

25 LS+ Sensor supply for inputs 9...12
26 9 Digital input 9

27 10 Digital input 10

28 11 Digital input 11

29 12 Digital input 12

30 L- Reference pole

31 LS+ Sensor supply for inputs 13...16
32 13 Digital input 13

33 14 Digital input 14

34 15 Digital input 15

35 16 Digital input 16

36 L- Reference pole

37 LS+ Sensor supply for inputs 17...20
38 17 Digital input 17

39 18 Digital input 18

40 19 Digital input 19

1 20 Digital input 20

42 L- Reference pole
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Safety-related Digital Qutputs

123456 7 89 101112
123456 7891011
0000 0000

DO L-123 4L DO L-56 7 8L
(2A) (2A)

The digital outputs are connected to these terminals.

Terminal Designation | Function Current
Number

1 L- Reference pole —
2 1 Digital output 1 05A
3 2 Digital output 2 05A
4 3 Digital output 3 05A
5 4 Digital output 4 (for increased load) 20A
6 L- Reference pole —
7 L- Reference pole —
8 5 Digital output 5 05A
9 6 Digital output 6 05A
10 7 Digital output 7 05A
11 8 Digital output 8 (for increased load) 20A
12 L- Reference pole —
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The module features 8 digital inputs, 8 positive-switching digital
outputs, 2 negative-switching digital outputs, and 2 pulsed outputs.
Safety-re'ated D|g|ta| The status of the module’s 8 digital inputs is indicated via status
In put S indicators when the controller or module is in Run mode.

LS+ is a voltage source that provides 24V DC for a group of four
inputs. There are two groups on the module. If devices require

24V DC to operate and use the same power source as the GuardPLC
module, wire the outputs of the device directly to inputs on the
GuardPLC module. Devices with their own dedicated power supply
can also be connected instead of contacts. Connect the reference pole
of the signal source to the L- reference pole of the input. See the
wiring diagrams in Appendix C for examples.

Follow the closed-circuit principle for external wiring when
connecting sensors. To create a safety state in the event of a fault, the
input signals revert to the de-energized state (0). The external line is
not monitored, but a wire break is interpreted as a safe (0) signal.
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Terminal Connections

LS+1 23 4L LS+ 5 6 7 8L
pl OO0O pi OO0O0
19 20 21 22 23 24 25 26 27 28 29 30

1920 21 22 23 24 25 26 27 28 29 30

See the wire size and terminal torques specifications on page 290.
Digital inputs are connected to these terminals.

Terminal Number Designation Function

19 LS+ Sensor supply for inputs 1... 4
20 1 Digital input 1

21 2 Digital input 2

22 3 Digital input 3

23 4 Digital input 4

24 L Reference pole

25 LS+ Sensor supply forinputs 5 ...8
26 5 Digital input 5

27 6 Digital input 6

28 7 Digital input 7

29 8 Digital input 8

30 L- Reference pole

Surge on Digital Inputs

An EN 61000-4.5 surge impulse can be read as a short-duration HI
signal in some modules. To avoid an error, either:

e install shielded input lines to prevent effects of surges in the
system.

e implement software filtering in the user program. A signal must
be present for at least two cycles before it is evaluated.

Safety-related D|g|ta| The module has 8 positive-switching digital outputs that switch
Outputs +24V DC and two negative-switching digital outputs that switch
| p 24V COM. Their status is indicated via status indicators.

The positive and negative-switching digital outputs can be connected
in a one-pole or two-pole manner.

If configured for one-pole operation, use the reference pole L- for the
positive-switching outputs and reference pole S+ for the
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negative-switching outputs. The total output current of the module is
limited to 8 A and is generated from the 24V of the system.

If configured for two-pole operation, the positive-switching output
DO4 operates with the negative-switching output DO4- and the
positive-switching output DO8 operates with the negative-switching
output DO8-. Line control is carried out for detection of an external
short-circuit between positive and negative-switching outputs. A
switch-on delay is necessary for inductive or capacitive load or lamp
load because the inrush of these loads may be mistakenly detected as
a short-circuit. This delay is set in the RSLogix Guard PLUS! Hardware
Management via the Switch-o n delay signal at the negative-switching
output variables. The delay can be set from 0...30 ms, in 1 ms
increments. An external line break will not be detected.

An output is in a safety state when it is de-energized. When a fault
occurs, all outputs are switched off.

Outputs 1...3 and 5...7 can have a load of 0.5 A. Outputs 4 and 8 can
each have a load of 1 A at the maximum ambient temperature 60 °C
(140 °F), 2 A at an ambient temperature of 40 °C (104 °F).

The negative-switching outputs DO4- and DO8- can supply up to 1 A
at the maximum ambient temperature of 60 °C (140 ° F), 2 A at an
ambient temperature of 40 °C (104 °F).

With an overload, one or all of the outputs are turned off. When the
overload is eliminated, the outputs are activated again.

Signals for Output Configuration

Set up these signals for 1753-IBSXOB8 modules by using the Outputs
tab of the digital outputs Signal Connections dialog box in RSLogix
Guard PLUS! software.

L+ Switching | L-Switching Description Notes

DO1[xx].Value | DOZ2[xx].Value Output value for digital output channels 1 =output is set

(outputs 1to 8) | (outputs 4- and 8-) 0 = output is not set; no current

— DO2[xx].2-pole Configures the channel for 2-pole 1 =channel DO2[01] (4-) is used for 2-pole operation

operation

with channel DO1[04] or channel D02[02] (8-)is used
for 2-pole operation with channel DO1[08]
0 = channel DO2[xx] is not used for 2-pole operation.

Switch-on delay

Sets switch-on delay for 2-pole tests, due
to lamp load, inductive and capacitive load

See Appendix B for a complete list of 1753-IBSXOBS variables.
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Terminal Connections

1 2 3145 6 7 8 9 1011 12 13 14 15 16 17 18
1.2 31456 7 8 9 101 12 13 14 1516 17 18

PO OOJOO D0 Do OOOO b0 0000
-1 20488+ L1234 L L5678 L

See the wire size and terminal torques specifications on page 290.
Digital outputs are connected to these terminals.

Terminal | Designation | Function

Number

4 4- Negative switching digital output 4 (for increased load or
bi-polar output)

5 8- Negative switching digital output 8 (for increased load or
bi-polar output)

6 S+ Reference pole for negative switching outputs
(short-circuit protection)

7 L- Reference pole for positive-switching outputs

8 1 Digital output 1

9 2 Digital output 2

10 3 Digital output 3

11 4 Digital output 4 (for increased load or bi-polar output)

12 L- Reference pole for positive-switching outputs

13 L- Reference pole for positive-switching outputs

14 5 Digital output 5

15 6 Digital output 6

16 7 Digital output 7

17 8 Digital output 8 (for increased load or bi-polar output)

18 L- Reference pole for positive-switching outputs

For connection of a load, the reference pole L- of the channel group
must be used. Although L- at terminals 7 and 12 and at terminals 13
and 18 are connected internally to L- on the power supply input, it is
strictly recommended to use 7 and 12 for outputs 1...4 only and 13
and 18 for outputs 5...8 only. EMC testing was performed in this
manner.
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Pulse Test Sources

Publication 1753-UM001C-EN-P - March 2010

1-pole Connection Examples

D02
D03
D04
DO 4
DO 8-
S+

5 D '
OGO IE

TIP Inductive loads can be connected without a protection diode on
the load. However, Rockwell Automation strongly recommends
that a protection diode be fitted directly to the load to suppress
any interference voltage.

'
—

LI

2-pole Connection Example

< o
o o
\E’J‘J

D04

& |

— T

There are two digital pulse test sources (PO) used for line control
monitoring of digital inputs. For information on configuring pulse test
sources for line control, see Chapter 11.

Pulse test sources are connected to these terminals.

12 3456

12 4 5 6
PO Oglo O bo
L- 1 2|f 4- 8- S+
Terminal Number Designation Function
1 L- Reference pole
2 1 Pulsed output 1
3 2 Pulsed output 2

ATTENTION Pulse test sources must not be used as safety-related outputs.

A\
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Notes:
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Chapter 8

Wire and Configure the 1753-1B16X0B8
Module

Introduction
Topic Page
Safety-related Digital Inputs 83
Safety-related Digital Outputs 86
Monitor for Line Short Line Break 91
Pulse Test Sources 93
The module features 16 digital inputs, 8 two-pole (8
positive-switching and 8 negative-switching) digital outputs, and 2
pulsed outputs.
Safety-re|ated D|g|ta| The status of digital inputs is indicated via status indicators when the [}
Inputs module is in Run mode.

LS+ is a voltage source that provides 24V DC for a group of four
inputs. There are four groups on the module. If devices require

24V DC to operate and use the same power source as the GuardPLC
module, wire the outputs of the device directly to inputs on the
GuardPLC module. Devices with their own dedicated power supply
can also be connected instead of contacts. Connect the reference pole
of the signal source to the L- reference pole of the input. See the
wiring diagrams in Appendix C for examples.

The safety state of an input is indicated by a 0 signal being passed to
the user program logic. If the test routines detect a fault in the digital
inputs, a 0-signal is processed in the user program for the defective
channel. When a fault occurs, the inputs are switched off (0) and the
fault status indicator is activated.

The sensor supplies, LS+, supply a default current of 40 mA that is
buffered for 20 ms in case of a power failure. If a higher current is
needed, two unbuffered supplies of 1 A can be switched on by using
the DI Supply [xx] system signal in the application program. This
supply feeds the neighboring input channel group. The status of this
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supply is read and the supply is switched off if an overcurrent
condition occurs. This supply is protected by a current limiting device.

L+ Not Buffered

L+ Buffered L+ Not Buffered L+ Buffered

Current Current Current Current Current Current
Limiting Limiting Limiting Limiting Limiting Limiting
40 mA 1A 40 mA 40 mA 1A 40 mA

o———0 o———0 o———O0 o ———0
RN RN RN VRN VRN RN RN RN

LS+ LS+ LS+ LS+ LS+ LS+ LS+ LS+

33 34 43 44 Terminal Number 53 54 63 64

84

Follow the closed-circuit principle for external wiring when
connecting sensors. To create a safe state in the event of a fault, the
input signals revert to the de-energized state (0). Although the
external line is not monitored, a wire break is interpreted as a safe
0-signal. Unused inputs must not be terminated.

An EN 61000-4.5 surge impulse can be read as a short-duration HI
signal in some modules. To avoid an error, either:

e install shielded input lines to prevent effects of surges in the
system.

e implement software filtering in the user program. A signal must
be present for at least two cycles before it is evaluated.
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Terminal Connections

LS+LS+1 2 3 4 L- LA/ 1S+1S+5 6 7 8 L LA/ (S+1S+9 10 1112 L LoD A 1S+1S+1314 15 16 L- LD D

0000

0000

0000

0000

33 34 35 36 37 38 39 40 4142 43 44 45 46 47 48 49 50 51 52

53 54 55 56 57 58 59 60 61 62

63 64 65 66 67 68 69 70 71 72

See the wire size and terminal torques specifications on page 290.
Digital inputs are connected to these terminals.

Terminal Number Designation Function

33 LS+ Sensor supply for inputs 1... 4
40 mA buffered/1 A unbuffered

34 LS+ Sensor supply for inputs 1...4
40 mA buffered/1 A unbuffered

35 1 Digital input 1

36 2 Digital input 2

37 3 Digital input 3

38 4 Digital input 4

39 L- Reference pole

40 L- Reference pole

1M Ground Shield

42 Ground Shield

43 LS+ Sensor supply for inputs 5...8
40 mA buffered/1 A unbuffered

44 LS+ Sensor supply for inputs 5...8
40 mA buffered/1 A unbuffered

45 5 Digital input 5

46 6 Digital input 6

47 7 Digital input 7

48 8 Digital input 8

49 L- Reference pole

50 L- Reference pole

51 Ground Shield

52 Ground Shield

53 LS+ Sensor supply for inputs 9...12
40 mA buffered/1 A unbuffered

4 LS+ Sensor supply for inputs 9...12
40 mA buffered/1 A unbuffered

b5 9 Digital input 9

56 10 Digital input 10

57 11 Digital input 11

58 12 Digital input 12

59 L- Reference pole

60 L- Reference pole

61 Ground Shield

62 Ground Shield
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Safety-related Digital
Outputs

86

Terminal Number Designation Function

63 LS+ Sensor supply for inputs 13...16
40 mA buffered/1 A unbuffered

64 LS+ Sensor supply for inputs 13...16
40 mA buffered/1 A unbuffered

65 13 Digital input 13

66 14 Digital input 14

67 15 Digital input 15

68 16 Digital input 16

69 L- Reference pole

70 L- Reference pole

71 Ground Shield

72 Ground Shield

The module has 8 digital output pairs, each with a positive- and
negative-switching output. The digital outputs are not electrically

isolated.

An output is in the safe state when it is de-energized. Therefore,
outputs are switched off when a fault that affects the safety control of
those outputs occurs.

If an overload occurs, the affected output is switched off. If the total
current exceeds 9 A, all eight outputs are switched off. When the
overload is eliminated, the outputs are activated again according to

their current software-driven state.

Configuration

The digital outputs can be configured three ways.

e 1-pole switch (no line monitoring)

e 2-pole switch (with or without line monitoring)

e 3-pole switch (2-pole with common reference)
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1-Pole Connection

For 1-pole applications, all 8 positive-switching and all 8
negative-switching outputs are available, for a total of 16 outputs. If
you are using a positive-switching output, connect the other side of
the output to S-. If you are using a negative-switching output, connect
the other side of the output to S+.

Line monitoring with a 1-pole connection is not possible.

You must not connect the positive-switching output directly to
an external L- load or connect the negative-switching output

directly to an external L+ load. You must use the S+ and S-
terminals.

For 1-pole connections, inductive loads can be connected without a
protection diode on the load, because there is a protection diode
located within the GuardPLC module. However, Rockwell Automation
strongly recommends that a protection diode be fitted directly to the
load to suppress any interference voltage. A 1N4004 diode is
recommended.

1-pole Configuration

St Actuator
1753-1B16X0B8

1+ -->—|
1

=

2+ e

: 7| &
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2-Pole Connection

If the outputs are configured for 2-pole operation, 8 outputs are
available. Each of the 8 outputs switch both L+ and L-. 2-pole outputs
(without line monitoring) are wired to both the positive-switch and
negative-switch of a single channel, 2+ and 2- for example.

2+

IMPORTANT

The corresponding channels for 2-pole connections must be
configured for 2-pole operation by using the system variable
DO[xx].2-pole. See Appendix B for more information on system
variables.

ATTENTION

The positive-switching output must be wired to an output along
with the corresponding negative-switching output of the same
channel. Negative- or positive-switching outputs must not span
different channels unless they are connected in pairs (see
3-pole Connection With Line Monitoring on page 89).

ATTENTION

2 kg N

Inductive loads must be connected with a protection diode on
the load in 2-pole operation.

2-pole Configuration

1753-1B16X0B8 Actuator

P o
.

2-wm
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1753-1B16X0B8

3-pole Connection With Line Monitoring

3-pole Configuration

Two 2-pole channels can support dual-channel devices with only a
single reference connection. If line monitoring is required, the
channels must be configured in pairs, using the system parameter
DOI[xx][xx].in pairs. There are four pairs allowed: channels 1 and 2,
channels 3 and 4, channels 5 and 6, and channels 7 and 8.

Line monitoring is accomplished by switching off one channel while
the second channel is tested for wiring faults.

A detected line fault is reported by the module’s error codes. See
Appendix B for error code information.

Load

™

<>

]

i

(drive, valve)

IMPORTANT

Inductive loads must be connected with a protection diode on
the load for 3-pole connections.
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Terminal Connections

See the wire size and terminal torques specifications on page 290.
Digital outputs are connected to these terminals.

123456 78

9 10 111213 14 1516 17 18 19 20 21 22 23 24

S+ S+ S+ S+ S- S- S- S-

1- 1+ 2- 2+ 3- 3+ 4- 4+  5- b+ 6- 6+ 7- 7+ 8- 8+

Do Do
Terminal | Designation Function

Number

1 S+ Reference pole for negative-switching digital outputs
2 S+ Reference pole for negative-switching digital outputs
3 S+ Reference pole for negative-switching digital outputs
4 S+ Reference pole for negative-switching digital outputs
5 Reference pole for positive-switching digital outputs
6 S- Reference pole for positive-switching digital outputs
7 S- Reference pole for positive-switching digital outputs
8 S- Reference pole for positive-switching digital outputs
9 1- Digital output 1, negative-switching

10 1+ Digital output 1, positive-switching

11 2- Digital output 2, negative-switching

12 2+ Digital output 2, positive-switching

13 3- Digital output 3, negative-switching

14 3+ Digital output 3, positive-switching

15 4- Digital output 4, negative-switching

16 4+ Digital output 4, positive-switching

17 5 Digital output 5, negative-switching

18 5+ Digital output 5, positive-switching

19 6- Digital output 6, negative-switching

20 6+ Digital output 6, positive-switching

21 7- Digital output 7, negative-switching

22 7+ Digital output 7, positive-switching

23 8- Digital output 8, negative-switching

24 8+ Digital output 8, positive-switching
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Monitor for Line Short Line
Break

Publication 1753-UM001C-EN-P - March 2010

The Line Short Line Break (LSLB) monitoring measures the impedance
of a load and allows the modules to detect the following faults, when
LSLB monitoring is configured by using the system variable
DOI[xx].LSLB:

e Short-circuit between DO+ and DO-

e Short-circuit DO+ and external L+

e Short-circuit between DO+ and external L-
e Short-circuit between DO- and external L+
e Short-circuit between DO- and external L-
e Line break between DO+ and DO-

Line monitoring of the digital outputs is possible only when outputs
are configured for 2-pole operation and both poles DO[xx]- and
DO[xx]+ are wired to a load. A detected line fault is reported in the
system signal DO[xx].+Error Code or DO[xx].-Error Code. See
Appendix B for information on system signals.

There are two kinds of line monitoring.

e Line monitoring for lamp loads and inductive loads

e Line monitoring for resistive, capacitive loads

For both types, you must configure a period and time for line
monitoring by using the system signal variables described on page 93.

Line Monitoring for Lamp and Inductive Loads

For short-circuit detection, a 24V impulse with a duration of 500 s is
switched in the output circuit. Afterwards, a 10V signal is set for the
duration of the monitoring time to detect a line break.

To configure this type of line monitoring:

e set a DO.LSLB period and DO.LSLB time.
e set the output DO[xx].2-pole signal to 1 (TRUE).
e set the output DO[xx].LSLB monitoring signal to 1 (TRUE).

e set the output DO[xx].LS monitoring with reduced voltage signal
to 0 (FALSE).

See Required Signals for Line Monitoring on page 93.
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Line Monitoring with Reduced Voltage for Resistive, Capacitive
Loads

For line monitoring, a 10V signal is switched on in the output circuit
for the duration of the monitoring time. This kind of line monitoring is
designed for resistive or resistive-capacitive loads. There is no
short-circuit detection for these types of loads.

To configure this type of line monitoring:

e set a DO.LSLB period and DO.LSLB time.
set the output DO[xx].2-pole signal to 1 (TRUE).
set the output DO[xx].LSLB monitoring signal to 1 (TRUE).

set the output DO[xx].LS monitoring with reduced voltage signal
to 1 (TRUE).

See Required Signals for Line Monitoring on page 93.

During the 10V test to detect a line break, DO+ is at 24V and
DO- is at 14V. If DO- is shorted to OV DC, then there is 24V at

the output for the duration of the monitoring time, which could
turn on the actuator.

During line monitoring time, a 10V signal is impressed at the
load (relay, actuator). This reduced voltage level (10V) of line
monitoring, is normally not enough to switch the load.

Period and Monitoring Times

You must set a period and monitoring time for line control. These
configured times affect all channels that are set for line monitoring.

During monitoring time, readbacks occur at intervals of 1 ms. If no
errors occur, the output is set per the application program.

The duration of monitoring time adds to the cycle time.

A

There are 4 tests during the LSLB test period (DO.LSLBperiod).
TIP oo ) .

In principle, this means that there will be a test every 1/4 of the

period. So if the period is 1 second, there will be a test every

250 ms. If the LSLB time duration (DO.LSLB time) is 20 ms, there

will be 230 ms between 20 ms tests.
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Required Signals for Line Monitoring

Line monitoring must be configured by using these system signals for
1753-IB16XOB8 modules on the Outputs tab of the digital outputs
Signal Connections dialog box in RSLogix Guard PLUS! software.

Name Description Setting

DO.LSLB period The time between steps in Line Short Line Values in one second increments from
Break (LSLB) monitoring 1...100.

DO.LSLB time The duration of LSLB monitoring Values in one millisecond increments from

0...50 ms. The default is 0 ms.

DO[xx].2-pole

Configures the module for 2-pole operation

1 =2-pole operation.
0 = 1-pole operation.

DO[xx].+Value

Output value for DO channels (DO+)

1-pole (Value: 0 or 1).
2-pole, identical to DO- (Value: 0 or 1).

DO[xx].-Value

Output value for DO channels (DO-)

1-pole (Value: 0 or 1).
2-pole, identical to DO+ (Value: 0 or 1).

DO[xx].LSLB monitoring

Configures line control

1 = set for LSLB (line control)
0 =no LSLB (line control)

DO[xx].LS monitoring with reduced
voltage

Configures line control with reduced voltage

1 = reduced signal voltage level
0 =normal signal voltage level

DO[xx][xx].in pairs

Configures line contral with channel pairs

Pair 1 =channel 1 [01] and channel 2 [02]
Pair 2 = channel 3 [03] and channel 4 [04]
Pair 3 = channel 5 [05] and channel 6 [06]
Pair 4 = channel 7 [07] and channel 8 [08]

Pulse Test Sources
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See Appendix B for a complete list of 1753-IB16XOB8 module

variables.

The two digital pulse test sources (PO) can be used for short-circuit or
line break monitoring of digital inputs. For information on configuring
pulse test sources for line control, see Chapter 11.

JAN

ATTENTION Pulse test sources must not be used as safety-related outputs.

Each output has four terminals for wiring connections.

25 26 27 28 29 30 31 32

O

O

T 1122 22
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Pulse test sources are connected to these terminals.

Terminal Number Designation Function

25 1 Pulse test source 1
26 1 Pulse test source 1
27 1 Pulse test source 1
28 1 Pulse test source 1
29 2 Pulse test source 2
30 2 Pulse test source 2
31 2 Pulse test source 2
32 2 Pulse test source 2

All PO1 terminals are internally connected and all PO2 terminals are
internally connected. Therefore, all PO1 and all PO2 terminals pulse

together.
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Wire the 1753-1F8X0F4 Analog 1/0 Module

Topic Page
Safety-related Analog Inputs 95
Standard Analog Outputs 97

The 1753-IF8XOF4 module features 8 safety analog inputs and 4
standard analog outputs.

These input values are available.

Input Channels | Polarity | Current or Voltage | Range Safety
Accuracy
8 unipolar | 0...+10V 0...2000 2%
0...20mA/4...20 0...1000"
mA 0...2000?

(1) With external 250 Qshunt.
(2) With external 500  shunt.

Voltage Measurement

If an open-circuit fault occurs during voltage measurement,
unpredictable input signals are received on the high resistance inputs.
Values resulting from this fluctuating input voltage are not reliable.
Because the module does not feature circuit monitoring, you must
terminate input channels with a 10 kQ resistor when measuring
voltage. Consider the internal resistance of the source as well.

Current Measurement

To measure current, connect a 500 € external shunt in parallel to the
input. Accuracy of the shunt must be included in accuracy calculations
of the input signal. Terminating resistors are not required for current

measurement with the external shunt connected in parallel.
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Terminal Connections

Analog cabling should be no more than 300 m (984 ft) in length and
must be shielded, twisted-pair cables for each measurement input.
The shields must be connected at one end.

IMPORTANT Short-c?rcuit _unqsed input channels to the reference pole by
connecting wire jumpers.

Al
Tmn L T212 L-

SR

Wire Jumpers Wire Jumpers

Al Al Al Al
Tmn L7212 L- T313 L-T414 L- T515 L- T6 16 L- T717 L- T818 L-
1234586 78 9 101112 13 14 1516 17 18 19 20 21 22 23 24

See the wire size and terminal torques specifications on page 292.
Analog inputs (AD are connected to these terminals.

Terminal Number Designation Function

1 T Sensor supply 1

2 1 Analog input 1

3 L- Reference pole input 1
4 T2 Sensor supply 2

5 12 Analog input 2

6 L- Reference pole input 2
7 T3 Sensor supply 3

8 13 Analog input 3

9 L- Reference pole input 3
10 T4 Sensor supply 4

11 14 Analog input 4

12 L- Reference pole input 4
13 T5 Sensor supply 5

14 15 Analog input 5

15 L- Reference pole input 5
16 T6 Sensor supply 6

17 16 Analog input 6

18 L- Reference pole input 6
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Standard Analog Outputs
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Terminal Number Designation Function

19 T7 Sensor supply 7

20 [7 Analog input 7

21 L- Reference pole input 7
22 T8 Sensor supply 8

23 18 Analog input 8

24 L- Reference pole input 8

The module has 4 analog outputs, which are not safety-rated outputs.
However, in the event of an internal error, they can be shut down
safely through configuration via the user program.

ATTENTION

A\

To achieve SIL 3, the output values must be read back via safety
analog inputs and evaluated in the RSLogix Guard PLUS! user
program. Appropriate reactions to incorrect output values must
be applied. Otherwise, they may not be used as safety outputs.

When you are not using the analog outputs, use RSLogix Guard PLUS!
programming software to set the 4 analog output (USED) system
signals to FALSE. When set to FALSE, no output signals are transmitted
when the safety switches are opened. Alternatively, you can set the
analog outputs to zero by using the Emergency Off system variable.

These are the analog output resolution options.

Value Range in the Application Output Current
0 0 mA
2000 20 mA
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Terminal Connections

AO
01

02 03 04

25 26 27 28 29 30 31 32

See the wire size and terminal torques specifications on page 292.
Analog outputs (AO) are connected to these terminals.

Terminal Number Designation | Function

25 01 + Analog output 1

26 Reference pole output 1
27 02 + Analog output 2

28 Reference pole output 2
29 03 + Analog output 3

30 Reference pole output 3
31 04 + Analog output 4

32 Reference pole output 4
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Wire the 1753-0W8 Relay Output Module

Topic Page
Safety-related Relay Outputs 99
Terminal Connections 99
Voltage Supply Considerations 100

The module has 8 isolated relay outputs whose status is indicated via

status indicators.

An output is in a safety state when it is de-energized. When a fault
occurs, all outputs are switched off. Errors in one or more channels
are indicated by the FAULT status indicator. In addition, the system
status can be evaluated in the user program.

If the 1753-OW8 module faults, all 8 outputs are switched off. This is

indicated by the FAULT status indicator.

Each output has 2 safety relays with positively guided contacts and

one MSR type relay. Internal, non-replaceable fuses are used to limit

the switching current of the output contacts to 60% (3.15 A) of the
maximum admissible AC switching current. For DC switching, the

relay contact circuits must be additionally equipped with an external

fuse rated no higher than the maximum admissible DC switching

capacity.

See the wire size and terminal torques specifications on page 294.
Relay outputs are connected to these terminals.

Terminal Number Designation Relay Output

1 DO1 Contact 1, terminal A
2 Contact 1, terminal B
3 D02 Contact 2, terminal A
4 Contact 2, terminal B
5 D03 Contact 3, terminal A
§

Contact 3, terminal B
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Terminal Number Designation Relay Output

7 D04 Contact 4, terminal A
8 Contact 4, terminal B
9 D05 Contact 5, terminal A
10 Contact 5, terminal B
1 D06 Contact 6, terminal A
12 Contact 6, terminal B
13 D07 Contact 7, terminal A
14 Contact 7, terminal B
15 D08 Contact 8, terminal A
16 Contact 8, terminal B

The output contacts are connected in pairs via terminal connectors
(numbered terminals). The terminal pins on the front plate of the
module have the same numbering sequence to help prevent
miswiring.

Example: Connecting Actuators to the Outputs

S o
| )]
1] 2] 3 4
V0|tage Supp|y For the connection of higher voltages (110/220V AC) besides SELV

and PELV (24V DC), suitable cables must be used with double or
reinforced insulation.

Considerations
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Pulse testing is a high-frequency diagnostic test that can detect wiring
faults on input devices before demand is placed on the safety system.
There are two ways to generate a pulse test in the GuardPLC family of
products.

¢ By using Redundant Pulse Test Output (RPTO) and Single Pulse
Test Output (SPTO) certified function blocks in the application
program

e By using the services built into the GuardPLC 1600 and
GuardPLC 2000 controllers’ operating systems

This table lists the pulse test methods available for your product.

Controller RPTO/SPTO Function Blocks | OS Configurable
GuardPLC 1200 yes no
GuardPLC 1600 yes yes
GuardPLC 1800 yes no
GuardPLC 2000 yes yes

Pulse testing cannot be configured on the GuardPLC 1200 and
GuardPLC 1800 controllers, or on the 1753-OB16 output-only module.
The GuardPLC 1800 controller is excluded because it features digital
inputs that are actually analog inputs with 1-bit resolution.

You can choose between the two methods for pulse testing the
GuardPLC 1600 controller and distributed I/O modules (catalog
numbers 1753-IB16, 1753-IB8XOBS, 1753-IB16XOBS, and
1753-IB20XOBS8) controlled by the GuardPLC 1600 controller. You
also have the choice of methods for the GuardPLC 2000 controller and
1755-1B24XOB16 module.
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Consider the following when choosing a method of pulse testing:

¢ The certified function block lets the pulse test source (output)
and safety input to be on different physical nodes. The OS
configured pulse test assumes that the source and input are local
to the same physical controller or I/O module.

e The certified function block has a pulse test fault output that can
be used for status inside the user program. The OS configured
pulse test has an error code that can be monitored for pulse test
status.

e The OS configured pulse test occurs each cycle. The pulse test
certified function blocks allow you to configure the pulse test
interval.

e The duration of the pulse test is configurable when using the
certified function blocks.

e The pulse test can be disabled if necessary when using the
certified function blocks.

e The response to RPTO/SPTO pulse test faults is user
configurable.

See the Certified Function Block Safety Reference Manual, publication
1753-RM001, for more information on the Single Pulse Test Output
(SPTO) and Redundant Pulse Test Output (RPTO) certified function
blocks.

Response to Os When the following occurs, the faulted inputs are set to 0, a fault code
conﬁgurable Faults is generated, and the FAULT status indicator is on:

e Short-circuit occurs between two parallel connections.
e Two connections are reversed.

e Earth fault occurs on one of the lines (only with earthed
reference pole).

e Line break or opening of the contacts (for example, when one
of the E-stop off switches is pressed in the example above), the

| FAULT status indicator is on and the fault code is generated.
TIP If multiple errors exist at the same time, the error code is the
sum of the individual error codes. See Appendix B for error code
information.
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Wire for 0S Configurable
Line Control
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GuardPLC 1600 Controller and 1753-1B20X0B8 Module

Up to 8 digital outputs (DO1 to DO8) can be configured as pulsed
outputs. The example below shows 2 outputs, configured as pulse test
outputs, connected to the digital inputs (DI) of the same system. As a
result, the connections to the digital inputs (DI) are monitored.

The pulse outputs must begin at DO[01] and must be sequential. For
example, if two pulse outputs are required, they must be DO[01] and
DOI02].

D01 2
o o
Emergency OFF 1 N E —{ e _( Emergency OFF 2
o J (o] o
D5 6 DI7 8
DOT | —
—>

Configurable 5... 2000 us

D02
—>

Configurable 5...2000 us

The digital outputs DO1 and DO2 are pulsed (briefly set to low) so
that the connections to the digital inputs are monitored. The duration
of the test can be configured in the range of 5...2000 ps with a default
value of 400 s.
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1753-1B16, 1753-1B8X0B8, and 1753-1B16X0B8 Modules

The 1753-IB16 module has four digital pulse test sources (PO). The
1753-IB8XOBS and 1753-IB16XOB8 modules have two digital pulse
test sources.

The example below shows 2 pulse test sources connected to the
digital inputs (DD of the same system. As a result, the connections to
the digital inputs (DD are monitored..

PO1 2
o o
Emergency OFF 1 ’_4__ |H+__ | Emergency OFF 2
o o o o
DI 2 DI3 4

ATTENTION Do not use pulsed outputs as safety-related outputs for control
of safety-related actuators.
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|nput cOnﬁguration for Set up these signals by using the Outputs tab of the digital inputs
Pulse Testin g Signal Connections dialogbox in RSLogix Guard PLUS! software.
Name Description Type |Initial | Notes

Value

...4for 1753-1B16

..8 for GuardPLC 1600/2000 controllers
..8 for 1753-1B20X0B8

..2 for 1753-1B8X0B8 and 1753-1B16X0B8

Pulse Slot Slot occupied by the module with the | UDINT | — 2 for GuardPLC 1600 controllers
pulsed outputs 2 for 1753-1B20X0B8

1 for 1753-I1B16

3 for 1753-IB8X0B8

3 for 1753-IB16X0B8

1...6 for GuardPLC 2000 controllers
(wherever 1755-1B24X0B16 is located)

Number of Pulse Channels Number of pulse outputs being used | USINT | 1t08

Pulse Delay Pulse delay is both the low pulse UINT | 400 Values in us from 5...2000.
width and pulse test duration. (default)
Error Code Error code for each switch BYTE N/A See Appendix B for error code descriptions.
Value Value for each switch BOOL
DI[xx].PulseChannel Indicates which pulse output is USINT |1t08 ..4 for 1753-IB16

..8 for GuardPLC 1600/2000 controllers
..8 for 1753-1B20X0B8
...2 for 1753-IB8X0B8 and 1753-1B16X0B8

DO[xx].Value Initialization value for the pulse BOOL | TRUE Each pulse output must be activated.
outputs

sourcing the input channel
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Notes:
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High-Speed Counters

Introduction This chapter covers using counters in these systems:
e GuardPLC 1200 controllers

e GuardPLC 1800 controllers
e GuardPLC 2000 controllers using a 1755-HSC module

Topic Page
Counter/Decoder Modes 107
Understand Counter Module Configuration 109

Counter/Decoder Modes The counters can be used in these operating modes:
e Counter mode

e Decoder mode

The two counters can be used in different modes at the same time.

Counter Mode

Counter mode is used for counting pulses at speeds up to 1 MHz on
the GuardPLC 2000 controllers and 100 kHz on the GuardPLC 1200
and 1800 controllers.

Follow these guidelines when using counters in a GuardPLC system: ]

e The 5V signal must be between 4.5V and 5.5V, while the 24V
signal must be between 13V and 26.4V.

e The steepness of the falling edge must be at least 1V per s.

e The low and high signal times must be at least 5 ps for the
GuardPLC 1200 controller (duty cycle 50% at 100 kHz) and
0.5 ps for the GuardPLC 2000 controller (duty cycle 50% at
1 MH2z).

e Shield the cable against noise.
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Counter Mode Inputs

Pins Functions
A1, A2 counting input for pulses (high-signals) with falling edge of the pulses
B1, B2 counting direction input, incrementing the counter with low-signal,
decrementing the counter with high-signal
1,72 resets inputs
Resets can be made with a short high-signal. A continuous high-signal
blocks the counter. Resets can also be made by the controller program.
C1,C2 has no function (GuardPLC 2000 controller - 1755-HSC only)
C- GuardPLC 2000 controller common reference pole, all pins have electrical
continuity
L- GuardPLC 1800 controller common reference pole, all pins have electrical
continuity
|- GuardPLC 1200 controller common reference pole, all pins have electrical
continuity
Decoder Mode

Decoder mode is used for safety supervising the inputs by Gray code,
but in the application, the bit structure is handled as a normal binary
code value. To use this value, it must be converted in the application.
The counter inputs can be connected to an incremental encoder with
4-bit binary code to recognize rotation and the direction of rotation.

Decoder Mode Inputs

Pins Functions

A1, A2 bit 1 (LSB)

B1, B2 bit 2

1,72 bit 3

C1,C2 bit 4 (GuardPLC 2000 controllers only)
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e high-speed counters can be configured for three counting modes:
Understand Counter The high pd d . ldb figured for th ce counti g mod
- - Counter mode with manual direction, Counter mode with direction
MOdUIe Conflguratlon and reset, and Decoder mode (Gray codes).

Counter Mode/Manual Direction

The simplest mode of operation is pulse counting with manual
direction. It can be used, for example, in connection with a light
barrier where counting events are to be recorded. The direction of
counting is determined by the routine.

The count begins at 0 and is incremented or decremented by 1 at each
negative transition of the counting pulse. The resolution of the
counter is 24 bits. This results in a value range from 0...16,777,215.

The counting pulse must be bounce free and must not exceed the
maximum frequency of 1 MHz for a GuardPLC 2000 controller or
100 kHz for a GuardPLC 1200 or 1800 controller. The counter input
can be set to a voltage of 5V or 24V via the software.

To be sure that the counter functions correctly, configure these

parameters.
Parameter Setting
Cnt[0x].5/24V Mode true for 24V
or
false for 5V
You must configure this parameter with a constant.
Cnt[0x].Auto Advance Sense (optional according to routine)
false to count only up or only down based upon the
direction bit
Cnt[0x].Direction (optional according to routine)
true to decrement (counts from 16,777,215 downward)
or
false to increment
Cnt[0x].Gray Code (optional according to routine)
false
Cnt[0x].Reset (optional according to routine)
true
If this parameter is set to false, the counter value is
reset to 0.
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Counter Mode/Direction and Reset

In pulse counting with direction and reset, the state of input B is
evaluated in addition to counter input A.

When the B input has a low signal while the counter recognizes a
negative pulse edge at its A input, the value of the counter is
incremented by 1. When there is a high signal at the B input, the
counter is decremented by 1.

The counter is released or reset via the Z input. The counter is
released when there is a constant LOW signal at the Z input. A
constant HIGH signal halts the counter and a short-time HIGH signal
resets the counter value to 0.

To enable the counter to function correctly, configure these
parameters in the routine.

Parameter Setting
Cnt[0x].5/24V Mode true for 24V
or
false for bV

The adjusted level also applies to inputs B and Z.
You must configure this parameter with a constant.

Cnt[0x].Auto Advance Sense true to count up and down simultaneously
Cnt[0x].Direction true to decrement (counts from 16,777,215 downward)
or
false to increment (standard setting)
Cnt[0x].Gray Code false
Cnt[0x].Reset true
If this parameter is set to false, the counter value is
reset to 0.
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Decoder Mode/Gray Codes

The Gray code is a binary code where the code differs by only one bit
with two neighboring numbers. Gray codes are useful in mechanical
encoders, because a slight change in location affects only one bit. The
controller uses a Gray code (4 bits for a GuardPLC 2000 controller or
3 bits for GuardPLC 1200 and 1800 controllers) that has this structure.

Step Gray Code Gray Code Cnt[0x].Value
(GuardPLC 2000) (GuardPLC 1200,
1600, and 1800)

0 0000 000 0
1 0001 001 1
2 0011 on 3
3 0010 010 2
4 0110 110 6
5 01 111 7
6 0101 101 5
7 0100 100 4
8 1100 12
9 1101 13
10 1111 15
11 1110 14
12 1010 10
13 1011 1
14 1001 9
15 1000 8

Each counter input is fed to three internal counters. When a count is
accomplished, the values of the three internal counters are compared,
and if the three values differ by more than one bit, the measuring
result is rejected and Cnt[Ox].State indicates an error.

If the measuring result is valid, the system variable Cnt[0x].Value
contains the associated value (see the above table).
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To enable the Gray code decoder to work correctly, configure these
parameters in the routine.

Parameter Setting
Cnt[0x].5/24V Mode true for 24V
or
false for 5V

The adjusted level also applies to inputs B and Z.
You must configure this parameter with a constant.

Cnt[0x].Auto Advance Sense this setting has no function on the gray code
(set to false)

Cnt[0x].Direction this setting has no function on the gray code
(set to false)

Cnt[0x].Gray Code true

Cnt[0x].Reset this setting has no function on the gray code
(set to true)
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Controller Configuration and Modes of
Operation

Topic Page
Controller Modes 113
Controller Configuration 117
Routine Modes 120
Load a Configuration and Routine (in Stop Mode only) 121
Test Mode of the Routine 122

The GuardPLC operating system is stored permanently in the memory
of the controller. The operating system is designed to make sure that
all tasks of the controller are performed in a safety-related way.

You have access to the controller via the RSLogix Guard PLUS!
software so that you can define the functionality of the controller.

The controller can operate in various modes. These modes depend on
the results of the tests of the hardware, software, and the system
configuration.

After you apply power to the controller or restart the controller, the
controller first performs a system test of the data and address lines and
the flash and RAM memories. Then the controller checks the operating
system in the flash memory. During this time, the controller is in the
Init mode.

If all these initialization checks are OK, the operating system is started
and the controller changes to the Stop mode.

If any hardware or software errors are detected, the controller goes to
the Failure_Stop mode. If the check of the operating system detected
errors, the emergency loader starts. The emergency loader loads an
operating system from the programming terminal.

If the controller has a valid configuration and a routine downloaded to
the controller, the controller goes to the Stop mode.
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To put the controller in Run mode:

e set the Autostart switch of the both controller and the routine.

e manually choose Run mode from the programming software.

If you stop the controller, it transitions from Run to Stop and
interrupts the execution of the routine. The outputs of the routine and
the I/O modules are reset to safe values.

You can use the Emergency Stop system variable to put the controller
in Stop mode by programming this variable in your logic or forcing it

when necessary.

The following table and flowchart summarize the controller modes.

Mode Description

INIT Safe state of the controller during initialization and the hardware tests after booting.
o The controller is performing hardware and software tests.

STOP Safe state of the controller without execution of a routine.
o A loaded routine is in the Stop mode.
¢ The outputs of the controller have been reset (LOW).
o The controller is performing hardware and software tests.

RUN The CPU is active.
¢ The routine is being executed.
e /0 signals are being processed.
o The controller performs non-safety-related communication.
o The controller performs software tests, hardware tests, and I/0 module tests.

FAILURE_STOP Safe state of the controller after a system fault.

o Aloaded routine is in Stop or Failure_Stop mode.

o The outputs of the controller are being reset (LOW).

o The controller is not performing software or hardware tests.

o The controller is being held in the safe state.

¢ The hardware watchdog is not triggered.

e To recover from Failure_Stop, a restart of the controller is necessary. A restart can be
initiated only via RSLogix Guard PLUS! software. See Recover From a Failure_Stop on
page 116.
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Controller Modes

BOOT
Yes
INIT < Restart?
No
INIT OK? »( FAILURE_STOP
Hardware/Software \\
Errors A
Yes
—> —> STOP
Hardware/Software Yes
Errors? Hardware/Software 4
Errors
—> RUN
Yes
Hardware/Software
Errors?
No
Yes
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Recover From a Failure_Stop

If the controller is in Failure_Stop, you must restart the controller,
following the steps below.

1. If the controller is not online, you must go online first.

a. In the Hardware Management window, from the Online
menu, choose Control Panel .

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals | Online ‘Windows Help

B 'E= example]
Al Configuratic Force Editor

Diagnostics
Access Managemenk
Communication Settings

Multi Control Panel

b. Type the Administrator username and password on the login

dialog box.
_ x|

COMIF  [len Bl
IPéddess [ 182 . 18 . 0 . 99
SpstemRack | 2 | 0
Username  [administratof
Password |
Access ype | Admiristrator =l

ok | cencel | Hep |

You can use the [CtrI]+[A] shortcut to enter the default

TIP
username (Administrator) and password.

2. Once online, from the Control Panel Extra menu, choose Reboot
Resource as shown below.

Extra Help

Set DatefTime. ..,

Change System ID...

Device Settings. ..

Update 05 3

Load'Resource Configuration From Elash

Clear Resource Configuration

Set Backplane Type

A Reboot Resource can be initiated only when the controller is
in Failure_Stop mode. If you attempt a restart while the
controller is in any other mode, an error message appears.
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If a routine has already been loaded in the controller when
Failure_Stop occurs, the controller goes to Stop/Valid_Configuration
after booting. If Autostart Enable is activated, the routine starts up

automatically.

If a routine has not been loaded in the controller when Failure_Stop
occurs, the controller goes to Stop/Invalid_Configuration after

booting.

TIP

TIP

If the GuardPLC controller is in Stop/Invalid_Configuration after
booting, you need to update the SRS. From the Extra menu,
choose Change System ID (SRS). Enter the SRS and click OK.

A brand-new GuardPLC 1200 or 2000 controller, into which a
back-up battery has not yet been installed, is always in
Failure_Stop and must be restarted before you can download a

routine.

To enable the controller to perform its tasks, you have to configure
the controller. The parameters you specify are stored in the
nonvolatile RAM and in the flash file system of the communication

section of the controller.

To configure a controller, follow these steps.

1. In the Hardware Management Window, expand the
Configuration module.

2. Right-click Resource and choose Properties.

Systen D 585] i
ety Tie o]

WeinErsbe
Attt

SatResatabned W

[esuce

000

i
WachdeoTrelo O

5

O

=

&

a

o

g

o

0

B,J"l:unfiguratiun,.-"Resuurce ;Iglzl
Tupe [ GuardFLC 1800 I
MName IHESUuICB
System [D [SRS] |Ei
Safety Time [ms] J100
‘watchdog Time [ms] ISU
Main Enable I
Atostart I~
Start/Restart allowed v
Loading allowed iIrd
Test Mode allowed r
Oriline Test alowed r
Farcing allowed I
Stop on Farce Timeout v
max. Com. Time Slice [ms] IWD
Code Generation Yersion |3 ﬂ

oK | Cancel | Apply | Help |

3. From the Type pull-down menu, choose your controller.
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4. Set the controller parameters based on the information the table
below.

IMPORTANT The safety time you specify must meet the needs of the
controlled process. See the GuardPLC Controller Systems

Safety Reference Manual, publication 1753-RM002.

For this parameter

Specify

System ID (SRS)

the system ID of the controller.

The system ID is a component of the SRS (System, Rack, Slot), and can be in the range of
2...65535. The programming terminal uses the system ID to communicate with the controller. The
purpose of the SRS is to match a routine to a specific resource and guarantee that only a routine
with a matching SRS can be downloaded to a resource.

The system ID of the controller should not be set at 1 because 1 is the default system ID for the
programming terminal.

IMPORTANT: The SRS set in the configuration is compiled in the routine.EXE file and must match
the SRS of the GuardPLC controller for a routine to be correctly downloaded to the GuardPLC
controller. A different system ID results in an Invalid_Configuration error during download.

IMPORTANT: The default SRS of a new controller is 60000. You must use this to establish
communication with the controller the first time. Once you establish communication, you can
change the SRS.

Safety Time (ms)

the safety time (in milliseconds) for the controller.

The safety time is the time:
o the controller must react to an input signal with an output signal.
o within which the controller must react to an error.

The default safety time is 2 times the default watchdog time. You can specify any time from
20...50000 ms.

Watchdog Time (ms)

the maximum amount of time (in milliseconds) that the controller can take to execute one cycle.

The watchdog time must be:
e >10ms.
e <0.5 x Safety Time (Worst case, two cycles must occur within the Safety Time. Therefore,
Safety Time + 2 is the maximum watchdog time.).
¢ no more than 5000 ms.

The default watchdog time is:
e 500 ms for GuardPLC 1200 and GuardPLC 2000 controllers.
e 50 ms for GuardPLC 1600 and GuardPLC 1800 controllers.
e 10 ms for 1753-1B16, 1753-I1B20X0B8, 1753-0B16 modules.

If the controller exceeds the watchdog time, the controller goes into Failure_Stop.
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You can set these switches.

This switch

Specifies

Default

Main Enable

whether CPU switches can be changed while the controller is executing.

If Main Enable is disabled, you cannot change the settings of the other 7 switches
(described below) while the controller is in operation (routine in Run).

On/Enabled

Autostart

whether the controller automatically starts up after restarting the controller or applying
power to the controller.

If Autostart Enable is enabled, the routine automatically starts up after a restart or
applying power to the controller.

Off/Disabled

Start/Restart allowed

whether you can start a routine manually.

If Start/Restart allowed is enabled, you can start a routine manually via the Routine menu
of the Control Panel. Choose either Coldstart or Warmstart. Coldstart is the recommended
setting.

If Start/Restart allowed is disabled, you cannot start a routine manually. You can only start
a routine by restarting the controller or applying power to the controller.

On/Enabled

Loading allowed

whether you can load new configuration information to the controller.

If Loading allowed is disabled, no (new) configuration can be loaded into the controller.
This prevents a user from overwriting the current routine.

On/Enabled

Test Mode allowed

whether you can freeze the routine.

If Test Mode allowed is enabled, the routine currently running on the controller can be
frozen. This allows the Test Mode with Single Cycle function. You are not allowed to
freeze a routine in standard operation (this would be non-safe operation).

Off/Disabled

Online Test allowed

whether you can monitor the Function Block code online.

Off/Disabled

Forcing allowed

whether you can force signals.
If Forcing allowed is enabled, you can force the signals in the controller.

If Forcing allowed is disabled, you can still display the force editor, but the forcing
functions are locked.

Off/Disabled

Stop on Force Timeout

whether to stop forcing when the force time expires.

If Stop on Force Timeout is enabled, the controller terminates execution of the routine
after the user-set force time expires. All outputs go to LOW.

If Stop on Force Timeout is disabled, the controller continues executing the routine with
the process values when the force time expires.

On/Enabled

Max Communication
Time Slice

the time in milliseconds reserved for a controller to carry out and complete all
communication tasks in one CPU cycle. This setting is required for Peer-to-Peer
networking.

10 ms
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Routine Modes

The controller runs only one routine. The following table and
flowchart summarize the routine modes.

Mode

Description

Run_Run

The controller is in the Run mode.
¢ The routine is executed cyclically by the controller.
e Input data are processed in the routine.
o Qutput data of the routine are operated.

Run_Freeze

The controller is in the Run mode.
¢ The routine is not executed.
o No input data are processed.
¢ No output data of the routine are operated.

Stop

The controller is in the Stop mode.
¢ The routine is no longer being executed.
o All outputs have been reset.

Failure_Stop

The controller is in the Stop mode.
o The routine was stopped due an error.
o All outputs are reset.
o The hardware watchdog is not triggered.
e To recover from Failure_Stop, a restart of the controller is necessary. A restart can be
initiated only via RSLogix Guard PLUS! software. See Recover From a Failure_Stop on
page 116.

Test Mode (single step)

The controller is in Run mode.
o The routine is triggered manually.
¢ |/0 data are processed.
IMPORTANT: Test Mode is not permitted for safe operation.
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Routine Modes

Load
Routine

—» —>] STOP
Errorin
Routine?

No
No Routine
start?
Yes
O

Freeze Yes
RUN_FREEZE
No

RUN_RUN

Restart
Routine?

FAILURE_STOP

Errorin Yes
Routine?

No

Routine
stop?

Yes

Load a cOnﬁguration and You can load a controller configuration and routine when:
Routine (III Stop Mode only) e the controller is in Stop mode.

e the controller Loading Allowed switch is set.

The controller Stop mode is subdivided into these categories.

STOP Mode Category Description

Stop_Valid_Config The configuration is correctly loaded. The controller can be
set to Run via a command from the programming software.
This initiates a loaded user routine.

Stop_Invalid_Config No configuration loaded or the loaded configuration is
faulty. The controller cannot go to Run mode.

Stop_Load_Config loading configuration in process
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Test Mode of the Routine

122

The configuration and the routine are loaded together into the
controller. Loading a new configuration and a new routine
automatically deletes all previously loaded objects, even if the new
objects are faulty.

IMPORTANT Configuration chgnges take effect only if you re-generate code
before downloading to the controller.

If the controller is in Stop mode, the controller configuration and
routine can also be deleted by using the programming software’s
Clear resource configuration command. The controller goes into the
Stop_Invalid Configuration mode.

| “Control Panel [ GPLC1600_1 ]

PADT Resource Communication Test Mode |Extra Help
&7y m gl Set Date/Time. .
Fesource State I Safety Parameters | Stat Change System ID...

Device Settings. ..

Update 05 3

Rebook Resource

Load Resource Configuration from Elash

Clear Resource Configuration

Set Backplane Type

To execute a single-step operation (cycle step), the controller must be
in Run mode. The Test Mode Allowed switch must be set to ON.

To enter Test Mode, choose the Test Mode menu from the control
panel. Then choose from Hot Start, Warm Start, or Cold Start.

PADT Resource Communication mExtra Help

- 57 [ » = gf [ TS Enter Test Mods (Hak Start)

Resource State I Safety Parame Enter Test Mode (Warm Start)
Enter Test Mode {Cold Start)

1P Single Cycle

Continue with Run

The controller state changes to Freeze, and you can now single cycle
the routine by using the Single Cycle option on the Test Mode menu.
To return to normal operation, choose Continue with Run.

For more information on Test mode options, refer to the Using

RSLogix Guard PLUS! Software with GuardPLC Controllers
Programming Manual, publication 1753-PMQ01.
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Introduction
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Use the Control Panel to Monitor Status

The Control Panel is your window into the online functionality of the

controller. Use the tabs to modify or monitor controller status.

Topic Page
Resource State Tab 124
Safety Parameters Tab 125
Statistics Tab 126
P2P (Peer-to-Peer) State Tab 127
Distributed I/0 Tab 128
HH (High-level High-speed) State Tab 128
Environment Data Tab 129
0S Tab 129
HSP Protocol Tab 130
EIP Protocol Tab 131
Use the Multi Control Panel 132
Control Panel Resource Menu 135
Control Panel Extra Menu 136
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Resource State Tab

1 Control Panel [ GPLC1600_1 | =gl

PADT Resource Communication Test Mode Extra Help
AR

Resource State ISafel_p Parameters | Statistics | P2P State | Digtributed 140 | HH State | Environment Data | as | IPSed|»

CPU State RUN

COM State RUM

Program Name Floutine

Program State RUN

Faulty 110 Modules 0

Force State Foicing disabled

Fiemaining Force Time [5] 0

F m - ﬁdmwstratnr

This field Displays
CPU State The current state of the controller.

Possible states are Init, Run, Stop/Valid_Configuration, Stop/Invalid_Configuration, and
Failure_Stop. See Controller Modes on page 113.

COM State State of the communication portion of the controller.
Possible states are Run, Stop, and 0S_Loading.

Program Name The routine name.

The name assigned by the user to the routine. The default name is ‘Routine.’

Program State The current state of the routine.

Possible states are Run, Stop, Freeze, and Failure_Stop. SeeRoutine Modes on page 12

Faulty 1/0 Modules The number of faulty /0 modules, when the controller is in Run.

Force State The force status.

0 —forcing is disabled
1 —ready for forcing (the controller is in stop but is set for forcing)
2 —forcing is active

Remaining Force Time [s] | The remaining force time in seconds.
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Safety Parameters Tab

| *Control Panel [ GRLC1600_1 | g [T

PADT Resource Communication TeskMode Extra Help
S 7y mE »

Riesource Stale | Ssfety Parameters | Siatistios | P2P State | Distibuted /0 | HH Stale | EnvionmeniData | 03 | IP Setings |

Allovsed Action:

Main Enable v
CFU Configuration CRL | 15HU00DD000 s i
System Fack 500000 Start/Restart allowsd ¥
Satety Time [ms] 100 Loading allowed 3
R o =0 Test Mode allowed ¥
Onling Test allowed 2
Forcing allowed '
Stop on Force Timeout [
F i GiRel [achinistrator
This field Displays
CPU configuration CRC Cyclic redundancy check (CRC) option for the configuration in the CPU (in hexadecimal
notation).
This identifies the configuration loaded in the controller.
System ID The system ID.

Safety Time [ms]

The safety time in milliseconds.

Watchdog Time [ms] The watchdog time in milliseconds.
Main Enable Whether controller switches can be changed while the controller is executing.
Autostart Whether the controller automatically starts up after restarting the controller or applying

power to the controller.

Start/Restart allowed

Whether you can start a controller manually.

Loading allowed

Whether you can load new configuration information to the controller.

Test Mode allowed

Whether you can freeze the routine.

Forcing allowed

Whether you can force tags.

Stop on Force Timeout

Whether to stop executing the routine when the force time expires.
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Statistics Tab

S [=TE
PADT Resource Communication Test Mode Extra Help
Z 7y mEl|

Resource State | Safety Parameters | Stalisties IPZFStale | Distibuted 170 | HH State | EnviormentData | 05 | 1P Settings |

st [ ava [min. | mas

Cycle Time [ms] alz]z2]s

Com Time Shica [ms] | © 0o

Humber of Time Slices | 0 | 0 [0 ] 0

[F /o [Bling) dministratar
This field Displays

126

Cycle Time [ms] average

The average cycle time (in milliseconds) of the last 50 cycles.

Cycle Time [ms] last

The cycle time (in milliseconds) of the last cycle.

Cycle Time [ms] min

The fastest cycle time (in milliseconds).

Cycle Time [ms] max

The slowest cycle time (in milliseconds).

If this value exceeds the Watchdog Time, the controller goes to Failure_Stop.

Com. Time Slice [ms]

The time required to process all Peer-to-Peer communication tasks within a CPU cycle.

Number of Time Slices

The number of time slices required to process all communication tasks.

This value should always be 1 to avoid having multiple CPU cycles to complete all
communication tasks.

Date/Time

The date and time in the controller.
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P2P (Peer-to-Peer) State
Tab

i “Control Panel [ Robot1 ] o =] 4

PADT Resource Communicakion Test Mode Extra Help
EVARNE KD

Fesource State I S afety Parameters I Statistics | F2F State IDistributedI.-"D I HH State I Environment D ata I os I IP Settings I
iHezourced System.Rack] State FizpT last| RepT av| RspT min| BepT max Meghlo| AckMeghMao| DataSeq| Opens| Resends| BadMsd Earlbzg ReceiveTl| ResendT] AckThO| Curk.eVer| Mewke\er
RobotB 60001.0  |Connected] 11 1a 5 19 54380 | 54973 54380 1 1] 1] 1] 500 100 0 [3#000020¢ 16800002063

This field Displays

Resource The name of the controller.
System ID The network ID of the controller.
State The status of the communication.
RspT (last, avg, | The Measured ResponseTime for a message from PES; —PES, —PES;, based on the network hardware, CPU cycle
min, max) time, and Peer-to-Peer profile. This parameter will be optimized later.
MsgNr The Counter (32-bit resolution) for all messages sent to a controller.
AckMsgNr The number of the received message that the controller has to acknowledge.
DataSeq The Counter (16-bit resolution) for sent messages, which contain process data.
Opens The number of successful connects to a controller.
A figure higher than 1 indicates that a controller dropped out and has been reconnected.
Resends The Counter (32-bit resolution) for messages that have been resent due to an elapsed ResendTMO.
BadMsgs The Counter (32-bit resolution) for received messages that are corrupted, or are not expected at that instant.

A corrupt message, for example, is a message with a wrong sender or with a faulty CRC.
An unexpected message, for example, is an ‘Open’ command, when the controllers are already connected.

EarlyMsgs The Counter (32-hit resolution) for received messages that are not in the correct sequence. If a message drops out and is
lost at the addressee, there is a gap in the received messages, and the next message comes early.

Receive Tmo | Receive Timeout as entered by the user.

ResendTMO Resend Timeout as set by the profile.

AckTmo Acknowledge Timeout as set by the profile.

CurKeVer CRC for the Peer-to-Peer configuration.
Identical to the Peer-to-Peer system signal.

NewKeVer Reserved for future use.
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Distributed 1/0 Tab
=S|

PADT Resource Communication Test Mode Extra Help
&7y m gl
Resource State I Safety Parameters I Statistics I P2 State | Distributed 1/0 IHH State I Environment D ata I os I IF SE<|>
Stop | Resource | System.F!ac:kl Statel
Spnchronize |

This field Displays

Resource The name of the module.

System.Rack | The System.Rack ID of the module.

State The status of the [/0 module:
e Run e Error_Stop
o Stop/Valid_Configuration ¢ not connected
o Stop/Invalid_Configuration

HH (High-level High-speed)
State Tab

| “Control Panel [ RobotA ] ;IEIEI

PADT Resource Communication Test Mode Extra Help
777 wEl|
Resource State I Safety Parameters I Statistics I F2F State I Digtributed 1/0 | HH State IEnvironmentData I 05 I IF Se<|>

last | ava. [ min. | mas.
Bus Cycle Time [mg] | O | O 1] 1]

FEF‘eosboDL::ace ‘II_‘ian:;I;)Bme Sffte FispT lgitlﬁq FispT aDvg. ms]| RspT nain. ms]| RspT mDax. ms 1I?E1IS< ::::: Token iroupID
This field Displays
Bus Cycle Time The time in milliseconds for a Token cycle. The value is 0, if Token Passing is off (any Cleanroom profile).
Resource The name of the controller.
LinklD The controller network ID.
State The status of communication.
RspT o|f Link Mode is TCS direct (Token Passing OFF), RspT is the ResponseTime of the HH profile for a message

from PES; — PES; —PES;, based on the network hardware and topology. This parameter cannot be

changed by the user.
o|f Link Mode is TCS TOKCYC (Token Passing ON), RspT is part of the Bus Cycle Time.

Link Mode ¢ TCS direct when Token Passing is OFF.
¢ TCS TOKCYC when Token Passing is ON.
Token Group ID The ID of the Token Group.
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Environment Data Tab

0S Tab

1 *Control Panel [ GPLC1600_2 ] g = |

PADT Resource Communication Test Mode Extra Help

Z 7 r mEl|

Fesource State I Safety Parameters I Statistics I FZP State I Distributed 1/0 I HH State | Environment ['ata IDS I IP SE<|>

Temperature State [ 16801
Power Supply State [ 164#00
Fan State 16HE
Fielay State 16800

F m - Edministrator @

This tab displays status messages in hexadecimal form for
Temperature State, Power Supply State, Fan State, and Relay State.

See Programming Controller Data on page 305 for an explanation of
the error bits.

| *Control Panel [ GPLC1600_1 ] =10/

PADT Resource Communication TestMode Extra Help
Z 2 r mE

Resouce State | Safety Parameters | Stafistiss | P2P State | Distibuted /0 | HH State | Environment Data | 05 IIF‘Seltlngs |

98220061500058426011

Wersion CRC

CPU DS 4.32 | 16#7d1c30fe
CPU 05 Loader 48 |16He=351338
CPU Bootloader | 4.14 | 164370fd051
COM 05 514 |16#4d1d8029
COM 05 Loader | 56 | 16Hiclfer58
COM Bootlnader [ 54 | 16Heh30c867

FF o [BRliRg) [administrator

This field

Displays

Serial Number

The serial number of the communication module of the controller.

CPU 0S

The version of the operating system and the cyclic redundancy check of the operating
system (in hexadecimal).
(Version 2.4 or later is required for Peer-to-Peer communication.)

CPU Loader

The version of the operating system loader and the cyclic redundancy check of the
operating system loader (in hexadecimal).

CPU BootLoader

The version of the boot loader and the cyclic redundancy check of the boot loader (in
hexadecimal).

COM 0S

The version of the communication operating system and the cyclic redundancy check of the
communication operating system (in hexadecimal).
(Version 2.4 or later is required for Peer-to-Peer communication.)

COM 0S Loader

The version of the communication operating system loader and the cyclic redundancy
check of the communication operating system loader (in hexadecimal).

COM BootLoader

The version of the communication boot loader and the cyclic redundancy check of the
communication boot loader (in hexadecimal).
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HSP Protocol Tab

PADT

EXa

—Contraller
M ame:
Controller |d:
Receive Timeout:

Resend Timeout:

ms

ms

H | Digtributed 10 | HH State | Enwvironment Data | 0s | IF Settings | Profibustds. | Modbushds. | License | HSP Pratocol l

Scanner

Scanner |d:
HSF Signature:

Receive Timeout:

0000_0000_0000_0000_0000

ms

—Statu

Connection State:
Frame Mo:

Reconnections:

Fiesponze Time:

Bad Meszages:

Resends:

Last

Avg.

ms

ms

Reset statistics |

This field Displays
Name The Name of the controller
Controller Id The SRS of the controller

Controller Receive Timeout

The time limit, within which a message from the scanner must be answered

Controller Resend Timeout

The length of time the controller waits for an acknowledgement of a message before it resend the

message

Scanner Id

HSP Signature

A unique number that ensures that the controller’s configuration data matches the scanner’s configuration

data

Scanner Receive Timeout

The time limit, within which the scanner must receive a message from the controller

Connection State

The state of the connection.
e (J=closed.

o 1 =try open. The active endpoint is attempting to open the connection.
o 2 =connected. The connection is established. Normal data transfer, time monitoring, and other

functions are occurring.

Frame No.

The number of the last frame sent

Reconnections

The number of connections since the last statistics reset

Bad Messages

The number of discarded messages since the last statistics reset

Resends

The number of repeated messages since the last statistics reset

Last Scanner Response Time

The last scanner response time

Average Scanner Response
Time

The average scanner response time since the last statistics reset

Minimum Scanner Response
Time

The smallest scanner response time since the last statistics reset

Maximum Scanner
Response Time

The greatest scanner response time since the last statistics reset

130

Click Reset Statistics to reset the statistics counters.
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EIP Protocol Tab

i = Control Panel [ Resource ] -

PADT Resource Communication Test Mode Extra Help
VAR IRC
Resource State ] Safety Parameters ] Statistics ] F2F State ] Digtributed 1/0 ] HH State ] Environment D ata ] 05 ] IF Settings ] Modbushds. ] License ] HSF Frotocol | EIP l

Protocal Status | Connections Status l

Fiesst Counters Feer IP |Peorst| Type  |State  [Input [Output [Sent [Revd [BadMsgs |PRPI [ CRPI | MinPRPI | MasPRPI | LastPRPI | &wPRFIL |
1 (1001009319 |- |Originator |Estabished 3 190 2385 238 o 10 10 3 11 10 3
2 [to01008319 [~ [odginater |Established | 43 33 1133 1191 o 20 20 20 20
This Field Displays
Peer IP IP address of communication partner

Peer Status

Status of Peers, either Run or Idle.

If peer does not provide run idle information, nothing can be displayed!

Connection Type

Displays the Connection Type, Originator or Target, that the controller acts as in this connection.

Connection State

The status of connection.

o 1=_Connecting Configuring — In the process of opening a new connection.
e 72 =_Spare
o 3 =ConnectionEstablished — Connection is active.

o 4 =ConnectionTimedOut — Connection has timed out; will stay in this state at least for some time if
WatchdogTimeoutAction is set to TimeoutManualReset or TimeoutDelayAutoReset.

o 5=_ConnectionDeferredDelete — Connection is about to be deleted and waiting for child connections to be
closed first.

o 6 =ConnectionClosing — In the process of closing the connection.

Input Associated input assembly Id with the connection or 0 if none. For scanner connections of the controller these field
shows the assembly id data is read from.

Output Associated output assembly id with the connection or O if none. For scanner connections of the controller these
field shows the assembly id data is written to.

Sent Number of sent packets on this connection.
Counter wraps with 232 packets.

Received Number of received packets on this connection.
Counter wraps with 232 packets.

Bad Messages Number of received or dropped messages for that connection. You can reset this value by pressing Counter Reset.

PRPI Produced Requested Packet Interval (us).

CRPI Consumed Requested Packet Interval (us).

MinPITime Minimum Packet Interval Time (ps).

MaxPITime Maximum Packet Interval Time (ps).

LastPITime Last Packet Interval Time (ps).

AvrPITime Average Packet Interval Time (ps).
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Use the Multi Control Panel The Multi Control Panel lets you connect the programming terminal to
more than one controller in the project in one window and to perform
actions such as downloads, controller starts, invoking the force editor,
and so forth simultaneously.

1. Open the Multi Control Panel by choosing Online>Multi Control
Panel.

When the Multi Control Panel is opened for the first time, it does
not contain any controllers.

2. Add a controller to the Multi Control Panel by dragging and
dropping the Resource from the project tree into the Multi
Control Panel.

ERSLugix Guard PLUS Hardware Management
Project Edit Signals ©nline Windows Help

= FECAT4Estop Jiz{Multi Control Panel

= (= Configuration

FADT Resource Online Table Help

= [4] Riobotd,
ﬁ[E]HubutB\JLi'ﬁ[ PeE[ SR E O

[+ E[B] Robotz | Sustem.Rack | CPL State | CPU Configuration CRC | Awg. Cycle Time | Rem. Force Time | Faulty 1/0 Moduls
gProglammmg Termninal . =
& 5 HHNetwor_T =]

%f Taken Group_1 coMIF [e0 2
IPaddess [ 192 . 8@ . 0 . 9
Sustemn R ack, | 4 o

User name I

of

Password |

Access thpe I ReadMwrite ﬂ

ak, I Cancel Help |

I —

03/21 /2004 10:46:54. 010, Infer tlanguane. di, Version: 4.0.26 RS Logis Guard PLUS English
03/21/2004 10:46:54.010, Info: help.dll. Version: 4.0.26 RSLogix Guard PLUS English

03/21/2004 10:46:54.010, Info: tvisuals.dil. Wersion: 4.0.26 RS Logix Guard PLUS
03/21/2004 10:46:54.010, Info: diagtext.dl, Version: 4.0.26 RSLogix Guard PLUS English
03/21/2004 10:46:54.010, Info: cemeettings. dll, Version: 4.0.26 RSLogix Guard PLUS

After a controller has been dropped in the Multi Control Panel,
the Login dialog box opens.

3. Type the correct Username and Password to connect the
controller to the programming terminal.

You must have Read/Write or Administrator rights (Access type)
to download a routine into the controller.

4. Add as many controllers to the Multi Control Panel as you need.

5. Sort the list of controllers in the Multi Control Panel by clicking
on the column headlines.
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The Multi Control Panel displays this controller information.

=T
PADT Resource Online Table Help

I LN

M arne: Syste_m.Hack CPU StaAa CPU Canfigura_tion CRC | Awg, Cycle He_m. Foice Tm Fauly 140 Maody Action

i Fobots  §E0000.0 STOP / vALID CONFIGH 6#3ece3bed 2 0 0 D ownload: Ok

2 Fobote  §E0001.0 STOP /WALID CONFIG I E#fcai0419 2 0 0 L ovnload: 0K

4 |
All operations successfully terminated.

This field Displays

Name the controller name

System.Rack the controller ID

CPU State the status of the controller CPU, such as Run, Stop, Stop/Valid

Configuration, Stop/Invalid Configuration, and so forth.

CPU Configuration the checksum (cyclic redundancy check) of the CPU configuration,
CRC displayed in hexadecimal.

Avg. Cycle Time the average CPU cycle time in milliseconds. This figure depends
on the complexity of the logic and, because of the Schedule Time
Slice, on the network load.

Rem. Force Time the remaining force time in seconds (time until forcing is
deactivated). Value is 0 when forcing is not active or disabled.

Faulty I/0 Modules the number of faulty 10 modules. A fault can result from a
hardware malfunction or from incorrect configuration.

Action the display of a Multi Control Panel command and command
status (for example, Start, Start:0K). The field is cleared after five
seconds.

You can perform a Multi Control Panel command on one or more
controllers. To select a single controller, follow these steps.

1. Click the line number left of the controller name.
The boundaries of this line become thicker.

2. Select more controllers by using one of the following methods:

e Hold down the CTRL key and click another line number to
add that controller to your selection.

e Use the SHIFT key to select controllers from line x to line .

e To select all the controllers, click Select All ‘W on the tool
bar.
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These commands can be carried out by using the Multi Control Panel
buttons in the button bar.

Multi Control Panel Buttons

Button

Command

Connect

Connects the programming software to the selected controller(s) after loss of communication or manual
disconnect.

After manual disconnect, a new login with password is required.

Disconnect
Disconnects the programming software from the selected controller(s).

Coldstart
Performs a coldstart on the selected controller(s).

Stop
Stops the selected controller(s).

Download

Loads the routine(s) into the selected controller(s). Prior to download, the code generator must have successfully
generated program code and the selected controller(s) must be in Stop mode.

Important: You cannot download a routine into a controller other than the one for which the logic was created.

Control Panel

ci Starts the control panel for the selected controller(s). This command can be carried out for a single controller by
choosing Online>Control Panel.
Diagnostics

& g9

Starts the diagnostics display for the selected controller(s). This command can be carried out for a single
controller by choosing Online>Diagnostics.

Force Editor
Starts the force editor for the selected controller(s). This command can be carried out for a single controller by
choosing Online>Force Editor.

Select All

L Selects all controllers in the list.
N Deselect

Deselects marked controllers.
", Remove Controller

Removes the selected controller(s) from the list. Removing a controller from the Multi Control Panel also
disconnects the communication.
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Control Panel Resource
Menu

To modify the safety settings of the controller, choose Safety from the
control panel’s Resource menu .

| *Control Panel [ GPLC1600_1 ]

PADT | Resource Communication TestMode Extra Help

¥

Reso

Warmstark

b Coldstart | Statistics | P2P State | Distit

u Stop
Bl Download
Cherk Consistency. .. ]

........

Set Main Enatle
Reset Main Enable

Change Safety Parameters...

IMPORTANT

Any settings you change via the Resource menu are directly

updated in the controller and are saved in the project.

Menu Item

Description

Check Consistency

Compares the program running in the controller with the program you are editing in
RSLogix Guard PLUS! software. If they match, your offline project has previously been
downloaded to the GuardPLC controller.

Set Main Enable

For more information, see page 119.

Lets safety parameters be changed. You can only choose Set Main Enable when the
controller is in Stop mode.

Reset Main Enable

Prevents safety parameters from being changed.
9

For more information, see page 119.

Change Safety Parameters

parameters.

Changes the safety parameters, if Set Main Enable is activated.

You must have Read/Write or Administrator access to be able to change safety

For more information about these parameters, see page 119.
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TIP

Refer to the Using RSLogix Guard PLUS! Software with
GuardPLC Controllers Programming Manual, publication

1753-PM0Q1, for more information on the Warmstart, Coldstart,
Stop, and Download menu items.
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Control Panel Extra Menu Use the Extra menu of the Control Panel to modify communication
settings and change controller operation. You must have
Administrator access to use most of these menu options as indicated
in the table below.

1 #Cantrol Panel [ GPLC1600_1 ]

PADT Resource Communication Test Mode | Extra Help
F7 | wEl|

Resource State | Safety Parameters | Stat  Changs SystemID...

Device Settings. .

Updats 05 3

Reboot Resource

Load Resource Configuration from Elash
Clear Resource Configuration
Set Backplane Type
Menu ltem Description
Set Date/Time Sets the controller clock, if Set Main Enable is activated.

Enter the date as mm/dd/yy and the time as hh:mm.
Change System ID (SRS) Changes the system ID (SRS) of the controller.

You must have Administrator access to be able to change the system ID (SRS).

Device Settings Changes the Ethernet network parameters.
You must have Administrator access and the controller must be in STOP mode.
Update 0S Lets you download new COM OS and CPU OS.

Reboot Resource Reboots the controller.

See Recover From a Failure_Stop on page 116.

Load Resource Configuration from Loads a copy of the last executable configuration to the controller

Flash

Clear Resource Configuration Deletes the program memory of the controller and resets the configuration of the CPU and COM
modules.

GuardPLC 1200 and 2000 controllers only: Deletes the program memory of the controller and
resets the configuration of the CPU and COM modules.

This does not affect the battery-buffered memory for long term diagnostics, short term
diagnostics, date and time settings, system ID (SRS), or IP address.

To reset a controller to default settings, clear the controller and remove the back-up battery for at
least 20 seconds. Removing the back-up battery:

o deletes date and time.

o deletes long term and short term diagnosis.

o deletes the configuration saved in the battery-buffered memory.
o deletes all user accounts.

o does not delete the program memory.

o does not reset the configuration of the CPU and COM modules.

Use Online>Communication Settings and write the SRS back to the battery-buffered memory. This
validates the configuration so you can restart the routine.
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Menu ltem Description

Set Backplane Type Restores backplane information.

The individual modules (CPU, COM, I/0) are linked to each other over the backplane. The controller
requires this information to be able to conduct hardware tests. If the EEPROM that stores the
backplane information loses its contents, use this menu option to write the backplane type back
into the EEPROM.

You must have Administrator access to be able to set the backplane type.

To set the backplane type, follow these steps.
1. Load a project that is consistent with the connected controller type.
ATTENTION: If you try to write the backplane type of a controller (such as a GuardPLC 1200
controller) with the backplane type of another controller (such as a GuardPLC 2000
controller), the overwritten controller can no longer be used and must be repaired by the
manufacturer.

2. Choose Set Backplane Type.
The backplane type is automatically entered into the dialog box.

3. Change the Backplane Version to 0.
4. Click OK to confirm the change.
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Notes:
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Diagnostics
Introduction
Topic Page
View Controller Diagnostics 139
GuardPLC 1200 Controller Status Indicators 142
GuardPLC 1600 and GuardPLC 1800 Controllers and GuardPLC 143
Distributed I/0
GuardPLC 2000 Controller Status Indicators 145
1755-1B24X0B16 Module Status Indicators 147
1755-IF8 Analog Input Module Status Indicators 148
1755-0F8 Analog Output Module Status Indicators 149
1755-HSC Combination High-speed Counter and Output Module Status | 149
Indicators
i The controller stores short term and long term diagnostics data. The
Iew uvontrolier g g
. . number of entries the controller can save depends on the controller,
DIﬂgﬂOStICS as shown below.

Type of Data GuardPLC 1200 | GuardPLC 1600 and 1800 | GuardPLC 2000

CPU com CPU com CPU com
number of short | 300 700 300 700 300 700
term entries
number of long 1000 200 1000 200 1000 200
term entries

If the memory for short term entries is full and the controller needs to
log another entry, the controller deletes the oldest entry.

If the memory for the long term entries is full and the controller needs
to add a new entry, the controller deletes the oldest entry only if that
entry is more than 7 days old. Otherwise, the new entry is rejected
and a message is displayed in the diagnostics window.
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To display the diagnostics window, follow these steps.

1. Select the Resource and, from the Online menu, choose
Diagnostics.

If the Control Panel is already open, you do not have to login.
Otherwise, the software asks you to log in.

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals | Online ‘Windows Help
B 'E= Praject1 Control Panel
=

Configuratic
& [50000

Access Managemenk
Communication Settings

Multi Control Panel

2. After you successfully log in, the software displays the controller
diagnostics.

[ Diagnostic [ GPLC1600_1 ] =10l x|

Diagnostic Help

|aa ad@ «»
= Start At Oldest Entry [~ Saort
{* Start At Mewest Entry [~ CPU Short Term Diagnostic

= Start &t Date |D1 A01/200013:00 ¥ CPU Long Term Diagnostic
" Stop &t Date |D1 AB/203815:14 [ COM Shart Term Diagnostic

{+ Entries Per Diag. N0 £ [~ COM Long Term Diagnostic
I Level I D ate I Text I Driginl T_l,lpel Parameters ;I
INFO 03/09/2004 11:54:56.227  CPU TRAMSITION »»> INITIALIZING to STOP CPU LT [OxZaalB82). 0
INFO 03/09/2004 11:54:56.221  CPU State »»> INITIALIZING CPU LT [O=17f383).0
IMFO 03/03/2004 16:16:49.859 10T »>»> State of current changed. [Mew state current: 000000000 CPU LT [O=49e(1182).
IMFO 03/03/2004 16:16:49.842 10T »>»> State of current changed. [Mew state curent: 0x00000005] CPU LT [O=49e(1182);
IMFO 03/03/2004 16:16:49.670 10T »»> State of current changed. [Mew state current: 0x00000007] CPU LT [O=49e(1182).
IMFO 03/03/2004 16:08:12.000 Received command >»> Set spstem time << done CRU LT [O=B44[211E).
INII:D 01/31/2000 03:55:11.946  CFG: Received command: >»> set Date/Time M073351692 [zecl. 0 Imsll << CPU L{ IDRS2D[2DSEILI
4 »
Enline 4
This field Displays
Level whether the entry is Info, Warning, or Error.
Date the date and time the entry was recorded.
Text a description of the cause leading to the entry.
Origin whether the cause of entry originated from the CPU or COM.
Type whether the entry is short term (ST) or long term (LT).
Parameter information direct from the CPU or COM. This data is only for error analysis by Rockwell
Automation representatives.
TIP You can export diagnostic data to a text file for storage by

choosing Export from the Diagnostic menu.
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Choose Online or Offline Diagnostics

When you start the diagnostics window, Diag. Online is automatically

activated. This signals that you want all diagnostics data transferred
from the controller to the diagnostics buffer in RSLogix Guard PLUS!
software. As long as Diag. Online is active, new diagnostic data is
transferred to this buffer as it becomes available and if the filter you
selected applies.

Diag. Offline disconnects communication with the controller. This
ends the transmission of diagnostic data from the controller to the
diagnostics buffer in RSLogix Guard PLUS! software.

Filtering Diagnostic Data

Choose from these filters to determine what diagnostic data to display.

Filter Description
Start At Oldest Entry Displays all the data from the RSLogix Guard PLUS! software buffer starting with the
oldest entry.
The number of lines shown in the table depends on the Entries Per Diag. Enable Sorting
defaults to disabled so that the data appears in chronological order from oldest to newest.
Start At Newest Entry Displays all the data from the RSLogix Guard PLUS! software buffer starting with the
newest entry.
The number of lines shown in the table depends on the Entries Per Diag. Enable Sorting
defaults to disabled so that the data appears in chronological order from oldest to newest.
Start At Date Displays entries in chronological order starting at this date and time.
The number of lines shown in the table depends on the Entries Per Diag.
Enter the date as mm/dd/yy and the time as hh:mm.
Stop At Date Displays entries in chronological order ending at this date and time.

The number of lines shown in the table depends on the Entries Per Diag.
Enter the date as mm/dd/yy and the time as hh:mm.

Entries Per Diag.

Determines the maximum number of entries to load into the buffer for the CPU and COM
diagnostics.

For example, if you enable short term and long term diagnostics for CPU and COM and you
set Entries Per Diag. = 10, the diagnostic window contains a maximum of 40 entries
(10 entries per diagnostic type).

RSLogix Guard PLUS! software can buffer as many as 5000 entries per type of diagnostic.

Sort

If Sort is disabled, the diagnostic window displays entries in the order they were saved in
the controller.

If Sort is enabled, the diagnostic window automatically displays entries according to date.

CPU Short Term Diagnostic
CPU Long Term Diagnostic

COM Short Term Diagnostic
COM Long Term Diagnostic

Enables or disables whether to display the diagnostic data for each type.
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1 GuardPLC 1200 Controller

] Status Indicators

The GuardPLC 1200 controller has these status indicators.

GuardPLC
1200

1754-1.28BBB

] Indicator State Description
INput On Digital input channels are high (10 ... 30V DC).
Off Digital input channels are off.
OUTput On Digital output channels are high.
Off Digital output channels are off.
RUN On This is the normal status of the controller.
A routine, which has been loaded into the controller, is executed. The controller processes input
and output signals, carries out communication, and performs hardware and software tests.
| Flashing The controller is in Stop mode and is not executing a routine.
All system outputs are reset.
Stop mode can be triggered by setting the system variable AB-CPU/Emergency Stop to TRUE in
the routine, or by direct command from the programming terminal.
Off The controller is in Failure_Stop (see ERROR).

ERROR On o A hardware error has been detected by the controller. In this case the controller goes to
Failure_Stop and the execution of the routine is halted. Hardware errors are errors in the
controller, in one or more of the digital input and output modules, or in the counters.

o A software error in the operating system has been detected by the controller.
o The watchdog has reported an error because of exceeded cycle time.
All system outputs will be reset and the controller ceases all hardware and software tests. The
controller can only be restarted by a command from the programming terminal.
| Flashing If all the status indicators are on and ERROR blinks, the boot loader detected a corrupted
operating system and is waiting for an operating system download.
Off No errors are detected.
PROGress On The upload of a new controller configuration is in progress.
| Flashing The upload of a new operating system into the Flash ROM is in progress.
Off No upload of controller configuration or operating system is in progress.
FORCE On The controller is executing a routine (Run) and Force mode is activated by the user.
| Flashing The controller is in Stop mode, but forcing has been saved and will be activated when the
controller is started.
Off Forcing is off.
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Indicator State Description
FAULT On The routine logic has caused an error.
The controller configuration is faulty.
The upload of a new operating system was not successful and the operating system is corrupted.
Flashing An error has occurred during a Flash ROM write cycle.
One or more 1/0 errors have occurred.
Off None of the above errors have been detected.
COMMunication | On The programming terminal, with Administrator or Read/Write access, is communicating with the
controller via an Ethernet link.
Off No communication or read-only communication on an Ethernet link.

GuardPLC 1600 and

System Status Indicators

GuardPLC 1800 Controllers
and GuardPLC Distributed o Mo

/0

O RUN
O ERROR
O PROG
O FORCE
O FAULT
O osL
O BL

Indicator

State

Description

24V DC

On

24V DC operating voltage present.

Off

No operating voltage.

RUN

On

This is the normal status of the controller.
A routine, which has been loaded into the controller, is executed.

The controller processes input and output signals, carries out communication and performs hardware

and software tests.

Flashing

The controller is in Stop mode and is not executing a routine.
All system outputs are reset.

Stop mode can be triggered by setting the Emergency stop system variable to TRUE in the routine, or

by direct command from the programming software.

Off

The controller is in Failure_Stop (see ERROR).

ERROR

On

A hardware error has been detected by the controller. The controller goes to Failure_Stop and the

execution of the routine is halted. Hardware errors are errors in the controller, errors in one or more of

the digital input and output modules, or errors in the counters.
A software error in the operating system has been detected by the controller.
The watchdog has reported an error due to exceeded cycle time.

All system outputs will be reset and the controller ceases all hardware and software tests. The
controller can only be restarted by a command from the programming software.

Off

No errors are detected.
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Indicator State Description
PROGress On The upload of a new controller configuration is in progress.
Flashing The upload of a new operating system into the Flash ROM is in progress.
Off No upload of controller configuration or operating system in progress.
FORCE On The controller is executing a routine (Run) and Force mode is activated by the user.
Flashing The controller is in Stop, but Forcing has been initiated and will be activated when the controller is
started.
Off Forcing is OFF.
FAULT On The routine (logic) has caused an error.
The controller configuration is faulty.
The upload of a new operating system was not successful and the operating system is corrupted.
Flashing An error has occurred during a Flash ROM write cycle.
One or more 1/0 errors have occurred.
0Off None of the above errors has occurred.
0SL Flashing Emergency Operating System Loader is active.
BL Flashing Boot Loader unable to load operating system or unable to start COMM operating system loader.
Communication Status Indicators
Status indicators on the controllers and I/O modules display
communication status information.
Safety-related GuardPLC Ethernet Communication
Communication via the GuardPLC Ethernet network is indicated via
two small status indicators integrated into each RJ-45 connector
socket.
Indicator State Description
Green On Full duplex operation
Flashing Collision
Off Half duplex operation, no collision
Yellow On Connection established
Flashing Interface activity
Non-safety-related Communication
Active communication via the serial ports, COMM1 and COMM3, is
indicated by a status indicator located above the port.
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GuardPLC 2000 Controller  The GuardPLC 2000 controller has status indicators for:
Status Indicators

¢ module, both the program and the communication.
e controller and the system hardware.
e routine.

e Ethernet communication to the programming terminal.

Controller Indicators
Indicator | Status Description
O O RUN On This is the normal status of the controller (Run or Stop mode).
1755-
L1 The controller carries out communication and performs software
<® tests.
RUN ERR N . .
Flashing | Downloading an Operating System
ON | —— -
RUN STOP Off The controller is in Failure_Stop (see ERR below), or there is no
power supply.
PROZ FAULT ERR On The controller is in the Failure_Stop state and the execution of
FORCE the routine is halted. All system outputs will be reset and the
controller ceases all hardware and software tests.
The operating system loader has found a flash error (FAULT is
blinking).

Tx_COL Flashing | The boot loader has found an error in the operating system in the
flash (if all other indicators are ON); the download of a new
operating system is awaited.

Off No errors are detected.
10/100BaseT
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Routine Indicators

O O Indicator | Status | Description
17L515‘ RUN On The routine is in Run or Freeze.
CN Off The routine is in Failure_Stop.
RUN ERR — -
‘ STOP On The routine is in Stop or Failure_Stop.
Rb‘,;f S.TOP PROG On The download of a new controller configuration is in progress.
PROG FAULT Flashing | The download of a new operating system into the flash ROM is in
progress.
FORCE . . . ..
\/ Off No download of controller configuration or operating system is in
progress.
FAULT On The routine (user program) has caused an error.
Tx_COL The controller configuration is faulty.
The download of a new operating system was not successful and
the operating system is corrupted.
Flashing | An error has occurred during a flash ROM write cycle of the
To00mT operating system.
At least one I/0 module error is present.

Off No errors have been detected.

FORCE On The controller is executing a routine (RUN) and one or more
inputs and/or outputs may be forced by the user.

Flashing | The controller is in Stop mode, but one or more inputs and/or
outputs have been prepared for forcing and will be activated as
soon as the controller is started.

Off No inputs and/or outputs are forced or are prepared to be forced.

</—\> Ethernet Communication Indicators
—Fx—cot| Indicator | Status | Description
Tx On Data is transmitting via the Ethernet network by the
communication processor.
COL On A collision on the Ethernet network is detected.
10/100 Base T
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Serial Communication Indicators

Indicator | Status | Description
FB1 On Field bus no. 1 is active

FB2 On Field bus no. 2 is active
(serial interface module)

o)

Onl.y the bpttqm serial port on the GuardELC 2000 controller is
active, as indicated by the FB2 status indicator.

1755-1B24X0B16 Module The 1755-1B24XOB16 digital combination input and output module
Status Indicators (AB-DIO) has status indicators for:

RN ERR e power supply.
1 LS+
HESE e module status.
©1759 2| (8 e [/O status.
| B24X0B16 sl I8
o HIiH
RN ERR o

Power Supply and Module Status

Indicator | Status Description

RUN On(green) | The module has the correct operating voltage (24V DC).
Off The module has no power.

ERR On (red) If the system is in Stop mode, one or more of the inputs or

outputs is faulty, or the module is faulty.

Use the RSLogix Guard PLUS! software to verify the location
of the fault. If the module is faulty, replace the module
immediately, or the safety-related operation of the
GuardPLC 2000 controller is not maintained.

Off The module is operational.
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I 1755-1F8 Analog Input
| Module Status Indicators

148

1/0 Status

Status Explanation

On (yellow) e Input is high
o Qutput is energized

Off e Inputis low
o Qutput is de-energized

While the system is in Run mode, ERR is indicated continuously for
both a module and a channel error. Depending on the type of error,
the module switches off only a faulty output channel, but the
operation of the other outputs continues, or all the output channels
are switched off. The inputs are always in operation. A faulty input
channel transmits Low-signal to the logic. If the entire module is
switched off, all input and output channels are switched off.

The 1755-IF8 analog input module (AB-AI) has status indicators for:

e power supply.

e module status.

Indicator | Status Description

RUN ON (green) | The module has the correct operating voltage (24V DC).
OFF The module has no power.

ERR ON (red) If the system is in Stop mode, one or more of the inputs or

outputs is faulty, or the module is faulty.

Use the RSLogix Guard PLUS! software to verify the location
of the fault. If the module is faulty, replace the module
immediately, or the safety-related operation of the
GuardPLC 2000 controller is not maintained.

OFF The module is operational.

While the system is in Run mode, ERR is indicated continuously for
both a module and a input channel error. Depending on the type of
error, the module may switch off only one input channel (that is, a
faulty channel transmits the value 0 to the logic, but the module
continues operation with the remaining channels). If the entire
module is switched off, all input channels transmit the value 0 to the
logic.
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1755-0F8 Analog Output
Module Status Indicators

1755-HSC Combination
High-speed Counter and

Output Module Status
Indicators
19 L-
9 20 (Q:
HSC 22| |03
ce 23 |O4
RUN ERR 24 L-
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The 1755-OF8 analog output module (AB-AO) has status indicators
for:

e power supply.
e module status.

Indicator | Status Description

RUN ON (green) | The module has the correct operating voltage (24V DC).
OFF The module has no power.

ERR ON (red) If the system is in Stop mode, one or more of the inputs or

outputs is faulty or the module is faulty.

Use the RSLogix Guard PLUS! software to verify the location
of the fault. If the module is faulty, replace the module
immediately or the safety-related operation of the
GuardPLC 2000 controller is not maintained.

OFF The module is operational.

While the system is in RUN mode, ERR is indicated continuously for
both a module and an output channel error. Depending on the type of
error, the module may switch only one pair of output channels

(1+2, ..., 7+8) to the de-energized state (that is, the value OV or 0 mA),
but the module continues operation with the remaining channels. If
the entire module is switched off, all output channels are switched to
the de-energized state.

The 1755-HSC combination high-speed counter and output module
(AB-CO) has status indicators for:

e power supply.
e module status.
e [/O status.
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Power Supply and Module Status

Indicator | Status Description
RUN On (green) | The module has the correct operating voltage (24V DC).
Off The module has no power.
ERR On (red) If the system is in Stop mode, one or more of the inputs or
outputs is faulty or the module is faulty.
Use the RSLogix Guard PLUS! software to verify the location
of the fault. If the module is faulty, replace the module
immediately or the safety-related operation of the
GuardPLC 2000 controller is not maintained.
Off The module is operational.
I/0 Status
Indicator | Status Description
1,2,3,4 On(green) | The corresponding output is energized.
Off The corresponding output is de-energized.

While the system is in Run mode, ERR is indicated continuously for
both a module and a counter channel error. Depending on the type of
error, the module may switch off only one counter channel (that is,
the counter transmits the value 0 to the logic, the output has no signal,
but the module continues operation with the remaining counter
channel). If the entire module is switched off, all counter channels are
switched off.
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Peer-to-peer Communication Overview
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Peer-to-peer Protocol Parameters 157
HH Network Profiles 161
Peer-to-Peer Network Profiles 168

Peer-to-peer communication is used for data exchange between two
or more controllers and distributed I/O on a GuardPLC Ethernet
network. The GuardPLC Ethernet network is certified for use in SIL 3
and Cat. 4 applications and is designed to carry safety-related data.
The controllers are usually connected via the Ethernet network, but
other means of communication, such as telephone lines or two-way
radios are also possible, using gateways from the Ethernet network to
the respective technology.

The Peer-to-peer protocol is primarily responsible for:

e the communication between controller CPUs, including
automatic connection setup.

¢ extended diagnostics.

e all safety-relevant features for correct data transfer.

Each controller is equipped with one or more 10/100 Base T Ethernet
ports. The High-level High-speed (HH) protocol is implemented in the
operating system of the GuardPLC 1200/1600/1800 controllers and of
the GuardPLC 2000 communication module (COM) and interacts with
the Ethernet port. The HH protocol is based on UDP/IP and IEEE
802.3 standards and is responsible for the collision-free data exchange
via standard Ethernet networks in various network topologies.

151



Chapter 16 Peer-to-peer Communication Overview

Networking Limitations

152

As seen in the figure below, both the HH and the peer-to-peer
protocols are vital for safe Ethernet Communication. HH protocol can
be considered the wire or transport media through which messages
are passed. Peer-to-peer (P2P) is the protocol that runs on the wire,
making sure that the messages are transmitted over the HH
connection within the watchdog time. P2P is the mechanism that
qualifies the GuardPLC Ethernet network as a safety network.

Controller 1 Controller 2
cPU [ P2P |1 [ P2P ||
coMm || HH || | HH ||
Ethernet
TIP The peer-to-peer protocol is designated as a safe protocol

according to DIN V 19250 (AK6), IEC61508 (SIL 3) and
ISO 13849-1 (PLe/Cat. 4) respectively.

A peer-to-peer link is defined as communication from one GuardPLC
controller to another GuardPLC controller, or from a GuardPLC
controller to a distributed I/O module. A device on an Ethernet
network must make a connection to another device on the Ethernet
network for the two of them to communicate. Connections need to be
established only between devices that wish to communicate with each
other.

A single GuardPLC controller may have up to 64 connections to other
devices on the GuardPLC Ethernet network (GuardPLC controllers,
GuardPLC distributed I/O module, OPC servers, or programming
terminals). Each connection can transfer up to 900 bytes of data in
each direction (read and write). The data size is determined by the
number of signals transferred between the devices.

In contrast, a GuardPLC distributed I/O module can have only one
connection, the connection to the controller that owns it. The amount
of data shared between a distributed I/O module and the controller is
fixed and defined by the type of I/O module.

The total number of controllers, distributed I/O module, OPC servers,
and programming terminals on a network is limited only by the
number of available IP addresses and the network bandwidth
(maximum 100 Mbps) of a segment of the network. However, large
amounts of data flowing on the network will affect the network
response time, and therefore the safety time of the system.
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Network Configuration

HH Protocol Parameters
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Communication between GuardPLC controllers can be established via
different kinds of Ethernet topologies. Both the HH protocol and the
peer-to-peer protocol can be adapted to the network in use, to allow
smooth and efficient data transfer.

You configure the HH protocol and the peer-to-peer protocol by
setting parameters, either manually or with the help of network
profiles. Network profiles are preset combinations of parameters you
can choose to make configuration simpler.

To optimize data transfer and customize the configuration, you must
have an extensive knowledge of the network in use and the operation
of the parameters. The following sections summarize the most
important HH and peer-to-peer protocol parameters.

The HH protocol parameters are displayed in the HH Network/Token
Group dialog box. They can be preset by choosing one of two
profiles.

e Fast

e Medium

The profiles are explained in HH Network Profiles on page 161.

TIP While manual changes to the parameters are possible by
choosing the None profile, keep in mind that ill-considered
changes can disable communication completely.
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/HH-Network_1/Token Group |0l =l

Type ITnken Group
Mame ITnken Group
Frafile I Medium ﬂ
Token Group 1D I'I
Fratocol Mode I Mormal J
Link Mode [Tes Tokeve 7
Responze Time [mz] I'I B
Buz Cycle Time [mz] |4D
Token Alive Timeout [ms] |2D
Frimary Timeout [mz] |4DD
Secondan Interval [mz] |2DD
Lirtk Mode (Exterm] [Tes Tokeve £l
Responze Time [extemal] [mz] I'I B

1] LCancel | Apply Help |

Token Group ID

The Token Group ID is the numerical identifier for a token group.
Each token group must have its unique Token Group ID.

Protocol Mode

Choose either Normal or RAW protocol mode.

Normal

In Normal mode, software token passing is ON, meaning that access
to the Ethernet network is controlled via token passing. Only the

controller that holds the token is allowed to access the network.

This mode is recommended for networks with slow hubs to avoid
message collisions.

RAW

In RAW mode, software token passing is OFF. No token is created.
Ethernet access is coordinated by hardware only. The affiliated Link
Mode is TCS direct.
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Data transfer is faster than in Normal Mode and message collisions are
prevented by the switching and full-duplex mode ports.

This mode is recommended for networks, where full-duplex

(recommended) LAN-switches are used exclusively, or the switches
integrated into the GuardPLC 1600 and 1800 controllers can be used.

Link Mode

Choose either TCS Direct or TCS TOKCYC.
TCS Direct

In TCS Direct mode, safety-related data are sent as soon as they are
prepared for transmission. Network media access is coordinated by
hardware.

ICS TOKCYC

This link mode corresponds to Normal protocol mode. Safety-related
data is sent when the controller receives the token. Network media
access is coordinated by software.

Response Time

Response Time is the controller’s maximum permissible Response
Time for a network message. PES; (Programmable Electronic System)
sends a message to PES, and expects the answer within the Response
Timeout.

The actual values of the ResponseTime can be read in the HH Status
of the Control Panel.

Contraller Linkld| Status FzpT lagt [mz]| RzpT avg [ms]| BepT masx [me]| BepT min [mz]
1 GPLCIZ200 2 2 | connected 2 2 2 2
2 GPLC2000_1 3 | connected 3 3 3 3

Token Cycle Time

This is the maximum permissible time for one token cycle. In other
words, the time within which a controller expects the token.
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The Token Cycle Time depends on the number of controllers in a
token group and can be read on the HH Status tab of the Control
Panel.

last awg max | min
1 Token Cycle Time 11 g 36 ]

Token Alive Timeout

The current holder of the token must send a token alive message to

the Primary(l) controller within this time period or the Primary
assumes the token is bad. If the token alive message is missing, a new
token is created by the Primary.

Primary Timeout

Time, within which the Primary expects a check for liveliness from the

Secondary® controller. If the liveliness check fails to appear, the
Primary assumes that the present Secondary is disconnected. In this
case, the Primary selects a new Secondary.

Secondary Interval

Time, after which the Secondary checks the Primary for liveliness. The
Secondary Interval is less than the Primary Timeout.

Link Mode (Extern)

Same as Link Mode above, except for the connection is to a controller
in another Token Group.

Response Time (Extern)

Same as Response Timeout above, except for the connection is to a
controller in another token group.

(1) The Primary is the controller that generates and supervises the token.

(2) The Secondary is a controller in the same token group as the Primary. The Secondary supervises the Primary.
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Peer-to-peer Protocol
Parameters

Publication 1753-UM001C-EN-P - March 2010

All peer-to-peer protocol parameters are displayed in the Peer-to-Peer
Editor. With the exception of the ResponseTime and the ReceiveTMO,
which have to be configured by the user, all other peer-to-peer
protocol parameters are automatically preset with the selection of a
peer-to-peer profile. See Configure Peer-to-peer Communication on
page 184 for detailed instructions on how to configure the
peer-to-peer protocol.

Message Response Time (ReponseTime)

ResponseTime is the user-configurable time it takes to receive an
acknowledgement of a sent message from the recipient.

The ResponseTime is not a freely configurable parameter, but results
from the physical conditions of the communication path and the
configuration of the network protocol.

Because the ResponseTime influences the speed of message
exchange, a test run is recommended to investigate network timing.

Use the P2P Status tab, in the Control Panel to display the minimum,
maximum, and average ResponseTime.

Statistics P2F Status ’HH Status ; Erwirorment i Op

RzpT last [mg]| BepT ava[ms]| BspT min [ms]] BspT max [ms]
29 23 10 55
12 24 10 55
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The ResponseTime is the sum of the following variables, described in
the table below.

ResponseTime = TGRl + Tl + TGRZ + T3+ TZ

Response Time Variables

Variable

Definition

TaR1

Message delay between two PES:
CPU; —»COM; —network —COM, — CPU,

Ty

Time on CPU, to process all protocol stacks:
T, = CycleTime(CPU,) x ny
where ny is the number of cycles needed on CPU, to process all protocol

stacks. Set the Communication Time Slice (see below) large enough to allow
all protocol stacks to be processed in one cycle.

Delay of the acknowledgement on CPUs:
Ty =AckTMO +n, x [0 ... CycleTime(CPU,)]
If AckTMO =0 or ProdRate =0, then T, =0

Message delay between two PES:
CPU, —COM, —network —COM; — CPU,

(usually identical with Tggq)

Time on CPU, to process all protocol stacks:
T3 = CycleTime(CPU) x
where ny is the number of cycles needed on CPU, to process all protocol

stacks. Set Communication Time Slice (see page 176) large enough to allow
all protocol stacks to be processed in one cycle.

Receive Timeout (ReceiveTMO)

ReceiveTMO is the safety-related, user-configurable monitoring time,
within which PES; must receive a correct response from PES,.

TIP

ReceiveTMO is also valid for the return path from PES, to PES;.

If ReceiveTMO elapses, safety-related communication closes down
and all imported (via communication) safety-related tags reset to their
user-configurable initial values.

If the ReceiveTMO 2 2 x ResponseTime(minimum), the loss of at least
one message can be handled without losing the Peer-to-Peer

connection.
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If the Receive]TMO is not = 2 x ResponseTime (minimum), the
availability of the Peer-to-Peer connection is guaranteed only in a
collision- and noise-free network. However, this does not result in a
safety problem for the CPU.

TIP The maximum permissible value for ReceiveTMO depends upon
the application and is set in the Peer-to-Peer Editor along with
the expected maximum ResponseTime and the profile.

Profile Responze Time| Receive THO
Fast & Cleanroom 40 a0
Fazt & Cleanroom 100 100

Resend Timeout (ResendTMO)

Resend Timeout is the safety-related monitoring time of PES;. If the
receipt of a data transmission is not confirmed by PES, within this
time period (ResendTMO), PES; repeats the data transmission.

Acknowledge Timeout (AckTMO)

Reception of data must be confirmed by the CPU with an ACK
(acknowledge) message to the sender of the data. If the CPU is busy,
ACK is delayed. Acknowledge Timeout is the maximum delay an ACK
message may have.

The AckTMO cannot be entered manually, but is set in conjunction

with a profile in the Peer-to-Peer Editor. For fast networks, AckTMO is
zero.

Queue Length (Queuelen)

QueueLlen describes the number of messages that may be transmitted
without having to wait for an acknowledgement. It corresponds to the
network bandwidth and delay.

QueueLen cannot be entered manually, but is set along with a profile
in the Peer-to-Peer Editor.
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Production Rate (ProdRate)

ProdRate is the minimum time interval between two data messages.
The purpose of ProdRate is to limit the amount of data to a magnitude
that can be transported to the recipient without overloading a (slow)
communication channel. This results in an even load on the
communication channel and avoids the reception of outdated data.

TIP A production rate of 0 means that a data message can be
transmitted with each cycle of the user program.

Watchdog Time (WDZ)

Watchdog Time is the maximum permissible duration of a Run cycle
on a PES. The Run cycle depends upon the complexity of the user
program and the number of peer-to-peer connections.

Worst-case Reaction Time (Tg)

Worst-case Reaction Time is a safety-relevant application parameter. It
is the time between the occurrence of a physical input signal change
at PES; and the corresponding physical output signal change at PES,.

Worst-case Reaction Time (Tg) <ty + t; + t3 + 14

Worst-case Reaction Time Variables

Variable Definition

t The worst-case time for the user program on PES; to process the input
signal and prepare the data for transmission.

2 x WDZ (PES;)

ty The additional transmission delay on PES;.

Equals 0 ms, if the ProdRate is 0.
Otherwise: equals ReceiveTMO + WDZ (PES;)
t3 ReceiveTMO

The maximum age of a message when received at PES,.

ty The maximum time for the received data message to be processed by the
user program on PES, and the output signal to be set.
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The Worst-case ReactionTime Ty is process-dependent and has to be

coordinated with the approving board. In the Peer-to-Peer Editor, the
Worst-case ReactionTime can be read in the Worst Case column.

Resource “Warst Caze | Prafile
1 GPLC1200 2 Q180 Fast
2 GPLC2000 1 (2100 Fast

Two HH network profiles are used to configure the appropriate set of
parameters for the network in use. The profiles, described below, can
be chosen in the properties of the HH Network token group.

e Profile I: Fast
e Profile II: Medium

A third profile option, None, lets you set parameters manually. See
The None Profile on page 167 for more information.

Profile I: Fast

This is the recommended profile. It provides the fastest data
throughput, and covers approximately 95% of all application cases.

Use Fast for:

e applications that require fast data update rates within a token
group(l).

e fast communication between two or more token groups'?,
where the other token groups must run Fast as well.

e applications that require the shortest feasible Worst-case
Reaction Time.

TIP Because Token Passing is switched off in the Fast profile, it is
possible to generate a token group with only one controller. No
second controller is needed to exchange the token. The single
controller can communicate with other token groups containing
more controllers.

(1) A token group consists of at least two controllers, which share the same token. Each controller must be a
member of exactly one token group. A token group can work stand-alone or can exchange data with other token
groups.
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The minimum network requirements are outlined this table.

Minimum Ethernet Network Requirements for Profile |

Requirement Definition

Fast 100 Mbps technology (100-Base TX)

Switched Fast Ethernet (full-duplex recommended) LAN switches or integrated
switches (GuardPLC 1600/1800 controller) required.

Cleanroom No loss of data due to traffic overload, harsh environmental
conditions, or network defects.

The network can be shared with other applications, if sufficient
TIP o .
bandwidth is provided.
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Example of HH Network Profile | Topology

Token Group 1
8 B [--. 0
GuardPLC
2000
Controllers .
8 s |ET 0
MR )
GuardPLC 1200 GuardPLC 1200 GuardPLC 1200 Guardelc 2000 10Ken Group 2
Controller Controller Controller Controller .
o o o 6 TR GuardPLC 1600 Controllers with
s OO Integrated Ethernet Switch
LI = =
1) ~ W I ) ~ N . D A oy nc
1
0 I
[ ® 00000a
" l:::: #::: _‘ PRl
y GuardPLC 1200
— 100 Mbps Controller
LAN Switch

5 TR
GuardPLC 1800 Controller with
Integrated Ethernet Switch

v Buffer Amp

£
8 Token Group 3
>
Programming Terminal g B ST B
gremmind = %?:7;?:5[][][1 &
2} —_—
2 2 i
S . N ol
= S e %@EHD
Q = JEG)§ o o oo s s ) 8
8 2 THTNTHIH 2l
= = GuardPLC 1800 Controller with "0« DOORIOINANNIA
| | | | | | | = ‘ Integrated Ethernet Switch GuardPLC 2000 Controller

GuardPLC 1200

GuardPLC 1200  Controller
controller

v Buffer Amp

Backbone

’ aaas daaa Do
" youw povy [T GuardPLC 1600 Controller with
Integrated Ethernet Switch

100 Mbps LAN Switch
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Profile II: Medium

This profile provides medium-speed data throughput and covers
approximately 4% of all application cases. It is appropriate for
applications where timing is not a critical factor. With the Medium
profile, network media access within a token group and
communication with external token groups is controlled by token
passing. These external token groups must also run Medium profiles.

IMPORTANT In the Medium profile, a token group must bg compriseq of at
least two controllers to carry out token passing, otherwise the

controller configuration is erroneous. (Stop/Invalid
Configuration).

Minimum Ethernet Network Requirements for Medium & Cleanroom

Requirement Definition
Medium 10 Mbps technology (10-Base T)

Hubs are used within the token groups and LAN switches connect one
token group to another.

Clean No loss of data due to traffic overload, harsh environmental
conditions, or network defects.

IMPORTANT The network must not be sharpd with (_)ther applications. Do not
use more than one programming terminal (recommended).

programming terminals increase network traffic, but do not
participate in token passing.

Using LAN Switches and Hubs

When using a hub instead of a LAN switch to interconnect two or
more controllers of the same token group, network access within the
token group is no longer conducted by the hardware, but must be
managed by token passing.
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Each token group handles its token passing individually, depending
on user settings, CPU cycle times, network topology, and so forth.
This means that for two (or more) token groups, which are
exchanging data, Token passing is not synchronized, resulting in a
loss of messages between the Token Groups.

IMPORTANT To minimize loss of messages, only one controller in a token
group is allowed to exchange data with exactly one controller

in a second token group. Furthermore, the overall number of
links between token groups is limited to eight.

Token Group 1 Token Group 2
GuardPLC 1600 Controllers with

S fﬂﬁﬁ ¢ 8 e Ei0 e 8 Integrated Ethernet Switch
L GuardPLC I GuardPLC 2000
] 2000 . Controller
EI,O I Controllers EI,O
o [E1 A 8 D 8 8
&0 e 0000000000000 G =00 e D0p0000000000C=
RS " R85 RS RSl RS RS RSI 51" RARS RS RSIRS RS RS
GuardPLC 1200 GuardPLC 1200 GuardPLC 1200 GuardPLC 1200
Controller Controller Controller Controller
o) © ) @ o) o) .E

[T
GuardPLC 1800 Controller with
Integrated Ethernet Switch

I Programming Terminal
Abpp Aaan _‘ 10 Mbps Hub

T e

10l\/lbpsSWitcH ||||||| =.‘

s
P e v
g I s v

The illustration above shows an application, consisting of two token
groups. The token groups equipped with hubs require token passing
to coordinate network access within the token groups. The token
groups are interconnected via a LAN switch.
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In this network topology, only one controller in Token Group 1 is
allowed to exchange data with one controller in Token Group 2. If
Token Group 2 needs data from different controllers in Token Group
1, the “talking” controller in Token Group 1 must collect the data.

In the HH Network Profile II Configuration Topology example on
page 167, only these links between Token Groups are allowed:

e Al & A2
e Bl <> B2
e Cl < C2

To configure this scenario, the controllers are placed in their
respective token groups.

Token Group 1 Token Group 2 Token Group 3
Controller 1 Controller 5 Controller 9
Controller 2 Controller 6 Controller 10
Controller 3 Controller 7 Controller 11
Controller 4 Controller 8 Controller 12

In the Peer-to-Peer Editor, you create connections between
controllers. For example, all controllers in Token Group 1 can
communicate to each other, but Controller 1 can also communicate to
Controller 5 in Token Group 2.

Token Group 1 Connections

Controller 1 Controller 2 Controller 3 Controller 4
Controller 2 Controller 1 Controller 1 Controller 1
Controller 3 Controller 3 Controller 2 Controller 2
Controller 4 Controller 4 Controller 4 Controller 3
Controller 5 — — —
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HH Network Profile Il Configuration Topology
Token Group 1 Token Group 2 Token Group 3

8-
GuardPLC GuardPLC =
2000 2000 @ .
controllers gcontrollers

GuardPLC 1200
controller

- 10 Mbit
— Hub 10 Mbit
Hub Programming Hub

Terminal

Twisted Pair Cable, max 100 m

shasdand == 10 Mbit Switch

Fiber Optic Cable

The None Profile

The None profile is different from the profiles described previously
because it has no pre-defined parameters. You must set all the
parameters manually.

To set the parameters, choose either Fast or Medium from the HH
Network/Token Group dialog box, and click Apply. This presets the
parameters according to the profile.

To enable manual changes and activate the entry fields, choose None
and click Apply again. The former parameter settings will be
overridden and can then be changed.

Because the profiles Fast and Medium cover nearly all conceivable
network topologies, None is recommended for evaluation purposes
only. An extensive knowledge of the functions of the parameters, their
value ranges, and their impact on the availability of the network is
required for proper manual parameterization.

The None profile should not be used in regular applications.
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Peer-to-Peer Network
Profiles

168

Due to the variety of parameters, manual network configuration is
very complex and requires extensive knowledge of the parameters
and how they influence one another.

To simplify the setup, RSLogix Guard PLUS! software provides six
Peer-to-Peer profiles, which can be selected by the user, depending
upon application requirements and the capabilities of the network.

Profiles are combinations of matched parameters that are
automatically set when the user chooses a certain profile. The
intention of all profiles is to optimize the data throughput on the
network, which minimizes the Receive TMO and results in a low Worst
Case ReactionTime.

For the definitions of the Peer-to-Peer network parameters, see page

157.
The six profiles, listed below, are described in the following sections:

e Fast & Cleanroom,

e Fast & Noisy,

e Medium & Cleanroom,
e Medium & Noisy,

e Slow & Cleanroom, and

¢ Slow & Noisy
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Peer-to-Peer Profile I: Fast & Cleanroom

This profile provides the fastest data throughput for applications that
require fast data update rates. It is also best for applications that
require the shortest feasible Worst-Case ReactionTime.

Fast & Cleanrooom Characteristics

Minimum Ethernet
network

requirements(”

Fast 100 Mbit technology (100 Base TX)

Fast Ethernet (full-duplex recommended) LAN
Switched switches or integrated switches

(GuardPLC 1600/1800 controller) required.

No loss of data due to traffic overload, harsh
Cleanroom . o

environmental conditions or network defects.

Characteristics of the
communication path

Minimum delays
ResponseTime <ReceiveTMO + 2 (otherwise ERROR)

ResponseTime | manually set in the Peer-to-Peer Editor
ReceiveTMO manually set in the Peer-to-Peer Editor
Variables , ,
WDZ manually set in the controller properties
(Watchdog
Time)
Suitable HH network | Fast

profile

Peer-to-Peer
parameter presets

e Queuelen=2
e Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.
o ResendTMO
— if ReceiveTMO > 2 x WDZ, then
ResendTMO = ReceiveTMO + 2, or
ResendTMO = ResponseTime, whichever is greater
— if ReceiveTMO < 2 x WDZ, then
ResendTMO = ReceiveTMO
e AckTMO =0
e ProdRate =0

(1) The network can be shared with other applications, if sufficient bandwidth is provided.
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Peer-to-Peer Profile II: Fast & Noisy

This profile provides fast data throughput for applications that require
fast data update rates. It is good for applications that require the
shortest feasible Worst-Case Reaction Time where minor loss of
messages can be corrected.

Fast & Noisy Characteristics

Minimum Ethernet
network
requirements

Fast

100 Mbit technology (100 Base TX), if HH
netwark profile Fast & Cleanroom is selected.
10 Mbit technology (10 Base T), if HH network
profile Medium & Cleanroom is selected.

Switched

Fast Ethernet (full duplex recommended) LAN
switches, if HH network profile Fast &
Cleanroom is selected.

10 MBIt hubs, if HH network profile Medium &
Cleanroom is selected.

Or use switches integrated into the

GuardPLC 1600/1800 controllers.

Noisy

Low probability for loss of messages.
Time for > 1 repetitions.

Characteristics of the
communication path

Minimum delays

ResponseTime <ReceiveTMO + 2 (otherwise ERROR)

ResponseTime | manually set in the Peer-to-Peer Editor
Variables ReceiveTMO manually set in the Peer-to-Peer Editor

WDZ manually set in the controller properties
Suitable HH network | Fast

profile

Medium (<10 controllers in a Token Group)

Peer-to-Peer
parameter presets

e Queuelen=2

o Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.

e ResendTMO

— if ReceiveTMO = 2 x WDZ, then
ResendTMO = ResponseTime (> 1 Resend possible)

— if ReceiveTMO < 2 x WDZ, then ERROR

e AckTMO =0
e ProdRate =0
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Peer-to-Peer Profile Ill: Medium & Cleanroom

This profile provides medium data throughput for applications where
only a moderate data update rate is required and where the Worst
Case Reaction Time is not a critical factor. It is well-suited for virtual
private networks (VPN), where data exchange is slow due to safety
devices (firewalls, encoding/decoding), but error-free.

TIP Normally use the profile Medium & Noisy
(see page 172).

Medium & Cleanroom Characteristics

Minimum Ethernet
network requirements

10 MBit (10 Base T) or 100 Mbit technology
(100 Base TX) or network with both 10 MBit
and 100 MBit components.

LAN switches required.

Medium or Fast

No loss of data due to traffic overload, harsh
Clean environmental conditions or network defects.
Time for > 0 repetitions.

Characteristics of the
communication path

Moderate delays
ResponseTime <ReceiveTMO (otherwise ERROR)

ResponseTime | manually set in the Peer-to-Peer Editor

Variables ReceiveTMO manually set in the Peer-to-Peer Editor
WDZ manually set in the controller properties
Suitable HH network | Fast

profile

Medium (<10 controllers in a Token Group)

Peer-to-Peer
parameter presets

e (Queuelen=3
o Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.
o ResentTMO
— if ReceiveTMQ > 2 x WDZ, then
ResendTMO = ResponseTime (> 0 Resends possible)
— if ReceiveTMO < 2 x WDZ, then
ResendTMO = ReceiveTMQO
e AckTMO = ReceiveTMO or AckTMO = AckTMOMax,

whichever is smaller
o ProdRate = ResponseTime + 4
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Peer-to-Peer Profile IV: Medium & Noisy

The Medium and Noisy profile provides medium data throughput for
applications where only a moderate data update rate is required. It is
good for applications where the Worst Case ReactionTime is not a
critical factor. Minor loss of messages can be corrected.

Medium & Noisy Characteristics

Minimum Ethernet
network requirements

10 MBit (10 Base T) or 100 Mhbit technology (100
Base TX) or network with both 10 MBit and 100
MBit components.

Usage of hubs possible.

Medium or Fast

Low probability for loss of messages.

Noisy Time for > 1 repetitions.

Characteristics of the
communication path

Moderate delays
ResponseTime <ReceiveTMQ + 2

Variables

ResponseTime | manually set in the Peer-to-Peer Editor

ReceiveTMO manually set in the Peer-to-Peer Editor

WDZ manually set in the controller properties

Suitable HH network
profile

Medium or Fast

Peer-to-Peer
parameter presets

o (Queuelen=3
¢ Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.
e ResendTMO
— if ReceiveTMO > 2 x WDZ, then
ResendTMO = ResponseTime (> 1 Resend possible)
— if ReceiveTMO < 2 x WDZ, then ERROR
o AckTMO = ReceiveTMO or AckTMQ = AckTMOMax, whichever
is smaller
¢ ProdRate = ResponseTime + 4
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Peer-to-Peer Profile V: Slow & Cleanroom

This profile provides low data throughput for applications where only
a low data update rate is required from remote controllers, via
communication paths, whose conditions cannot be predicted by the

user.

TIP

Normally use the profile Slow & Noisy

(see page 174).

Slow & Cleanroom Characteristics

Minimum Ethernet
network
requirements

Primarily for data exchange via ISDN, leased

Slow line or slow line-of-sight radio link.
No loss of data due to traffic overload, harsh
Clean environmental conditions or network defects.

Time for > 0 repetitions.

Characteristics of the
communication path

Moderate to long delays
ResponseTime <ReceiveTMO, otherwise ERROR

ResponseTime | manually set in the Peer-to-Peer Editor
ReceiveTMO manually set in the Peer-to-Peer Editor
Variables WDZ manually set in the controller properties
N number of link partners a controller can talk to
defined in the Peer-to-Peer Editor
Suitable HH network | Medium or
profile Fast

Peer-to-Peer
parameter presets

e Queuelen=4
e Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.
e ResendTMO
— if ReceiveTMO = 2 x WDZ, then
ResendTMO = ResponseTime (> 0 Resends possible)
— if ReceiveTMO < 2 x WDZ, then
ResendTMO = ReceiveTMO
e AckTMO = ReceiveTMO or AckTMO = AckTMOMax, whichever
is smaller
¢ ProdRate = ResponseTime + 4
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Peer-to-Peer Profile IV: Slow & Noisy

This profile provides low data throughput for applications where only
low data update rates are required. It is primarily for data exchange
via poor quality telephone lines or distorted radio links.

Slow & Noisy Characteristics

Minimum Ethernet
network requirements

Data transfer via telephone, satellite link, radio,

Slow and so forth.

Low loss of data due to distortions on the
Noisy communication path or network defects.
Time for > 1 repetitions.

Characteristics of the
communication path

Moderate to long delays
ResponseTime <ReceiveTMO + 2, otherwise ERROR

Variables

ResponseTime | manually set in the Peer-to-Peer Editor

ReceiveTMO manually set in the Peer-to-Peer Editor

Suitable HH network
profile

Medium or Fast

Peer-to-Peer
parameter presets

e (Queuelen=4
o Communication Time Slice large enough to process and send
all data defined for transmission in one CPU cycle.
e ResendTMO
— if ReceiveTMO > 2 x WDZ, then
ResendTMO = ResponseTime (> 1 Resend possible)

— if ReceiveTMO < 2 x WDZ, then ERROR

e AckTMO = ReceiveTMO or AckTMO = AckTMOMax, whichever
is smaller
o ProdRate = ResponseTime + 4
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Using peer-to-peer communication, you can exchange signals
between controllers by dragging signals onto pages that create
controller-to-controller connections. For example, controller 1 could
send three signals (outl, out2, and out3) to controller 2. Controller 2
can then use these signals as inputs within its function block code.

Before you start a project that exchanges data between several
controllers, you should become familiar with the requirements of your
application. Questions about the network design, which should be
answered prior to developing the project, include the following:

e Is timing a critical factor of the application? This is the most

important question!

e How many controllers will be involved?

e Is it necessary to establish an Ethernet network exclusively for
the application, or can an existing network be shared?

e How far away from each other are the controllers?

e Are transportation media, other than the Ethernet network,
needed (such as telephone lines, radios, fiber optics, and so

forth)?

e [s it necessary for each controller to communicate with all other

controllers?

e Can some functions of the application be grouped and executed
separately by an isolated group of controllers (token group)?
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I Set Peer-to-Peer Controller
Properties

176

Right-click Resource and choose Properties to set the timing
parameters and switches according to the requirements of your
application.

ERSLogiK Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

B f: examplel [M/Configuration/Resource I ] 55|
= 4 Configuration
2] Resource Tupe [ GuardPLE 1200 =l
: gFluglammlng Terminal Peer-to-Peer Editor MHame IHesnulce

£l |8 HH-Metwerk_1 arine
-:{}:Token Group
-:{}:Token Group_1

System ID [SRS] |2

Safety Time [ms] [1000

‘wiatchdog Time [ms] |SDD
Main Enable
Delete Bukostart

Start/Festart allowed

About configuration

Loading allowed
Test Mode allowed

Orline Test allowed

ERCUC R R U

Forcing allowed

Stop on Force Timeout v

ma, Com. Time Slice [ms] |ZD

Code Generation Yersion |3 ﬂ

oK | LCancel | Apply Help |

The Communication Time Slice and Code Generation Version settings
are needed for peer-to-peer network parameterization.

Communication Time Slice

The Communication Time Slice is the time in milliseconds reserved for
a controller to carry out and complete all communication tasks in one
CPU cycle.

The minimum Communication Time Slice depends on the number of
communication connections (n) a controller has.

The minimum Communication Time Slice (CTS,,;,) is calculated as
follows.

Forn <13: CTSin (N €13)=nx1ms+4ms

Forn>13: CTSyin (n>13)=nx1.3ms

IMPORTANT Do not set the Commgnic.ation_ Time.SIic.e below the palculated
value. If the Communication Time Slice is too small, it takes

more than one CPU cycle to carry out the pending
communication tasks. Therefore, more time is needed to
complete the communication tasks, which degrades
performance and could result in a communication shutdown
due to a communication timeout (ReceiveTMO).
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The time actually needed for communication adds to the CPU cycle
time. A short Communication Time Slice limits the communication
time to a low value. This prevents the CPU cycle time from being
noticeably influenced by network occurrences. Although a
Communication Time Slice well above the minimum value may result
in cycle time on the local machine slowing down a bit if network
traffic is heavy, it is not necessarily negative.

If you are transferring safety I/O over the network, you need a
Communication Time Slice high enough to guarantee that the
communication are completed every cycle. If it takes more than one
cycle to read/write safety 1/O, your safety time will need to increase to
compensate.

If you are only transferring status data over the network, then a lower
Communication Time Slice is permissible, because it leaves more time
in the cycle for your program to run. It's likely to be acceptable even
if it takes more than one cycle to read the status.

Check the CPU short-term diagnostics for any Time Slice expired
entries and increase the Communication Time Slice if necessary,
before the application goes into regular operation. In the Statistics of
the Control Panel, Number of Time Slices higher than 1 also indicate a
Communication Time Slice that is too short. Number of Time Slices
indicates the number of cycles it took for communication to complete.

The maximum Communication Time Slice depends on the application
and is calculated as follows.

WDZ = Communication Time Slice (max) + Application
Execution Time

In other words, the Communication Time Slice plus Application
Execution Time must not exceed the Watchdog Time.

EXAMPLE If the controller on page 176 has 10 connections, the

minimum Communication Time Slice is:

CTSpin = 10 x 1 ms + 4 ms = 14 ms.

CTS,pip, is increased by 6 milliseconds to provide a
safety margin.
CTSin = 20 ms

With a Watchdog Time of 500 ms, this leaves 480 ms
for the application to be executed.
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Code Generator Version

To compile the logic correctly for your type of controller, set Code
Generator Version to three (3) for RSLogix Guard PLUS! software. Set
to version two (2) for RSLogix Guard software.

Create a Peer-to-peer To create a peer-to-peer network, right-click the project in the
ardware Management window and choose New>HH-Network.
N etwo rk Hard Manag ind d ch N HH-N k

|2 RSLogix Guard PLUS Hardware Management

B dit Signals Online Windows Help

- 4 Configuration
- B [2] Resource:
Programming Terriral

Delete

Eroperties

You can right-click HH-Network and Rename the entry, if desired.

Create Token Group(s)

A single token group is automatically created with the HH network. If
you need more, create token groups by right-clicking HH-Network
and choosing New>Token Group.

JTRSLogix Guard PLUS Hardware Management

Broject Edit Sgnals Online Windows Help

=) @ example!
£l o Configuration

B2 (2] Resource
8 Programming Terminal

Node Editor

Delete

Broperties

Expand the HH-Network, right-click Token Group(s) and rename the
Token Group(s), if desired.
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Add Controllers to Token Group(s)

A controller must be a member of only one token group. To add a
controller to a token group, follow these steps.

1. Expand the HH-Network, right-click a token group, and choose
Node Editor.

The Node Editor is empty when you open it for the first time.

2. Click a controller in the tree view and drag and drop it in the
Node Editor.

|2 |RSLogix Guard PLUS Hardware Management

Project Edit Signals Online Windows Help
-8 CAT4Estop Node Editor [/HH-Network_1/Token Group_1]
- Al Corliguration | Defete Mode || Help|

B 41 Fabots Rissnncs B P Dsvices
B 2 Robol i Foboté B 0

Bl (3] RobolC 1 FobotB COM o0

Pragramming Terminal FobolC o0
- & HH-Netwark_1
T Taken Group_1

Configure Token Group(s)

1. Right-click the token group and choose Properties.
2. In the HH-Network/Token Group dialog box, choose a profile.

For a description of the HH-Network profiles, see page 161. In
general, Fast works with most network topologies.

3. Enter a Token Group ID.

The Token Group ID must be greater than 0. If you create more
than one token group, each token group must have a unique ID.

4. Do not make changes to the other settings in this dialog box.

See page 153 for the description of the HH protocol parameters.
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ERSLogiH Guard PLUS Hardware Management

Project Edit Signals Online Windows Help
-8 CAT4E stop
E| A Configuration
¢ - BE [4] Robotd,
- B& [2] Fiobote
- W& [3] FiobotC
; gProgramming Terminal
- 8 HH-Metwark_1
E----:\C"\_Token Group_1

/HH-Network_1/Token Group_1

|| Delete Hade |
el Type IToken Group

1 Fobotd  Mame IToken Group_1

2 RobotB  prafile I Fast LI

g foho'y Token Group 1D |4
Fratocaol Mode I Raw LI
Link Mode [Tes diect =
Fiesponze Time [mg]

Bus Cycle Time [mg]

Token Alive Timeout [me]

Frimary Timeout [ms]

Secondary Interval [mz]

Link Mode [Extern) I TCS direct LI

Fiesponze Time [external] [ms] |1 B

Ok Lancel | Apply

IMPORTANT You must choose identical profiles for token groups that you

want to interconnect. If Link Mode (External) does not match,
communication between token groups is impossible.

Design the Logic Create Peer-to-peer Signals

Signals are transferred among controllers over the peer-to-peer
network. Consider the following when creating signals:

® You can create as many signals as you need in the logic for all
controllers.

¢ You can add signals anytime.

e Signals with the same name can be used on more than one
controller without influencing each other (LOCAL variable), as
long as they are not exchanged via network.

e Signals that are intended for network exchange, must have the
same name on the participating controllers. Whether a signal is
written to or read from the network is defined in the
Peer-to-Peer Editor as explained in Configure Peer-to-peer
Communication on page 184.
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Use Peer-to-peer System Signals

The status of the peer-to-peer communication as well as some timing
parameters can be evaluated in the user program by means of system
signals. Furthermore, the user program can control how a
peer-to-peer connection is setup.

Input System Signals

K P2P System Signals /GPLC_1200_1/P = 5||

|| Help

Inputs IDutputs I

MHame Type Signal
Connection State (LINT P2P_Status
Receive Timeout (UDINT
Fesponge Time  [UDIMNT
Wersion WwORD

= o fra | =

A

These system signals can be used as inputs for the application:

e Connection State. Using the Connection State system signal of
the Peer-to-Peer Editor, the user program can evaluate the status
of the communication between two controllers. This table shows
the possible values for the Connection State system signal and
the corresponding status.

Value | Status Description

0 CLOSED Communication path is closed. No attempt to connect.
1 TRY_OPEN Communication path is closed. Attempt to connect.

2 CONNECTED | Communication path is open. No attempt to connect.

e Receive Timeout, in milliseconds, is set by the user.

For more information see Receive Timeout (ReceiveTMO) on
page 158 and Define Peer-to-peer Parameters on page 186.

e Response Time, in milliseconds, is the actual value of the last
answer message and is identical to RspT last in the P2P status of
the Control Panel.

For more information, see Reconfigure ResponseTime on page

195.

e Version indicates the CRC for the peer-to-peer configuration
between two controllers. The CRC must be identical to establish
communication.
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Output System Signal

Using the output system Connection Control signal, the user program
can control how the peer-to-peer connection is setup.

[ P2P System Signals /GPLC_1200_1/ 9 ][

|| Help

Inputs | Outputs |

1

iMame Type Signal
Connection Contral ['wORD | P2PContral

Connection Control Values

Value Setting Description

0x0000 | Autoconnect After loss of peer-to-peer communication, the controller
tries to re-establish communication in the next CPU cycle.
This is the standard mode of operation.

0x0100 | Toggle_Mode 0 These modes allow automatic connect with Disable after

0x0101 | Toggle_Mode 1 loss of communication.
If Toggle_Mode is 0 and communication is lost
(Connection State = CLOSED), a connect is performed
only after Toggle_Mode is set to 1 by the user program.
If Toggle_Mode is 1 and communication is lost, a connect
is performed only after Toggle_Mode is set to 0 by the
user program.

0x8000 | Disabled Peer-to-peer communication is disabled.

No attempt to connect.

IMPORTANT

If the P2PControl signal, in the illustration above, is set to
32768, peer-to-peer communication is disabled. If Connection

Control is not set by the application, the default is 0 and
Autoconnect is enabled.

Design the Logic for all Controllers

Design the logic for the controllers, considering the variables intended
for network exchange.

The following examples show part of the routines for controllers
Robot A and Robot B, respectively. To evaluate the state of the
OutRange signal in Robot B, use the same signal name (OutRange) as
an input for the logic of Robot B. OutRange is sent over the Ethernet
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network, via Peer-to-Peer, from Robot A to Robot B, which uses it as
an input.

Design Logic for Robot A

@ Type [Routine] (unchanged)

iCnt .Gray-Code o|'
L {Tnt[0l].Halt 3
L Cnt[01].Reset [ T
HHXll T ET
K

BT | FE] |
AE IEJ:_I v c#1000ns [c#50ms | IqTaakt:, Eins}

tF500ms | MU 1
1w SEL
t#250ms |

Him
t#100ms
FT0 |
Exail Q

ielect

[P Gray Encode]
WalueBit 0O ,_I_M

Bit 1
";, cu - Bit z
Bit 3 fiut_4.;
Out Pange
OutRange
[EGIET t6 BLL]
Bit 0O fut &
Bit 1 out &
[Cnt[017. Value Inp Bit 2 out 7
Bit 3 out §
Error

MLBE

F.bm-dmml—-ﬂ

Design Logic for Robot B
B Type [Routine] (unchanged) (2
OR1
OutRange =1 ouT1
IN2 —I :
o [ JJ
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c°nﬁgure Peer-to-peer As discussed in the following sections, you configure peer-to-peer

Communication

communication by:

¢ defining controller connections.

e assigning the HH-Network.

e choosing a peer-to-peer profile.

e defining peer-to-peer parameters.

e defining process signals for exchange.

Define Controller Connections

To define all of the controllers each controller can communicate with,
follow these steps.

1.

Right-click the resource you want to define controller
connections for and choose Peer-to-Peer Editor.

The title bar of the Peer-to-Peer Editor shows the name of the
selected controller. When the Peer-to-Peer Editor is opened for
the first time, it does not contain any entries.

In the project tree, click a resource and drag and drop it in the
Peer-to-Peer Editor.

Repeat step 2 to add more controller connections.

In the example below, RobotA (title bar) has a connection to
RobotB and RobotC. Because the return path is automatically
added, you do not need to drag RobotA onto the Peer-to-Peer
editors of RobotB or RobotC.

Project Edit Signals Online Windows Help
- FECAT4Estop

JiJRSLogix Guard PLUS Hardware Management { " =10l =]
[ Peer-to-Peer Editor [ Robota ] =10l =
J_| [elete Feer-to-Feer Connection [ Connect Process Signals [ Connect System Signals [ HH-Metwork-Configurati 3

E| A Configuration

Fesource | “Worst Caze| Metwork Frafile Fesponze Time [ms]| ReceiveT MO [me I Fie

;----gProgramming Terminal
- 8 HH-Netwark_1
E----:\C"\_Token Group_1

184

£ obotB (700 HH-Metwork_1 |Fast & Moisy 100 RO0 10
2 FobotC (700 HH-Metwork_1 |Fast & Moisy 100 RO0 10

< | ;IJ
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This example shows how the three Peer-to-Peer Editors would appear
if connections existed between all three controllers.

Ei Peer-to-Peer Editor [ Robota ] =101
J_| Delete Peer-to-Peer Connechion [ Cannect Frocess Sighals I Connect Sypstern Signals [ HH-M etwark-Configurat 3
Rezource | “Worst Caze| Metwork Profile Reszponze Time [mz]| BeceiveTkO [ms]| Re
1 FobatB  |700 HH-Metwark_1 |Fazt & Maisy 100 500 1EII|
2 RobaotC |00 HH-Metwork_1 |Fast & Noisy 100 500 00|
4| | |
Ei Peer-to-Peer Editor [ RobotE ] I [ 4|
|| Delete Peerto-Peer Connection I Connect Pracess Signals [ Connect Syatem Signals I HH-Hetyark -Configurati 3
Fesource | Worst Caze | Network Profile Fesponse Time [mz]| ReceiveT MO [ms]| Re
1 Robotd  |700 HH-Metwork_1 [Fast & Moisy 100 500 10
2 RobotC  |700 HH-Metwork_1 [Fast & Moisy 100 500 10
4 | 2
E. Peer-to-Peer Editor [ RobotC ] Ol =
J_| [elete Peer-to-Peer Connection [ Caonnect Process Sighals [ Cannect Systenn Signals [ HH-Metwark-Configurati 3
Resource | Worst Cagze | Metwork Frofile Responze Time [mz]| BeceiveThO [mz]| Re
1 Fobotd 700 HH-Metwork_1 |Fast & Moisy 100 500 10
2 RobotB (700 HH-Metwork_1 |Fast & Noisy 100 500 10
4| | i

Assign HH-Network

Peer-to-peer communication requires the HH-Network, which must be
entered in the Peer-to-Peer Editor.

To assign the HH-Network, click the HH-Network in the tree view and
drag and drop it in the Network column of the Peer-to-Peer Editor.
The return path is automatically updated with the HH-Network.

Ekslngin Guard PLUS Hardware Management
Project Edit Signals Cnline Windows Help

- PECAT4Etop [& Peer-to-Peer Editor [ Robota ] =101
- A Configuration

J_[ Delete Peerta-Peer Connection | Connect Process Signals [ Connect Spstem Signals l HH-Metworl-Configurati 23
Bl [4] Fioboth,

Resource | Worst Case| Network Profile Response Time [ms]| ReceiveTMO [ms]| R
E[E]Hmm G771 RobatB |70 HH-Wetwork_1 [Fast & Noisy 100 500 10
[3] RobotC
2 RobatC, Eﬂﬂ_? HH-Network_1 Fast & MNoisy 100 500 10!
---gProglamming Terminal

- B HHNetwot 1 |
Lot EToken Group_1

Al | _»Ji
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Choose a Peer-to-peer Profile

1. Click in the Profile column and choose one of the profiles.

Make sure that the profile is suitable for your network topology
and matches the HH profile.

See page 161 for a detailed description of all the profiles.

[ Peer-to-Peer Editor [ RobotA ] ;|g|5||
J_| [Delete Peer-to-Feer Connection [ Connect Process Signals [ Connect Spstem Signals [ HH-MHetwork-Caonfigurati
Resource | "Worst Case| Netwark Prafile Responze Time [mz]| ReceiveTMO [ms]| Re
1 RobotB  [7O0 HH-Metwork_1 || Fast & Moisy > ]|100 500 101
2 RobotC  [7O0 HH-Metwork_1 [ Fast & Cleanroom — [100 500 1)
tedium & Cleanroom
Medium & Moisp
4 Slow & Cleatmoom _l _pl
Slaw & M aisy

2. Click outside the table or press the Return key to activate the
selection.

The profile of the return path is automatically updated with the
new profile.

Define Peer-to-peer Parameters

The most important timing parameter of a safety related installation is
the Safety Time. Safety Time is the time a process can run with
incorrect controller outputs without affecting the safety of the process.

See the GuardPLC Controller Systems Safety Reference Manual,
publication 1753-RM002 for more details on the Safety Time.

The Worst Case Reaction Time (Tg) is the time within which two

linked controllers must detect the occurrence of a physical input
signal at PES; and put out the resulting physical output signal at PES,.

To guarantee the integrity of the application, the requirement below
must always be fulfilled.

Ty < Safety Time
When you choose a peer-to-peer profile, most parameters are

automatically preset. Because ReceiveTMO (safety-relevant) is part of
the Worst Case ReactionTime Ty (see Peer-to-peer Protocol Parameters
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on page 157), ReceiveTMO must be calculated and set manually by
overwriting the default value in the Peer-to-Peer Editor.

For profiles where ProdRate = 0 (Fast & Cleanroom, Fast & Noisy),
ReceiveTMO is:

ReceiveTMO = Ty — 2 x WDZ(PES;)) — 2 x WDZ(PES,)
For profiles where ProdRate # 0, ReceiveTMO is:
ReceiveTMO = [Ty — 3 x WDZ(PES)) — 2 x WDZ(PES,)] + 2

Calculate the ReceiveTMO with the suitable formula and overwrite the
default value in the Peer-to-Peer Editor.

Profile Responze Time [mz]| ReceiveTHO [mz]
Fast & Cleanrmoom 100 500

In first approximation, the ResponseTime can be calculated as:
ResponseTime = ReceiveTMO =+ 2

Overwrite the default value of the ResponseTime with the calculated
value.

TIP Setting the ResponseTime this way allows the controller to
resend a message, in case of unexpected message loss. For
best network performance, the ReceiveTMO and the
ResponseTime are optimized after the project has been
compiled, loaded and started on the controllers. At that time,
the actual ResponseTimes and the actual cycle times can be
read in the Control Panel.

Define The Signals to Exchange Between Each Controller
Connection

1. Right-click a resource in the project tree and choose
Peer-to-Peer Editor.

The Peer-to-Peer Editor opens.

2. Click a line number (leftmost column) in the Peer-to-Peer Editor
table.

This selects a controller with which the controller, named in the
headline of the Peer-to-Peer Editor, exchanges data.
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[ signal Editor Filter:*
| J_| Mew Signal | Delete Signal [ Help|

1

&

N

Open the Signal Editor by choosing Editor from the Signals
menu.

Click Connect Process Signals in the Peer-to-Peer Editor.

. Arrange the Signal Editor and the Peer-to-Peer (P2P) Process

Signals dialog boxes side by side.

When you open it for the first time, the P2P Process Signals
dialog box is empty.

Using the tabs below the button bar of the P2P Process Signals,
choose the direction of data exchange.

In the example below, the direction of data exchange is from
RobotA to RobotB.

In the Signal Editor, click a signal name and drag & drop it in
the P2P Process Signals.

You can also add signals by using the New Connected Signals
button. This creates a new line in the list, in which you must
enter the case-sensitive signal name exactly as defined in the
Signal Editor.

=100 ]

Mame Type Fietain Eonstant&;|

A1 Circuit_Feset BOOL
12 Cycle_lnputs

3 [Estopon B00L =loix

4 EStop_ch2 BOOL - || New Conrected Signal | Delete Conrected Signal | He|p|
1s Fault_Reset EDOL \Heha&FiobotB I RobotE -» Robotd I

E Input_Fault BOOL Typs H | Signal

7 Lamp3 BOOL 1 BOOL Circuit_Reset

g Lamp_Test BOOL 2 BOOL Output

9 Output BOOL

10 Pulze_Test_Fault BOOL

11 Pulze_Test_Source_chl (BOOL

12 Pulze_Test_Source_ch2 (BOOL —

13 Tiedown_Fault BOOL

4

il

188

Sending a signal from one controller to another (PES; —
PES,) makes the value of this signal available in PES,. To
process this value in the logic of PES,, identical signal
names must be used in the logic of both PES; and PES,.
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Compile and Download
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8. Change the direction of data exchange with the tab and define
the return signals.

The illustration below shows the signals that RobotB sends to
RobotA.

[ P2P Process Signals 'Robota’ - 'RobotB’ I ]
J_| Mew Connected Signal [ [elete Cannected Signal [ Help|
Rabots, > RobotB |

Type Signal
1 BOOL Fault_Reset
2 BOOL Tiedown_Fault

Compile Logic

If changes, such as adding or deleting a tag, are made to a connection
between two controllers, the code must be recompiled for both
controllers.

To compile logic, right-click the resource (controller) in the RSLogix
Guard PLUS! Project Management window, and choose Code
Generation.

Project Edit Signals Online Windows Help

- FECAT4Estop

E| A Configuration

i - B [4] Fohota
- B 2] RobotB

i M Prograrnring T erminal CFF-LIME-Simulation

- 8 HH-Netwark_1
E----:\C"\_Token Group_1

Code Generation

GN-LINE Tiest

If code generation is not successful, carefully check the Error-state
viewer in the Hardware Management window for error messages and
correct the errors.

Start Download

1. Using the Multi-Control Panel, click Select all ‘B to select all
controllers.

2. Click Stop B to make sure that all controllers are in Stop
mode.
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3. Click Download to start the simultaneous download for all
selected controllers.

The Action column shows the command that is currently
executed or a short status message. In the example below, the
downloads have completed successfully.

[E&lMulti Control Panel I ]

PADT Resource Online Table Help

|2y w3 WO <

Name System.Rack | CPLI State CPU Canfiguration CHC | Avg. Cycle | Rem. Force Time | Fauly 1/0 Mody Action
i Robotd  J60000.0 STOP /WaLID CONFIG EH#3ece3bed 2 0 0 Download: 0K
2 FobatB  J60001.0 STOP /YALID CONFIGI 6#c30413 2 0 0 Download: 0k

4

All operations successfully kerminated.

4. After successful download, the CPU Status is Stop/Valid
Configuration.

5. Select all controllers again if necessary, and click Coldstart to
start the application.

With the initial network settings made in the HH protocol and
Peer-to-Peer protocol, communication is likely to work, but the
settings can be optimized for homogenous network load and faster
message exchange.

IMPORTANT

If there is no real need to reduce Worst Case ReactionTime, do
not make changes to the WDZ and the ReceiveTMO!

Only optimize the ResponseTime.

A high WDZ or ReceiveTMO does not degrade performance, but
an optimized ResponseTime increases availability.

Before starting the optimization steps, let the project run for several
hours. Test as many operating conditions as possible to address timing
factors that may prevent a project from running after optimization.
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Check Routine Timing

1. In the Multi Control Panel, select all controllers and click Control
Panel.

2. In the Control Panels of each controller, click the Statistics tab.

< Control Panel [ RobotA] ;IEIEI
PADT Resource Communication Test Mode Extra Help
i “Control Panel [ RobotB] 57 I L | g. I 1p

PADT Resaurce Commurication TestMode Extre| ResoursStete | Safety Pasmeters | Statisics | P2P State | Distibuted 110 | HH Stste | EnvionmentData | 05 | 1P Setiings |
& 27 wEl »

Resource State I Safety Parameters | Statistics

Date / Time | 03/03/2004 16:08:20

| Date / Time | 03/03/2004 16:08:20

“Control Panel [ RobotC] _

last | ava. | min. [ ma
PADT Resource Communication Test Mo Cycle Time [ms] 3| 6 2 5
#7 | mEl| e o lae B oSl | 2] 2 [ 3] 0
Resource State | Safety Parameters | b Cuele Time [ms] 71 6|8 5 Mumber of Time Slices | 1 | 1 1 1

Com. Time Slice [ms] 2| 2 3 1}
Mumber of Time Sliees | 1 | 1 1 1

Diate / Time: | 03/03/2004 16:08:20

me;nhne F\dmln\stramr 4

|
Fmﬁn\ine F\dmirnstratur A

last | awa. | min. | max
Cycle Time [ms] Tl 7|9 ]
Com. Time Slice [ms]

MNurnber of Time Slces

ra
ra
=

FWF riline: Edmlnlstratnr A

3. Write down the maximum Cycle Time for each controller.
4. Write down the maximum Com. Time Slice for each controller.
IMPORTANT Before you c_ontinu_e to optimize set_tings, make sure that
Number of Time Slices (see above) is not greater than 1. If

Number of Time Slices max is greater than 1, more than one
CPU cycle is needed to carry out all communication tasks.

In this case, you need to determine if it is permissible for
communication to take multiple cycles to complete. This
depends on how many cycles can be completed within the
safety time.

If you need to increase the Com. Time Slice, start the code
generator again, and download and start the new routine on
the controller.
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Reconfigure Watchdog Time

To optimize the Watchdog Time to the lowest possible value, you
must know the maximum CPU cycle time. Cycle Time max., as
displayed on the Statistics tab of the Control Panel, is the value that
occurred so far, but is not necessarily the maximum value that can
occur depending on network and process conditions.

If the maximum Cycle Time cannot be estimated, run the project for
several hours and under as many conditions as possible.

Follow these steps to reconfigure the Watchdog Time.

1. In the project tree, right-click the first resource and choose
Properties.

2. Calculate a Margin of Safety, MoS:
MoS = 0.1 x (Cycle Time max.)
MosS should be at least 6 ms. If MoS < 6 ms, then
MoS = 6 ms

3. Readjust the Watchdog Time:

Watchdog Time = (Cycle Time max.) + (MoS)

In the example on the following page, the new Watchdog Time
is: 8 ms + 6 ms = 14 ms.

[ controlPancirobota] I /Configuration REHEEE e =B
PADT Resource Communication Test Mode Extra H
S 7> mal| » Tupe |GuardPLC 1800
Resource State I Safety Parameters | Statistics IF Name IF!oboLA IP SejL
Svstem [D [SRS] IBUUUU
Safety Time [ms] J100

‘watchdog Time [ms] |1 4

Date / Time | 02/15/2000 03: 36:00 Main Enable ”
Autostart v

Start/Restart allowed v

Loading allowed v

eI Test Mode allowed v

Cycle Time [ms] 5| 6|6 | 9 Onling Test allowed v
Com. Time Slice[ms] [0 | 0 [ 0] 2 Forcing allawed I

Mumber of Time Slices

Stop on Force Timeout v

max. Com. Time Slice [mz] IS

Code Generation Version |3 ﬁl
Ok | Lancel | Apply | Help |

Fmﬁnline \Adririistrator A
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4. For all controllers in your project, re-adjust the Watchdog Times
to their individual optimum values.
After these modifications, you must re-compile the
TIP . :
project with the Code Generator and download the
routines in the controllers again.

5. Start the project and let it run for a while.

6. If you encounter controller errors due to a Watchdog Time that
is too short, increase the Watchdog Time. Otherwise, continue
with the network optimization.

Check HH Status

In the Control Panel, click the HH Status tab.

| “Control Panel [ Robota ] ;IEIEI

PADT Resource Communication Test Mode Extra Help
& 7 v m EE|

Resource State I Safety Parameters I Statistics I P2F State I Distributed /0 | HH State IEnvlrUnmenlDala I os I IP Se‘li

|Iasl|avg.|m|n.|max.|
|BusCycIeT|me[ms]| Ell o | o | o |

Resource I LinkIDr I Statel RspT last [ms]| BspT ava. [ms]| BspT min. [ms]| BspT max. [ms]| Link Model Token Group IDI
Robote | 16#sa610001 [ — | 0 0 0 0 TCS direct | 4

The HH Status displays the following information.

Parameter Explanation

Bus Cycle Time | Time in milliseconds for a Token cycle. The value is 0, if Token Passing is
off (any Cleanroom profile).

Resource Name of the controller

Linkld Controller network ID

State Status of the communication

RspT o|f Link Mode is TCS direct (Token Passing OFF), RspT is the

ResponseTime of the HH profile for a message from PES; —PES, —
PES;, based on the network hardware and topology. This parameter

cannot be changed by the user.
o|f Link Mode is TCS TOKCYC (Token Passing ON), RspT is part of the Bus
Cycle Time.

Link Mode ¢ TCS direct when Token Passing is OFF.
o TCS TOKCYC when Token Passing is ON.

Token Group ID | ID of the Token Group

Read the RspT min parameter. This is the minimum time needed for
the communication modules (COM) of two controllers to talk to each
other. Refresh RspT values with Communication>Update HH State, if
Token Passing is OFF.
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i “Control Panel [ Robot1 ]
PADT Resource Communication Test Mode Extra Help

Check Peer-to-peer Status
In the Control Panel, click the P2P Status tab.

=lolx

7 r mEl|

Fesource State I Safety Parameters I Statistics | F2P State IDistributedI.-"D I HH State I Environment D ata I os I IF Settings I

iBesourced Spstem R ack] State FizpT last| RzpT av| FzpT min| RzpT max Meghlo| Ackizgho| DataSeq| Opens | Resends| Badisd E arlybdzg| ReceiveTl| ResendT| AckTMO| Curkever| Mewkever
RobotB B0001.0  |Connected] 11 10 5 13 54980 | 54979 54380 1 1] 1] 1] 500 100 0  [H000020¢16#000020e3

The P2P Status displays the following information.

| Parameter

Description

Resource

Name of the controller

System.Rack

Network ID of the controller

State

Status of the communication

RspT (last, avg,

Measured ResponseTime for a message from PES; — PES, —PES;, based on the network hardware, CPU cycle time,

min, max) and Peer-to-Peer profile. This parameter will be optimized later.

MsgNr Counter (32-hit resolution) for all messages sent to a controller. In the illustration above, Robot A has sent message no.
54980 to Robot B.

AckMsgNr The number of the received message that the controller has to acknowledge. In the illustration above, Robot A has
acknowledged message no. 54979 from Robot B.

DataSeq Counter (16-hit resolution) for sent messages, which contain process data. In the illustration above, Robot A has sent
data message no. 54980 to Robot B.

Opens Number of successful connects to a controller.
A figure higher than 1 indicates that a controller dropped out and has been reconnected.

Resends Counter (32-hit resolution) for messages that have been resent due to an elapsed ResendTMO.

BadMsgs Counter (32-bit resolution) for received messages that are corrupted, or are not expected at that instant.
A corrupt message, for example, is a message with a wrong sender or with a faulty CRC.
An unexpected message, for example, is an ‘Open’ command, when the controllers are already connected.

EarlyMsgs Counter (32-hit resolution) for received messages that are not in the correct sequence. If a message drops out and is lost
at the addressee, there is a gap in the received messages, and the next message comes early.

Receive Tmo | Receive Timeout as entered by the user (see Define Peer-to-peer Parameters on page 186).

ResendTMO Resend Timeout as set by the profile.

AckTmo Acknowledge Timeout as set by the profile.

CurKeVer CRC for the peer-to-peer configuration. Identical to the Peer-to-Peer system signal version (see page 181).

NewKeVer Reserved for future use.
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Reconfigure ResponseTime

The ResponseTime initially configured in Define Peer-to-peer
Parameters on page 186 was derived from theoretical considerations
and was chosen conservatively, to start the network running. The
ResponseTime actually needed is usually much smaller than the
theoretical value and can be optimized to improve network
performance.

To optimize the ResponseTime, follow these steps.

1. Open the Control Panels for all controllers in the project and
choose P2P State.

2. Position the horizontal slider so that you can read the
ResponseTime.

~Control Panel [ Robota ]

PADT Resource Communication Test Mode Extra Help
&7y m gl

Fesource State I Safety Parameters I Statistics | F2P State IDistributedI.-"D I HH State I Environment D ata I os I IF Settings

iBesourced Spstem R ack] State FizpT lagt [ms F|s FizpT min. [mz] | RzpT % MsgMo| Ackksgho| DataSec
l FobotB

60001.0  [Connected 12 ( 11 ) 5 19 83312 | 85311 23776

< Control Panel [ RobotB ]

PADT Resource Communication Test Mode Extra Help
&7y m gl

Fesource State I Safety Parameters I Statistics | F2P State IDistributedI.-"D I HH State I Environment D ata I os I IF Settings

Fesource | System.Fack | State FizpT lagt [ms F|s FizpT min. [ms FizpT max. [mz]| Msgho| AckMsgha| D
Robaotd 60000.0 | Connected 1 ( 10 ) 5 20 89274 | 89273 :
~—

3. Compare the RspT avg of two linked controllers for the forward
and return path.

Values for RspT avg may jump a bit.

4. Watch both readings for a couple of seconds and pick the
largest value.

Your reading need not be accurate to the millisecond.
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5. Note the larger of the two values.

The example on page 195 shows RespT avg for
Robot A — Robot B (11 ms) and Robot B — Robot A (10 ms).

6. Compare the RspT max of two linked controllers for the forward
and return paths.

Note down the larger of the two values.

The example on page 195 shows RspT max for
Robot A — Robot B (19 ms) and Robot B —Robot A (20 ms).

7. In the P2P State tab, check the entries for Resends and
EarlyMsgs.

a. If the entries for both Resends and EarlyMsgs are 0, no
messages have been repeated. In this case, delete the noted
RspT avg.

b. If one or more entries for Resends or EarlyMsgs is not 0,
messages have been repeated. In this case, delete the noted
RspT max.

~Control Panel [ RobotA ]

PADT Resource Communication Test Mode Extra Help
&7y m gl

Fesource State I Safety Parameters I Statistics | F2P State IDistributedI.-"D I HH State I Environment D ata I os I IF Settings |

iBesourced Spstem R ack] State Fiz{ B| Bq R M| Aq D Opens Resend: Noadisgs | EarlpMsgs | ReceiveTMO [ms]| ResendTHO [
RobotB E0001.0  [Connected| 10(10] 5 (19232357 1 k 1] ) 1] 1] 500 100
< Control Panel [ RobotB ]

PADT Resource Communication Test Mode Extra Help
&7y m gl

Fesource State I Safety Parameters I Statistics | F2P State IDistributedI.-"D I HH State I Environment D ata I os I IF Settings

Fesource | System. Fach State Fiz| B Fizl M| Ad D| Opens /| Resends kadMsgs Eailytsgs | ReceiveTMO [ms]| ResendTHO [m
Robats E0000.0 |Connected| 10 (11| 5| 20 (2212267 1 \ 1] / 1] 1] 500 100

N

8. Enter the remaining noted value for RspT, either avg or max, in
the ResponseTime of the Peer-to-Peer Editor.

E Peer-to-Peer Editor [ Robota ] =10l =

J_| [elete Feer-to-Feer Connection [ Connect Process Signals [ Connect System Signals [ HH-Hetwork-Configuration [ Help|

{Hesnuice  Worst Caze| Network Frafile Fesponse Time [ms]| ReceiveTMO [ms]| FesendTMO [ms]| AckTHO [ms]| ProdRate [ms]| Queus
1 | Fobote (700 HH-Metwork_1 |Fast & Moizy 100 500 100 1] 1] 2
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Reconfigure Receive Timeout

1. Set the new ReceiveTMO to: 2 x ResponseTime.

2. The Worst Case Reaction Time is optimized and displayed in the
Peer-to-Peer Editor (see above).

3. Compile the project.
4. Download the routines in the controllers again.

5. Start and test your application.
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Notes:
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Introduction to EtherNet/IP Communication

Introduction
Topic Page
EtherNet/IP Communication Overview 199
Add EtherNet/IP Protocol to the Resource 203
View the Controller IP Settings 204
Configuring Communication Between the Controller and a 205
PanelView PLUS Terminal

EtherNet/]P Communication EtherNet Industrial Protocol (EtherNet/IP) is an open networking
Overview standard communication protocol. GuardPLC 1600 and

GuardPLC 1800 controllers can connect to other EtherNet/IP devices,
such as other controllers, HMIs or distributed I/O blocks.

To use the EtherNet/IP network, the GuardPLC 1600 or GuardPLC
1800 must meet these requirements.

Operating System Version
CPU 6.28
CcoOM 10.36

A GuardPLC controller can be configured as an EtherNet/IP scanner
(originator) and/or adapter (target). Signals are exchanged between
the scanner and the adapter in packets within the user-defined time
(Requested Packet Interval).

GuardPLC Controller as an Adapter

To configure a GuardPLC controller as an adapter, configure the input
and output assemblies in the GuardPLC controller by using RSLogix
Guard PLUS! software and then connect signals to the I/O assemblies.

RSLogix Guard PLUS! software is used to create EtherNet/IP
assemblies for the GuardPLC controller. An adapter input assembly
(IN_120) and output assembly (OUT_121) are created automatically
when EtherNet/IP protocol is added to the controller. You can use
these standard assemblies or create your own by using RSLogix Guard
PLUS! software.
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The GuardPLC controller can be used as a Class 1 adapter, a Class 3
adapter, or as an unconnected adapter to communicate to Logix
controllers, PLC-5 or SLC 5/05 controllers, or PanelView Standard
terminals. See Chapter 19 for information on using the GuardPLC
controller as an adapter.

Class 1 Connections

GuardPLC assemblies may have various sizes and have signals of
different types associated with them. An EtherNet/IP scanner can
establish Class 1 connections to the GuardPLC controller to read from
the input assemblies and write to the output assemblies. When
establishing a Class 1 connection, the data is addressed by using the
unique instance number of the assembly object. This is similar to
establishing a Class 1 connection to an I/O module but different than
establishing a Class 1 connection to Logix controllers where data is
addressed by a name.

Class 3 Connections

An EtherNet/IP scanner may be used to establish Class 3 connections
to the GuardPLC controller. The Class 3 connection can be used to
send explicit requests to any of the implemented objects, including
Identity, Assembly, PCCC, Connection Configuration, Port, TCP/IP and
Ethernet Link. Connected explicit requests may be used to read
assembly data from an input adapter assembly and write data to the
output assembly.

Unconnected Adapter

Using the GuardPLC controller as an unconnected adapter is similar to
using it as a Class 3 adapter. In both cases, an explicit message is sent
from the client to the GuardPLC controller, addressing one of the
built-in objects, including Identity, Assembly, PCCC, Connection
Configuration, Port, TCP/IP and FEthernet Link. In the case of an
unconnected adapter, the message is not sent over a connection, but
is sent as a single, independent request.
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Scanner Assemblies

Adapter (Target)
Assemblies
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GuardPLC Controller as a Scanner

The scanner data memory is divided into input and output buffers of
assemblies. The input area is used for signals received from the target
(consumed data). The output area is used for signals transmitted to
the target (produced signals). Each I/O assembly must have a
corresponding signal connection. Signal connections are configured
by using RSLogix Guard PLUS! software. The scanner data memory is
configured via a scanlist by using RSNetWorx for EtherNet/IP software.
To enable the GuardPLC controller to scan I/O, set up the controller
as a scanner. See Chapter 20 for information on using the GuardPLC
controller as a scanner.

FLEX'1/0, POINT 1/0,

CompactlLogix Controllers

ControlLogix or

Produced Signals/

\Consumed Signals

100
Outputs

101
Inputs

Input Assemblies
(IN_120)

(OUT_121)

Output Assemblies

\\Ks

Produced Signals

Consumed Signals

CompactLogix Scanner

ControlLogix Scanner

Generic Device

Read/Write

Read

PLC-5
SLC 5/05
PanelView Standard
(Via Explicit Messages)
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Data Limits

In addition to the Ethernet/IP protocol, other protocols (for
example, PROFIBUS-DP, TCP S/R, and others) can also be

executed on a GuardPLC controller at the same time.

A total of 16284 bytes of data can be transmitted and received
per GuardPLC controller. These 16284 bytes can be arbitrarily
divided between the protocols. However, the system signals for
the configured assemblies must be subtracted from the
maximum of send and receive data.

GuardPLC Controller as an Adapter

Up to 64 assemblies of any type (input or output) can be configured
in one GuardPLC controller acting as a target, as long as the maximum
transmit or receive data is not exceeded. However, because there are
always 2 scanner assemblies, the true maximum for adapter
assemblies is 62. These assemblies must have instance numbers in the
range of 120...183. All input adapter assemblies and the input scanner
assembly together should not exceed 16K in size. Likewise, all output
adapter assemblies and the output scanner assembly together should
not exceed 10K in size.

If an adapter assembly is used for Class 1 PCCC access, its size is
limited only by the total buffer size for all of the assemblies listed
above. However, if the adapter assembly is used for Class 1 implicit
access, the size of the assembly should not exceed 502 bytes. This is a
limitation that EtherNet/IP protocol puts on any EtherNet/IP adapter.
These 502 bytes include a Run/Idle status header, if the output
assembly is configured to use the header. When the Run/Idle header
is used, the actual maximum size for the data is 498, because the
header uses 4 bytes. A similar limitation applies for explicit CIP access.

If the adapter assembly is used only for PCCC access, its size can
exceed the 502 byte limit. Any one PCCC command cannot address

more than 244 bytes. However, an offset can be specified to allow
access to any assembly portion up to a maximum of 16K.

GuardPLC Controller as a Scanner

The Scanner (GuardPLC controller) can connect up to 32 connections,
which can be configured in different targets.
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Signal Connections

It is your responsibility to allocate assemblies to be of the desired
connection size. You do this by assigning signals, created in the Signal
Editor, to the scanner buffers or adapter assemblies.

For more information on creating signals by using the Signal Editor,

refer to the Using RSLogix Guard PLUS! Software with GuardPLC
Controllers Programming Manual, publication 1756-PMQ01.

Software Required to Configure EtherNet/IP Communication

This table lists the software required to make EtherNet/IP connections.

Function Software
communication RSLinx
EtherNet/IP Configuration RSNetWorx for EtherNet/IP

RSLogix Guard PLUS!, Program Management,

, o . version 4.1 or later
Programming Application Logic

RSLogix Guard PLUS!, Hardware Management,
version 7.56.10 or later

Add EtherNet/IP Protocol to 1. Expand the Resource folder in the project tree.
the Resource

2. Right-click the Protocols folder under your Resource and choose
New>EtherNet/IP.

ERSLogiH Guard PLUS Hardware Management
Project Edit Signals Online Windows Help

B- 'E= SDProject
Validate
A2 ASCI Protocol

E| A Configuration
| 2-PE [60000] Resource

i [ Distributed 140

5----‘Typelnstance
...[D] GuardPLC 160

é----gProgramming Terminal Copy EIE)
- MCP Configuration

Paste "ﬁ! HSP Protocol
Delete = Interbus Master
Print... "m;:; Modbus Master

Proverties e Modbus Slave
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View the Controller IP
Settings

204

RSLogix Guard PLUS! software creates an EtherNet/IP branch under
the Protocols folder where it adds the scanner and the adapter
assemblies.

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

B- 'E= SDProject
E| A Configuration
R (60000] Resource
- (2] Distributed 1/0

E| [ Pratocals

: @211 0uT_121
é----‘TypeInstance

Scanner defines the GuardPLC controller’s scanner I/O space, which
consists of two buffers: one to store input data and one to store
output data.

The controller’s adapter input assembly, [120]IN_120, contains data
that is produced by the GuardPLC controller. The controller’s adapter
output assembly, [121]JOUT_121, contains the data that is consumed
by the GuardPLC controller.

You need to know the IP settings for the GuardPLC controller when
you configure a device to communicate with it over the EtherNet/IP
network.

To view and configure the IP settings for the GuardPLC controller,
follow these steps.

1. Expand the controller in the project tree.

2. Right-click COM and choose Properties.

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

E- T8 5DProject Configuration/Resource /GuardPLC 1600,/CE I ]
£l 4 Configuration
- B [60000] Resaurce IExtended | License Key |
g [oDistibuted 1/0 IPéddess | 192 . 1e8 . 0 . 9
=[] Pratacals
E-ARPEthemet/AF Subriet Mask I 285 . 285 . 252 ]
: é----EﬁScanner Default Gateway I i} . i} . i} . i}
[EEM20]IN_120
“EE121]0UT_121
‘Typelnstance
-0 GuardPLE 1600
o COM
B cru
~[@en]DI 2001 20
E""."[2] pDogpos ok LCancel Apply Help
----gProgramming Terminal
- |8 HH-Netwark_1
- MCP Configuration
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Parameter

Description

IP address

The IP address uniquely identifies the module. The IP address is in the form
XXX XXX.XXX.XXX where each xxx is a number between 0...255. These are reserved values
you cannot use:

e 127.0.0.1
¢ 0.0.00
e 255.255.255.255

subnet mask

Subnet addressing is an extension of the IP address scheme that allows a site to use a
single network ID for multiple physical networks. Routing outside of the site continues by
dividing the IP address into a net ID and a host ID via the class. Inside a site, the subnet
mask is used to redivide the IP address into a custom network ID portion and host ID
portion. This field is set to 0.0.0.0 by default.

If you change the subnet mask of an already-configured module, you must cycle power to
the module for the change to take effect.

gateway

A gateway connects individual physical networks into a system of networks. When a node
needs to communicate with a node on another network, a gateway transfers the data
between the two networks. This field is set to 0.0.0.0 by default.

Configuring Communication
Between the Controller

and a PanelView PLUS
Terminal

Publication 1753-UM001C-EN-P - March 2010

For more information on the EtherNet/IP network, refer to these
publications from Rockwell Automation:

e EtherNet/IP Performance Application Solution, publication
ENET-AP001

e EtherNet/IP Modules in Logix 5000 Control Systems User
Manual, publication ENET-UM001

To enable communication between a GuardPLC 1600 or
GuardPLC 1800 controller and PanelView PLUS terminal, you need the
following software”

e RSLinx Enterprise, version 5.0 (CPR9)

e FactoryTalk View Studio Machine Edition, version 5.00.00
(CPR9)

e RSLogix Guard PLUS, version 4.1 (Build 6111)
This section guides you through:

e setting up FactoryTalkView Studio Machine Edition software
e adding Ethernet/IP protocol to your RSLogix Guard PLUS project

e creating a graphic display that can read and write INT and
BOOL data to and from the GuardPLC controller
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Set Up FactoryTalk View Studio Machine Edition Software

Follow these steps to setup FactoryTalk View Studio Machine Edition
software.

1. Open FactoryTalk View Studio software.

2. Add the RSLinx Enterprise server to your application.

@ FactoryTalk View Studio - Machine Edition

File Wiew Application Tools Window
FEE IR
Explorer - GuardPLC_CPR9test
=9 Local (USMATYWEWALTZ3)
= fim GuardPLC_CPRStest
= B4 R5Lin Enterprise
Iﬂﬂ Communication Setup
= [ GuardPLC_CPRItest
[#-[] System
=123 HMI Tags
Tags
[#1-(_1 Graphics
(=14 Alarms
m Alarm Setup
(=14 Information
B Infarmation Setup
Infarmation Messages
(=14 Logic and Contral
[ Macros
(=14 DataLog
&P Data Log Models
(=14 RecipeFlus
RecipePlus Setup
RecipePlus Editar
(=[] System
(L] Action Groups
# [ Palicies
[+ 25 Metwarks and Devices
[#-[[ Users and Groups
[#- [ Connections

Application lCommunicaﬁons I

3. On the Communications tab, verify that RSLinx Enterprise
software can browse and locate the GuardPLC controller.

@ FactoryTalk View Studio - Machine Edition
File Wiew Application Tools Window Help

CERIE XA
Explorer - GuardPLC_CPR9test

[=1 _ﬂn R5Linx Enterprise, USMAYWEWALTZS
[+ 1789-417, Backplane
=@ Etherhet, Ethernet
= 192,168,0,99, 1753-L32666x-8A, 1753-L32B6Bx-64 GPLC 1800

Mode: Online |N0t Browsing

Ipplication Communications I
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4. To add a shortcut for the GuardPLC controller to your
application, double-click Communication Setup under the
RSLinx Enterprise Server.

@ FactoryTalk View Studio - Machine Edition
File Wiew Application Tools Window Help
) 0@ &£k =
Explorer - GuardPLC_CPR9test
% Local [USMATYWEWALTZ3)

=) fls GuardPLC_CPR3test
= E R5Lins Enterprize

=iy HMI Tags
-

5. On the Design (Local) tab, select the GuardPLC controller.

6. On the Device Shortcuts pane, click Add and type a name for

the shortcut.

When you choose a name for the shortcut, note that because
there is no tag browsing for GuardPLC controllers, you will have
to type this shortcut name for each object in your graphic
displays.

@ FactoryTalk View Studio - Machine Edition
File Wiew Application Tools Window Help
S Dz 2R =
Explorer - GuardPLC_CPR9test %]
Local [USMAYWEWALTZI A
= fin GuardPLC_CPR%test
= % Ri5Lin= Enterprize

Iﬂﬂ Communication
=8 GuardPLC_CPR3t:

= /| Communication Setup - RNA://SLocal/GuardPLC_CPR9test/RSLinx Enterprise

Device Shortcuts Design [Locall | Runtime (Target] |

M 4 Copy from Design to Runtime

2 GuardPLC1800

+- System
—- 23 HMI Tags
g Tags

—- 24 Graphics

+ Displays
Global Obje
+ Libraries

+ Fag Images

RSLinx Enterprise, USMAYWEWALTZS
+ 83 1769-A17, Backplane
= &5 EtherMet, Ethernet

== 192.168.0.99, 1753-L3266Ex-6A, 1753-L32EBEx-8A GPLC 1800

[#] Parameters —

Local Mess Offline Tag File

Browse. ..

- 23 Alams
B slam Setup
—-23 Information
BB Information
Information

--24 Logic and Conlr

[ oK_] Cancel| ity | Hel

F Macne
>

< >

Application | Communications
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Project Edit Signals Online Windows Help

=N 'E= Fplus
= Al Configuration
- B&! [0000] Resource

=~ (1] Protocals

- @I[23] 0UT_123
5----ﬂTypeInstance

+ -[E[0] GuardPLC 1800
----gProgramming Terminal
- MCP Configuration

| | B

Add Ethernet/IP Protocol to Your Project

Next, you need to add the Ethernet/IP protocol to your project in
RSLogix Guard PLUS software. Follow these steps.

In the Hardware Management window of RSLogix Guard PLUS
software, right-click Protocols and choose Add Ethernet/IP.

Ta| RSLogix Guard PLUS Hardware Management g@|2|

ki

112072007 T0:02:08.730, Info: [ Resource [ Resource successhully started.
11/20/2007 10:40:01.037, Info: [ Resource | User ‘Administrator’ logged out.

11/20/2007 10:40:01.047, Info: [ Resource | Offline.
<

»
-]
-

[

By default, the software creates one input assembly (120) and
one output assembly (121). Input and output are referenced to
the scanner. Thus, an input assembly is used to send data from
the GuardPLC controller to the PanelView Plus terminal. An
output assembly is used to send data from the PanelView Plus
terminal out to the GuardPLC controller.

For simplicity, use separate assemblies for each of the four types
of data transfer, as shown above.

e Reading integers from the GuardPLC controller
e Reading BOOLs from the GuardPLC controller
e Writing integers to the GuardPLC controller
e Writing integers to the GuardPLC controller

2. To add an assembly, right-click Ethernet/IP, choose New and
then either input or output assembly.
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Read Integers from the Controller and Display Them on the
PanelView Plus Terminal

This example uses input assembly 120 and shows how two integers
can be read by the PanelView Plus terminal. Two INT tags,
fromGuard_INT1 and fromGuard_INT2, were used in the controller as
shown.

The names, tag01 and tag02, in the input assembly window could be
any names unique to the GuardPLC controller. The offsets must be
renumbered by using the New Offsets tab. The order of this offset
determines the order in which these tags appear in the buffer.

E RSl ogix Guard PLUS Hardware Management g@“z|
Project Edit Signals ©Online Windows Help

= 'E= Pyplus

=+l Corfiguration @ jﬂﬁ
=- B [B0000] Rescurce Mew Signal | Delete Signal | Mew Dffsets | Help
- [7] Distributed 110
=~ [ Protocols Dl 1 L ]
=-APEthemet AP Mame | Type Size | Offeet | Signal
EﬁScannal 1 tag0l  |INT 2 0 fromGuard_IMT1
[ 1201 IN_120 2 tagl2  (INT 2 2 fromGuard_INT2
EmI211auT_121
[E@mnzz1n_122
- @123 0UT_123
+%[TDB;D;L:?;LC; 1800 i Signal Editor - [o] %]
--nggramming Termina Mew Signal | Delete Signal | Help
--MCP Configuration Mame Type Retain | Constant | Description | Init Yalue
dummy1 BOOL
durmy2 BOOL
fromGuard_BOOLY [BOOL
fromGuard_BOOLZ |BOOL
fromGuard_[MT1  [INT
fromGuard_[MT2  [INT
toGuard_BOOLT  |BOOL
toGuard_BOOLZ  |BOOL
toGuard_[MT1 INT
a toGuard_[MNT2 INT

Tatal size: 4 bytes

= oo |~ || e ma| =

i & Olm
12072007 10:40:00.037, Info: [ Resource T User ‘Administrator logged out.

11/20/2007 10:40:01.047, Info: [ Resource ] Dffline.

11/20/2007 10:57:56. 744, Info; /Configuration/[B0000] Resource/Protacals/Ethemet/IP124] IN_124 deleted.
< |

-
e =

The numeric display objects shown below read the two integers from
the GuardPLC controller. Tags N120:0 and N120:1 were used to match
the input assembly used in the GuardPLC controller. The GuardPLC
controller does not use the ‘N’; it is required for FactoryTalk View
software.

£ Graphic1 - /GuardPLC_CPR9test// (Display) (= |[E]X]

INT1 read [N120:0] INT2 read [M120:1]
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N120:0 corresponds to the first INT tag in the GuardPLC assembly 120.
N120:1 corresponds to the second INT tag in the GuardPLC assembly

120.
Numeric Display Properties Pz| Numeric Display Properties Pz|
General] Common  Connections l General] Common  Connections l
Mame | Tag / Expression | Tag | Exprn Mame | Tag / Expreszion | Tag | Exprn
+ |{:: GuardPLC1 800N 1200} + |{:: GuardPLCT800JM120:1}
Palarity + Palarity +
0K | Cancel Help (] 4 | Cancel Help

Read BOOLs from the GuardPLC Controller and Display Them on
the PanelView Plus Terminal

This example uses input

assembly 122. Two BOOL tags,

fromGuard_BOOL1 and fromGuard_BOOL2, were used in the

controller as shown.

Project Edit Signals Online Windows Help
= f:P\f'p\us

= 4l Configuration
- B [FD000] Resource
- [ Distributed 110

R ml122] N

- [El[1231 0UT_123
‘Typelnslan:e

+-[@B0] GuardPLT 1300
gpragramming Terminal
MCP Configuration

[ Signal Connections [ /Configuration/[60... 'E

MNew Signal | Delete Signal | New Dffsets | Help
Output \Infu ]

Mame Type Size | Offzet | Signal
tagl5  |BOOL 1 0 fromGuard_BOOLT
2 tagf  |BOOL 1 1 fromGuard_BOOLZ

Total size: 2 bytes

New Signal | Delete Signal | Help

BEE

i RSl ogix Guard PLUS Hardware Management E_lrﬁ‘ X

Mame Type Fietain | Constant | Description | Init Walue
1 dummy1 BOOL
2 dummy2 BoOL
3 fromGuard_BOOLT (BOOL
4 fromGuard_BOOLZ2 |BOOL
5 fromGuard_INTT  |INT
B fromGuard_INT2  |INT
7 toGuard BOOLT  |BOOL
[ toGuard BOOLZ  |BOOL
9 toGuard_[NT1 INT
10 taGuard_[MT2 INT

4 2l

-

11/20/2007 10:40:01.047, Infe: [ Resounce | Offline.

|

1172072007 10:40:01.037, Info: [ Resource | User Administiator logged out

11/20/2007 10:57:56.744, Inte: /Configuration/[E0000] Resource/Pratocals/Ethemet/IPA[124] IN_124 deleted

-
|
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The multistate indicator objects shown below read the two BOOLs
from the GuardPLC controller. Tags B122:0 and B122:1 were used to
match the input assembly used in the GuardPLC controller. The
GuardPLC controller does not use the ‘B’; it is required for FactoryTalk
View software.

F= Graphic1 - /GuardPLC_CPR9test// (Display) (=3
-~

BOOL1 read [B122.0.0]  BOOL2 read [B122:0.8]

B122:0.0 corresponds to the first BOOL tag in the GuardPLC assembly
122. B122:0.8 corresponds to the second BOOL tag in the GuardPLC
assembly 122.

Multistate Indicator Properties P§| Multistate Indicator, Properties Pz|

General] States] Common  Conhections l General] States] Common  Connections l

Tag / Expreszion | Tag | Expin

| Tag / Expreszion | Tag | Expin
4 |{:[GuardPLC1800JE122:0.0}

4+ |{:[GuardPLC1800)E122:0.8}

()8 | Cancel | | Help | oK | Cemee] | | Help |
TIP GuardPLC is a BYTE machine. BOOL tags take up a complete

BYTE in the buffer. That is why .0 and .8 are used in the VIEW
tags to read the first bit from the GuardPLC byte. If a third BOOL
tag was read, the address in the VIEW tag would be B122:1.0.
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Writing Integers to the GuardPLC Controller from the PanelView
Plus Terminal

This example uses output assembly 121 and shows how two integers
can be written by the PanelView Plus terminal. Two INT tags,
toGuard_INT1 and toGuard_INT2, were used in the controller as
shown.

Tl RSLogix Guard PLUS Hardware Management
Project Edit Signals oOnline Windows Help

= TEPVplus
IE_=. A Corfiquration & Signal Connections [J'Cnnfiguratinnf[....E
=- B [50000] Resource New Signal | Delete Signal | Mew Offsets | Help

&[] Digtributed /0 nputs Ilnfu 1

- [ Protocols

H 2 EPEthemet/ P Name | Type Size | Offset | Signal

- S canner 1 tagl3  |INT 2 0 tolGuard_INT1

[120]”4 120 2 tagd  [IMT 2 2 tolGiuard_[MT2
[@ii211 0uT_121

[En221IN_122 Total size: 4 bytes
@23 0T 123

JEE Typelnstance @ jﬂﬂ

“_gpr;'gzijglgﬂﬁjmw MNew Signal | Deletez Signal | Help

MCF Configuration MName Type Retain | Constant | Description | Init Value
1 durmmy1 BOOL
2 dummy2 BOOL
3 fromGuard_BOOLT [BOOL
4 fromGuard_BOOLZ |BOOL
5] fromGuard IMT1 - [INT
B fromGuard_INT2  |INT
7 toGuard BOOLT  |BOOL
2 toGuard_BOOLZ  |BOOL
] talGuard INT1 INT
10 tolGuard INTZ INT

‘ || | »

12072007 T0:40:01.037, Infa: [ Resource [ User Administrator’ logged out.

11/20/2007 10:40:01 047, Info: [ Resource ] Offline

11/20/2007 10:57:56.744, Info: /Configuration/[50000] Resouce/Protocols/Ethemet/ AP /1 24] IN_124 deleted,
4

=
4]

The numeric input objects write the two integers to the GuardPLC
controller. Tags N121:0 and N121:1 were used to match the output
assembly used in the GuardPLC controller. The GuardPLC controller
does not use the ‘N’; it is required for FactoryTalk View software.

I Graphic1 - /GuardPLC_CPR9test// (Display) EEX
-~
INT1 werite [M121:0] INT2 write [M121:1]
w
¢ >

212 Publication 1753-UM001C-EN-P - March 2010



Introduction to EtherNet/IP Communication ~ Chapter 18

N121:0 corresponds to the first INT tag in the GuardPLC assembly 121.
N121:1 corresponds to the second INT tag in the GuardPLC assembly

121.
Numeric Input Enable Properties g| Numeric Input Enable Properties g|
General] Label ] Numeric] Timing] Common  Connections l General] Label ] Numeric] Timing] Common  Connections l
Mame | Tag / Expression | Tag | Exprn Mame | Tag / Expreszion | Tag | Exprn
—+ i [GuardPLC1 800N 121:0} | = —+ i [GuardPLCT B00JM121:1} |
Optional Exp —+ ses Optional Exp —+
Enter -+ e Enter -+
Enter Handshake 4= e e Enter Handshake 4=
OK | Cancel Help ] | Cancel Help

Writing BOOLs to the GuardPLC Controller from the PanelView
Plus Terminal

This example uses output assembly 123. Two BOOLs are written by
the PanelView Plus terminal to the controller. Four BOOL tags,
toGuard_BOOL1 and toGuard_BOOL2 and two dummy tags, were
used in the controller as shown on the following page.

The dummy tags are required because BOOL extensions cannot
be used on the write tags within the PanelView Plus terminal.
INT tags must be used on the terminal side. Because an integer
is 2 bytes, a dummy is needed to fill this space in the
controller's buffer. A BOOL tag takes up a complete byte in the
GuardPLC controller's buffer.

TIP
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Momentary Push Button Properties

General] States] Common  Connections l

T2l RSLogix Guard PLUS Hardware Management
Project  Edit Signals Online ‘Windows Help

= T8 Pplus
.E;=. ‘Dgunﬁgwamn & Signal Connections [ fConfigurationd[6... !E
2 &[SUDDU]HESUWDE MNew Signal | Delete Signal | New Offsets | Help
£ Distributed 110 e Ilnfn 1
=+ [ Pratocels
H - APEthemet AP Mame Type Size | Offset | Signal
wScanner 1 tag20 |BOOL 1 0 toGuard_BOOLT
L [{120] IN_120 2 tag2l  [BODL 1 1 durnmyl
@21 0uT_121 3 tag22  (BOOL 1 2 toGuard_BOOL2
b [EEN221IM_122 4 12023 [ROOL |1 3 L2
- EEl[123] DUT_123
W Typelnstance Total size: 4 bytes
+- [0 GuardPLC 1800
gprugramming Temninal Ez jﬂﬂ
- MCP Configuration News Signal | Delste Signal | Help
Name Type Retain | Constant | Description | Init Yalue
1 dummy1 BOOL
2 dummy2 BOOL
3 fromGuard_BOOLT |BOOL
4 fromGuard_BOOLZ2 |BOOL
5 fromGuard_INT1  |INT
B fromGuard_IMNT2  |INT
7 toGuard BOOLT  (BOOL
a8 toGuard BOOLZ  (BOOL
9 taGuard_IMT1 INT
10 toGuard_INT2 INT
« | Olim

T1202007 10:40:07.037, Tnfo: [ Resource | User Administrator [ogged out.

11/20/2007 10:40:01.047, Infe: [ Resource | Offine.

1172042007 10:57:56.744, Info: /Configurationd[E0000] Resource/Protocols/Ethemet/APA124] IN_124 deleted.
<

-
=

These momentary pushbutton objects write the two integers to the
GuardPLC controller. Tags N123:0 and N123:1 were used to match the
output assembly used in the GuardPLC controller. The GuardPLC
controller does not use the ‘N’; it is required for FactoryTalk View
software.

I Graphic1 - JGuardPLC_CPR9test// (Display) [ |[E][X]
-~

BOOLT write [N123D] BOOL2 write [N1231]

N123:0 corresponds to the first two BOOL tags in the GuardPLC
assembly 123. The first tag changes between 0 and 1; the second is
the dummy tag. N123:1 corresponds to the next two BOOL tags in the
GuardPLC assembly 123.

P§| Momentary Push Button Properties PZ|

General] States] Common  Connections l

Hame | Tag / Expression | Tag | Expim Narme | Tag / Expression | Tag | Exprn

4 [{:[GuardPLCT200M123:0}

4 [ [GuardPLCTB00MN123:1}

Indicator +

Indicator +

QK | Cancel Help 0k | Cancel | | Help |
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Configure the GuardPLC
Controller as an Adapter
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Topic Page
Configure the GuardPLC Controller as an Adapter 215
Open a Class 1 Connection from a Logix Controller to the GuardPLC 219
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Use a GuardPLC Controller as an Unconnected Adapter 235
Use Unconnected PCCC Messaging from a PLC-5 or SLC 5/05 Controller | 235
Use Unconnected CIP Messaging from a PanelView Standard Terminal | 243

Make sure the GuardPLC controller resource has the EtherNet/IP
protocol added under the Protocols folder in the RSLogix Guard PLUS!
Hardware Management project tree. If it does not, see page 203 for
instructions on adding EtherNet/IP protocol.

Configure the Adapter Input Assembly

Input assemblies contain data that is produced by the GuardPLC
controller and consumed by a scanner.

1. You can use the default input assembly IN_120 or create a new
input assembly by right-clicking EtherNet/IP in the project tree
and choosing New > Input Assembly.

2. Modify the input assembly properties, if desired, by
right-clicking the input assembly and choosing Properties.

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

B- 'E= SDProject
E| A Configuration
© =B [50000] Resource
: b (] Distributed 1/0
E| [ Pratocals
. 2-EPEthemat/P

211 0uT_121

HIE £ P P,

[ /Configuration/Resource /Protocols/EE I ]

Assembly 1D [120
Run/ldle header [~

IInput_assemny

JIN_120

Ok | Lancel Apply Help
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3. Type the name for the input assembly in the Name field.

The Assembly ID can be any number from 120...183. All
Assembly IDs under the same EtherNet/IP folder must be
unique.

If the Run/Idle header box is checked, the assembly uses a
Run/Idle header. This four-byte header contains Run/Idle
information about the GuardPLC controller that can be used in
the scanner’s application logic. The GuardPLC controller sends
this Run/Idle header along with the data in the assembly when it
is read.

Usually this box should be unchecked. Normally, the Run/Idle
header will always be used for output assemblies and sometimes
used for input assemblies. However, this may not hold true for
connections to non-Rockwell Automation scanners.

If the Run/Idle header is checked, the input data size specified
by the scanner should be four bytes larger than the actual
GuardPLC controller input assembly size. This is necessary
because the input Run/Idle header, unlike the output one, is not
stored in the GuardPLC assembly, it is automatically added by
the GuardPLC controller when it sends the packet. So, if both
input and output assembly Run/Idle flags are checked, the input
size specified by the scanner should be four bytes larger than
the target assembly size and the output size specified by the
scanner should be four bytes smaller than the target assembly
size.

Configure the Adapter Qutput Assembly

1. You can use the default output assembly OUT_121 or create a

new output assembly by right-clicking EtherNet/IP in the project
tree and choosing New > Output Assembly.
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2. Modify the default output assembly properties, if desired, by
right-clicking the output assembly and choosing Properties.

ERSLogiH Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

= TasOPcict fll /Configuration/Resource/Protocols;Eth: I ]
B- A Configuration
- B [60000] Resource Type IDUtDut_aSSemny
b (] Distributed 1/0 Name [auT 121
& Protacals Agsembly D |1 21

E"E:!PEEEE;EMP Run/ldle header [v
: [12‘30??;[_120 Data initialization [
: [ 21] OUT_121
é----‘TypeInstance ok | LCancel | Apply | Help |
- IRI0] GuardPLE 1600

3. Type the name for the output assembly in the Name field.

The Assembly ID can be any number from 120...183. All
Assembly IDs under the same EtherNet/IP folder must be
unique.

If the Run/Idle header box is checked, the assembly uses a
Run/Idle header. The default is checked. Typically, output
assemblies always use the Run/Idle header. Checking the
Run/Idle header box indicates that the first 4 bytes of the data
received by the GuardPLC controller contains the Run/Idle
header produced by the scanner. These 4 bytes are stored in the
beginning of the assembly buffer and you can use the associated
signal in the GuardPLC controller’s application logic that
depends on the scanner’s Run/Idle state.

If the Data initialization box is checked, the controller uses the
consumed initial values if the corresponding I/O connection
disconnects. If it is not checked, the controller does not use
initial values and the data stays in its last state. The default is
checked.

Connect Signals to the Adapter Assemblies

The Signal Connections dialog box is used to assign signals created in
the Signal Editor to the appropriate tab, either input or output.

1. To open the Signal Connections dialog box, right-click an
Assembly and choose Connect Signals.
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Edit Signals Cnline Windows Help

- THR[TE4] TH_T54

- [@[155] 0UT_155
- [[{F|[156] IN_156

- [@I[157] 0UT_157
- [{F|[158] IN_158

- [@[159] 0UT_153
- [{F|[160] IN_160
@B 0UT_181
-[EF|[162] IN_162
{1531 0UT_163
- [EF|[164] IN_164

- [@[165] OUT_165
- [{F|[166] IN_166

- [@I[167] 0UT_167
- [HF|[163] IN_168

- [@[153] 0UT_163
- [EF1 701 IN_170
@I T 0UT_171
[ T2 IN_172
@73 00T_173
- [EF T4 IN_174

- [@I175]0UT_175
- [EF|1 7] IN_176
@177 0UT_177
- [EF1 71 IN_178
@731 0UT_173
- [{F|[180] IN_180
@IS 0UT_181
- [EF|182]IN 182
----ﬂT}lpelnstance

+- [l 0] GuardPLC 1600

2

Ei

The example below shows the Signal Connections dialog box
for an input assembly. Signals created in the Signal Editor are
assigned to connections to the Output tab for the input
assembly.

J B EIE

Mew Signal | Delete Signal | Help

Mame Type Fietain | Constant Descj
4476 | Signal_181_0478 [EYTE
4477 | Signal_181_0479 (EYTE
4478 | Signal_181_0480 [EYTE

Mew Signal | Delete Signal
Olutput llnfo ]

4473 | Signal191_0481 [BYTE
New Offsets | Help 4480 | Signal_191_0482 [BYTE
a4 | Signal191_0483 [BYTE
4482 | Signal191_0484 [BYTE

iMame

i Type Size | Offzet | Signal

Signal_PY_Test

- 4483 | Signal_181_0485 [BYTE
'/ 0RD 2 ] Signgl P |

4484 | Signal_181_0486 [BYTE

4485 | Signal_181_0487 [BYTE
4486 | Signal_181_0483 BYTE
4487 | Signal_181_0483 [BYTE
4488 | Signal_181_0490 [BYTE
4489 | Signal_181_0491 [BYTE
4490 | Signal_181_0432 [BYTE
4431 Signal_181_0433 |BYTE
4492 | Signal_181_0434 [BYTE
\{193 Signal_181_0435 |BYTE
44}@1 Signal_181_0436 |BYTE
449\ Signal_181_0437 |BYTE
4498\ Signal_181_0433 |BYTE
4497\ Signal_181_0433 [BYTE

2.

4498 |ional_181_0800 [BYTE
4433 | S\anal PV Test [WORD 71

| | 2]

Drag the signals from the Signal Editor to the Signal Connections
tab.

After assigning the signals, either assign the offsets manually or
click New Offsets and choose Renumber at the Renumber
Offsets prompt.

The offsets are byte offsets.

When assigning offsets manually, make sure there are no holes
in the assembly buffer and that the next signal starts where the
previous signal ended.

If the scanner is a Logix controller, be sure that:

e the Run/Idle header is checked for output assemblies.
e the Run/Idle header is unchecked for input assemblies.

e output assemblies have 4 extra bytes in the beginning to hold
the Run/Idle header. These can be 1 DWORD or 2 WORD or
4 byte signals.
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Open a Class 1 Connection
from a Logix Controller to
the GuardPLC Controller

Publication 1753-UM001C-EN-P - March 2010

The following example demonstrates making a connection to a Logix
controller, specifically a ControlLogix controller, with a 1756-ENBT or
1756-ENET module to a GuardPLC controller. You can also open
connections to CompactLogix controllers. In a Class 1 connection,
data is cyclically exchanged based on a time interval (RPD).

Configure the Logix Controller in RSLogix 5000 Software

1. In RSLogix 5000 software, create a new project for the Logix
controller.

2. Add the Ethernet adapter module to the I/O Configuration
a. Right-click I/O Configuration and choose New Module.

b. In the Select Module Type dialog box, click the 1756-ENBT or
1756-ENET module type.

¢. Click OK.

d. In the Module Properties dialog box, type the IP address and
the slot number of the 1756-ENBT module.

Module Properties - Local (1756-ENBT/A 1.1) g|
Type: 17EE-EMBT 44 1756 10100 Mbps Ethernet Bridge, Twisted-Pair Media
Wendor: Allen-Bradley
Parent: Local
Narme: |ENBT_‘I Address / Host Name
* |P Address: 192 . 168 . 1 . 160

Drescription: ‘

" Host Mame:

Slat: m
iy =

Revision:

Electronic Keying: | Compatible Module i
Newt> | [ Finsh>> | Help

Cancel | |

e. Click Finish.

RSLogix 5000 software displays the new 1756-ENBT module
under the I/O Configuration.

3. Right-click the new 1756-ENBT icon and choose New Module.
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4. Choose Generic Ethernet Module from the list and click OK.

Module Properties - ENBT_1 {(ETHERMET-MODULE 1.1)

Type: ETHERMET-MODILE Generic Ethemet Module
Wendor: Allen-Bradley
Parent: ENET_1 ;
HEme |GPLE_E g — Connection Parameters
Agsembly .
D escription: Instance: Size:
Input: 120 3 J;I [B-bit]
Dutput: 121 2 =] jao
Comm Farmat: |Data -SINT j
Configuratior: |1 0 = (g
Address / Host Name ? =] (B
+ |PAddess: | 192 . 168 . 1 . 180
" Host Mame:
Cancel | | Mext » | Finizh »» | Help

5. Type the connection name in the Name field.

6. Type the IP address of the GuardPLC controller in the IP
Address field.

7. Enter the Configuration Assembly Instance as 1 and its size as 0
because the configuration data instance will not be used by the
GuardPLC controller.

Configure the Type of Connection

GuardPLC controllers support these types of Class 1 connections:

e Exclusive Owner — both sides are cyclically producing data for
one another.

¢ Input Only — more than one scanner can listen to the same data
produced by a single GuardPLC controller.

e Listen Only — the first scanner to establish a connection to the
GuardPLC controller becomes the owner of the connection.
When that scanner closes the owner connection, all subsequent
Listen Only connections are also closed.

These connection types are explained in more detail in the following
sections.
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Exclusive Owner

Module Properties - ENBT_1 {(ETHERMET-MODULE 1.1)

Type:
Wendaor:
Parent:

Allen-Bradley
EMNET_1

ETHERMET-MODULE Generic: Ethernet Madule

Connection Parameters

Marme: |GPLE_Echusive_Dwner

Drescription:

Comm Farmat: |Data -SINT
Address / Host Name
+ |PAddess: | 192 . 168 . 1

Cancel |

. 180

" Host Mame:

Azzembly .
Instance: Size:
Irput: 120 3 J;I [8-hit)
Dutput: 121 2 = B
j Configuration: |1 0 J;I [8-hit)

Help

| New> [ [ Finsh>> |

To establish an exclusive owner connection, follow these steps.

1. Choose Data — SINT in the Comm Format Field.

2. Type the GuardPLC controller’s Input Assembly instance number
in the Input Assembly Instance field.

3. Type the size of the Input Assembly in the Input Size field.

IMPORTANT

This entry must exactly match the size of the input
assembly, or the GuardPLC adapter controller will return
an error.

The size of the input assembly is determined during the
signal connection process.

4. Type the GuardPLC controller’s Output Assembly instance
number in the Output Assembly Instance field.

5. Type the size of the Output Assembly minus 4 bytes in the

Output Size field.

The data size in RSLogix 5000 software does not include the
4 bytes of the Run/Idle header, but these 4 bytes must be part of

the GuardPLC controller’s output assembly, because the

ControlLogix controller sends the 4-byte Run/Idle header to the

GuardPLC controller.

For example, if you created an output assembly of 6 bytes (6
BYTE signals assigned in RSLogix Guard PLUS! software), you
must enter an Output Size of 2 in RSLogix 5000 software,
because only the last 2 bytes contain the actual data.
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6. Click Next and type the desired packet rate for this connection
in milliseconds.

7. Click Finish.
Input Only Connections

When you use input only connections, you can create more than one
Class 1 scanner connection to the GuardPLC controller, specifying the
same input assembly instance. The GuardPLC controller specifies the
same multicast address for input data to all scanners asking for the
same input assembly instance. The GuardPLC controller only
produces the data once and all scanners receive the same input data.
No output data will go from the scanners to the GuardPLC controller.
All input only connections are independent from each other. When
one of them times out, the others remain active.

Module Properties - ENBT_1 (ETHERNET-MODULE 1.1)

Type: ETHERMET-MODILE Generic Ethemet Module
Wendor: Allen-Bradley
Parent: EMBT_1
C tion P t
Hame: |GF'LEI_Input _Only_Connection Snnecion FAramesrs
Azzembly .
Drescription: Instance: Size:
Irput: 120 3 J;I [8-hit)
Output: 133
Comm Format: |Input Data - SIMNT j . . = .
Configuratior: |1 0 > [8-bit
Address / Host Name . =i (A
+ |PAddess: | 192 . 168 . 1 . 180
" Host Mame:
Cancel | | Mext » | Finizh »» | Help
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To open an input only connection, follow these steps.
1. Choose Input Data — SINT in the Comm Format field.

2. Type the GuardPLC controller’s Input Assembly instance number
in the Input Assembly Instance field.

3. Type the size of the input assembly in bytes in the Input Size

field.
IMPORTANT This entry must exactly match the size of the input
assembly, or the GuardPLC adapter controller will return

an error.

The size of the input assembly is determined during the
signal connection process.

4. Type the Output Assembly instance number as 199.

This is the heartbeat instance number, a virtual number that is
not associated with any real assembly. It indicates to the
GuardPLC controller that there will be no data coming from the
scanner.

5. Click Next and type the desired packet rate for this connection
in milliseconds.

6. Click Finish.
Listen Only Connections

Listen only connections are similar to input only connections, but all
subsequent input only connections are dependent upon the first input
only connection, which is the owner connection. When an owner
connection is closed, all subsequent listen only connections are also

closed.
Module Properties - ENBT._2 (ETHERNET-MODULE 1.1) 53
Type: ETHERMET-MODILE Generic Ethemet Module
Wendor: Allen-Bradley
Parent: EMBT_2
C tion P t
Hame: |GF'LEI_Listen_DnIy_Eonnec:tion Snnecion FAramesrs
Azzembly .
Drescription: Instance: Size:
Irput: 120 3 J;I [8-hit)
Output: 138
Comm Format: |Input Data - SIMNT j . . = .
Configuratior: |1 i :I. 8-bit
Address / Host Name . =i (A
+ |PAddess: | 192 . 168 . 1 . 180
" Host Mame:
Cancel | | Mext » | Finizh »» | Help |
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To establish a listen only connection, follow these steps.

1.

2.

6.

Choose Input Data — SINT in the Comm Format field.

Type the input assembly instance number in the Input Assembly
Instance field.

Type the size of the input assembly in bytes in the Input Size
field.

IMPORTANT This entry must exactly match the size of the input
assembly, or the GuardPLC adapter controller will return

an error.

The size of the input assembly is determined during the
signal connection process.

Type 199 for the first Output Assembly Instance number and 198
for all subsequent listen only connections.

Number 198 is the Listen Only instance number, a virtual
number that is not associate with any real assembly.

Click Next and type the desired packet rate for this connection
in milliseconds.

I Module Properties - ENBT_1 (ETHERNET-MODULE 1.1)

General  Connection l Module Info]

Requested Packet Interval [RP): hD.UEﬁ ms  [1.0- 3200.0 ms]
[ Inhibit Module

[ Major Fault On Contraller IF Connection Fails While in Bun Mode

Module Fault
Statuz: Running (] 8 | Cancel Help
Click OK.
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Download and Go Online

Download new changes to the Logix controller and go online.
Double-click the new connection icon under I/O Configuration. If the
connection is established successfully, RSLogix 5000 software displays
the status as Running in the Module Properties dialog box. If an error

occurred, it is displayed in the Module Fault field of the Connection

tab of the Module Properties dialog box.

RSLogix 5000 - Demo_Config_1 [1756-L61]*

File Edit WYiew Search Logic Communications Tools Window Help

|=6| S| |58 2]

Rem Run A9 ™ FunMode

Mo Forces . = Cortroller OF.
No Edit I Battery OK,
== = [ /0 0K

—E— Path: [AB_ETH-11132.168.1.160\Backplane\

=15 Cortroller Demo_Config_1
¥ Controller Tags

23 Controller Faulk Handlsr

23 Power-Up Handler
-5 Tasks

=58 MainTask
= Ea MainProgram

& Program Tags
Eij MainF.outing

3 Unscheduled Programs
=15 Maotion Groups

3 Ungrouped Axes

23 Trends

-5 Data Types

L User-Defined

+ Cﬂ, Strings
+- L Predefined
+- g Module-Defined
-5 10 Corfiguration
= [ [1]1756-ENBT/A EMET_1
ﬂ ETHERMET-MODULE GPLC_Exch

| - Rl%l® e Vv @

A S e] el oo o]

ll_l_l\ ATTA A A

I Module Properties - ENBT_1 (ETHERNET-MODULE 1.1)

General  Connection l Module Info]

Requested Packst Interval (RPIE [ 0.0=]ms  (1.0-3200.0 ms)

[ Inhibit Module

[ Major Fault On Contraller IF Connection Fails While in Bun Mode
Module Fault

Help
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Monitor Connection Status

To monitor the status of your connections, follow these steps.

1. Go online with the GuardPLC controller by using RSLogix Guard

PLUS! software.

2. Switch to the EIP tab of the Control Panel and click the
Connection Status tab.

B% Project Edit Signals Online Windows Help

Tl RSLogix Guard PLUS Hardware Management - [Control Panel [ Resource ]]

i--'E=GF'LEI‘IBDD: PADT Resource Communication Test Mode Extra Help
_..‘:?&ﬂigu ’75 > m Q] 1
5. B0
[E Fesource State ] Safety Parameters ] Statistics ] FZ2P State | Distributed /0 HH State | Environment Data ] as ] IP Settings | Modbushds. ] Licenze ] t
= . -
: Pratocol Status | Connections Status l
Fieset Counters Peer IP | Peer st-| Type State | Input | Dutput| Sent | Ficvd | Bad Msg| FRFI | CRFI | MinPRPI | MaxFRFI | L
1 192.168.1.160 |RUM | Target Established 1200 121| 10734 10775 a 10 10 g 12

-

You can view the connection’s EtherNet/IP statistics, described in the

table below.

Statistic

Description

Peer IP

Reports the IP address of the scanner, in this case the
1756-ENBT

Peer Status

Indicates whether the scanner, in this case the Logix
controller, is in Run or Idle mode. This is displayed only
for exclusive owner connections, because input only
connections ignore any data coming from the scanner,
including the Run/Idle header.

Type

Displays the connection type

State

Displays the status of the connection

Input

Output

Reports the assembly instance numbers that this
connection services

Sent

Revd

Displays the total number of sent or received packets
over this connection

PRPI

Displays the producing packet rate requested when
scheduling this connection

CRPI

Displays the consuming packet rate requested when
scheduling this connection

MinPRPI, MaxPRPI, LastPRPI,
and AvrPRPI

Corresponds to the actual minimum, maximum, last, and
average producing packet rates observed over this
connection
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Use the Force Editor to Test the Connection

You can use the Force Editor in the RSLogix Guard PLUS! software
and the I/O controller tags in RSLogix 5000 software to test the
connection between the GuardPLC controller and the Logix controller.
Under normal operating conditions, the GuardPLC application
program will change and update the data being read and update the
data being read by the Logix controller. By using the Force Editor, you
can force changes to the input assembly and see this change reflected
in the Logix tag. In the example below, the Force Editor is configured
to display Signal_120_xxxx and Signal_121_xxxx. Signal_120_xxxx is
set in RSLogix Guard PLUS! software and the data is received in the
GPLC_Exclusive_Owner:I.Data tag in RSLogix 5000 software. Likewise,
after GPLC_Exclusive_Owner:O.Data is modified in RSLogix 5000
software, the changes are visible in the Signal_121_xxxx signals in
RSLogix Guard PLUS! software.

Note that the first four bytes in the GuardPLC controller’s output
assembly, Signal_121_0001 to Signal_121_0004, are the Run/Idle
header received by the Logix controller.

[Ei Force Editor [ Resource ] !E bl
Resource ‘iew Options Help
Start... Stop.. Takeover | Configure... | Send.. | Export.. Import.. Append..
Resource |F\Esnun:e
| Forcing activated Farce Time 5000 sec. Scope: |Demao_Config_1 [corj Show: ‘ShUW All Vl Sort |Tag Mame j
Tag Mame 7 | Walue € | Force Mask € | Style | Type
¥ Forcing allowed Remaining Force Time 4446 sec |~ wikeBuiter155 [ [-..1 Float REAL[3
[# Stop on Timeout SwriteBuffer] 550 0.0 Float RE&L
- wéiriteButfer1 55[1] a.o0 Float REAL
Signals | 1/0-Channels - ‘wiiteBuifer1 55[2] 0.0 Float REAL
Signal Farce F| Tvpe R-alue R-Force RF || || =/ GPLE Exclusive Owner| [EEEY [EEEY ABETH
1 Signal_120_0001 16812| w [BYTE 1600) 16812 v = GPLC_Exclusive_Owner|.Data fenl feue} Hex SINTIE]
2 Signal_120_0002 16634| » [BYTE 16400| 1eu3d | | + GPLC_Exchsive_Dwner|.Data[0] 1612 Hex SINT
3 Signal_120_0003 1GHEE| v [BYTE 15400 1BHEE] » - + GPLC_Exclusive_Owner|.Data[1] 16434 Hex SINT
4 Signal_120_0004 16678| v [BYTE 1EH00) 15478 v - +-GPLC_Exclusive_Owner|.Data[2] L1E#56 Hex SINT
5 Signal_120_0005 1EHTA| v [BYTE 15800 1665 w - + GFLEﬁEchusfveﬁaner\.Data[3] 16478 Hex SINT
5 Signal_120 0008 16HBC| v [BYTE I 158be] - + GF‘LE_ExDIus!va_Dwner\ Data[4] 1649 Hex SINT
7 Signal_121_0001 Tenn0l |BYTE TEE01 Tea00l - + GPLC_Exclusive_Owner|.Data[5] 1E#bc Hex SINT
= —/GPLC_Exclusive_Owner:0 flooal flooal ABETH
3 Signal_121_0002 16400 |BYTE 16800 16800 — =
ErERENLE 500 [EGE T T | =/ GPLC_Exclusive_Dwner0.Data Hooch f...} Hex SINT[2]
E RS | | & GPLC_Exchusive_OwnerD.Datal0] 16859 Hes SINT
10 |Signal 1210004 TBEI0 |BYTE 16400 18800 || 7]+ GPLC_Evchaive_Owner0 Datal1] L6dat Hex SINT
1 Signal_121_0005 16400 |BYTE 16559 16800 ¥ |EF-GELE. Exchisive DwnerC . . ABETE
12 Signal_121_0006 16400 |BYTE 16Haf 16800 -
« [ r [\Monitor Tags AEditTags / K]

Forcing Online | Administrator
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For more information on forcing, refer to the Using RSLogix Guard
PLUS! Software with GuardPLC Controllers Programming Manual,
publication 1753-PM001.
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Remove or Inhibit a Connection

You can remove a connection in RSLogix 5000 software by going
offline, right-clicking the connection icon, and choosing Delete.
Download to apply the changes.

You can also Inhibit a connection in Run mode, by double-clicking
the connection icon and checking the Inhibit box on the Connection
tab.

i In a Class 3 connection, data is exchanged by using an explicit
pen a ulass onnection
f Loaix Controll message instruction (MSG). Every time the MSG is executed in the
rom a Logix Lontrolier Logix controller, data is exchanged with the GuardPLC controller.

Configure the GuardPLC Controller Assemblies

In RSLogix Guard PLUS! software, set up the appropriate assemblies
and connect the signals. In this example, we connected signals to the
input and output assemblies as shown below.

Make sure the Run/Idle header box is unchecked as Class 3
connections do not use a Run/Idle header.

Tl RSLogix Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

=@ Demo Config [ Signal Connections [ /Configuration/[50000] Resource/Protocols/Ethernet/IP/[120] IN_120 ] -

5 4l Configurati
‘: g[l;;éaﬂlﬂo]nﬁ Mew Signal | Delete Signal | Mew Offsetz | Help
=- es0uce
£ [ Distrbuted /0 Ouiput | Info. |
me i Type Size | Offzet | Signal

— - [ Praotocols
| E-APEthemet/IP q Signa_120_0001  [DINT 4 o [signal120_0001

- EdScanner 2 Signal_120_0002  [DINT 4[4 [Signal120_0002
[ER201IN_120

i 3 Signal_120_0003  |DINT 4 g Signal_120_0003
i1 0uT_121
é----‘TypeInstance
i--.[D] GuardPLC 1600
----gProgramming Terminal
.. MCP Canfiguration Total size: 12 bytes

{ (Ei -

Mew Signal | Delete Signal | Mew Offsetz | Help

Inputs l Infa ]
Mame Type Size | Offset | Signal
1 1 Signal_121_0001 |BYTE 1 1] Signal_121_0001
2 Signal_121_0002 |BYTE 1 1 Signal_121_0002
| 3 Signal_121_0003 |BYTE 1 2 Signal_121_0003
| 4 Signal_121_0004 |BYTE 1 3 Signal_121_0004
|

Total size: 4 bytes
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Create a Project for the Logix Controller

1. In RSLogix 5000 software, create a new project for the Logix
controller.

2. Add the Ethernet adapter module to the I/O Configuration.
a. Right-click I/O Configuration and choose New Module.

b. In the Select Module Type dialog box, choose the 1756-ENBT
or 1756-ENET module type and click OK.

c¢. In the Module Properties dialog box, enter the IP address and
the slot number of the module.

Module Properties - Local (1756-ENBT/A 1.1) 53
Type: 17EE-EMBT 44 1756 10100 Mbps Ethernet Bridge, Twisted-Pair Media
Wendor: Allen-Bradley
Parent: Local
Narme: |ENBT Address / Host Name

D escription: ‘ @ PAddess: | 192 . 188 . 1 . 160

" Host Mame:

Slat: 1 le
Rievigion: |— 1 le Electronic Keying: | Compatible Module -
Cancel | | Mext » | Finizh »» | Help |

d. Click Finish.

RSLogix 5000 software displays the new 1756-ENBT module
under the I/O Configuration.

Create Tags to Read and Write Assembly Data

1. Double-click Controller Tags and choose the Edit Tags tab.

2. Add an Enable BOOL tag, which will start the connected
messaging example.

3. Add a TIMER_CONN timer tag to set the packet rate for the Class
3 connection.

4. Create MSG_READ and MSG_WRITE message tags, which are
used for read and write messages.
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5. Add a ReadBuffer tag with type DINT([3] and a WriteBuffer tag
with type SINTI4].

These types correspond directly to the signal types of the
GuardPLC adapter assemblies. When explicit CIP messaging is
used to read and write assemblies, the tag being written to or
read from must be of the same or larger size than the assembly
size in the GuardPLC controller. The tag types should match the
signal types associated with the target assembly in RSLogix
Guard PLUS! software.

For more information on programming Logix controllers, refer to
the Logix5000 Controllers Common Procedures Programming
Manual, publication _1756-PM001

Create Ladder Logic

1. Switch to the Main Routine window in RSLogix 5000 software.

2. Build the first rung containing the following instructions:
e Examine On Enable tag to start the connected messaging.
e Examine Off TIMER_CONN.DN.

e A timer instruction with the control tag TIMER_CONN and a
preset of 100. This is the rate at which Class 3 messages are
sent by the Logix controller.

Enahble  TIMER_COMNN.DM TR
[ ] [ Timer On Delary E=ER
Timer TIMER_COMN  —DM—
Preset 100 &
Acoum 9%

3. Build the second run containing the following instructions:
e Examine On Enable tag.
e Examine On TIMER_CONN.DN.
e Message instruction with the control tag MSG_READ.

" Enable TIMER_CORN.DN 1
E Type - CIF Generic E=CEN

1 Ll
S 1

Mezsage Corntrol MSG_READ | ... | —DMN—

ER—
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4. Configure the message parameters as follows.

Message Configuration - MSG_READ rz
Canfiguration l Eommunication] Tag ]
Mezzage Type:
Serice | Get Attibute Singh -
Tope: | et Attribute Single J
s |G ] Destination ReadBuffer -
Instance: 120 Attribute:| 3 [Hex] Mew Tag
® Enable ) Enable Waiting ® Start 2 Done Done Length: 0
3 Error Cade: Extended Error Code: [~ Timed Out®
Error Path:
Error Text:
QK | Cancel | | Help

a. Set Service Type to Get Attribute Single.

b. Set Class to 4 (assembly)

¢. Set Instance to 120. This is the assembly instance number that

will be read from.
d. Set Attribute to 3 (assembly data).
e. Set Destination to ReadBuffer.

5. Switch to the Communication tab and enter this text in the Path

field: ENBT,2,<GuardPLC IP address>.

Here, 2 is the EtherNet/IP port of the 1756-ENBT module.
X

Message Configuration - MSG_READ

Configuration Eommunication"] Tag ]

Path: |ENBT,2,192.188.1.180
ENET. 2, 192.168.1.180

- -
=

[¥ Caonnected [¥ Cache Connection: =

Browse...

10

® Enable ) Enable Waiting ® Start 2 Done
3 Error Cade: Extended Error Code:
Error Path:
Error Text:
(] 8 | Cancel

Done Length: 0
[~ Timed Out®

Apply Help
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6. Check the Connected and then the Cache Connections boxes.

The Connected option ensures that messages are sent over a
Class 3 connection, not as unconnected ones.

Cache Connections is the default option. If it is checked, the
connection is opened the first time the controller is in Run mode
and the rung condition is true. In this example, the rung
condition is true when Enable value is true and the timer has
expired (DN flag is set). This connection remains open until the
controller goes to Program mode.

If Cache Connections is unchecked, a connection is opened
every time the controller is in Run mode and the rung condition
becomes true. The Logix controller opens the connection, sends
an explicit message over the new connection and then closes
the connection immediately. The next time the rung condition is
true, the whole sequence is repeated: open connection, send
message, close connection.

7. Build the third rung containing these instructions:
e Examine on Enable tag
e Examine on TIMER_CONN.DN
e Message instruction with the control tag MSG_WRITE

Enahble  TIMER_COMNN.DM 1
2 E 1 F Type - CIF Generic —En
Meszage Control MSG_WRITE | ... | D=
—ERI—

8. Configure the message parameters as follows:
a. Set Service Type to Set Attribute Single.
b. Set Class to 4 (assembly).
c. Set Instance to 121.

This is the assembly instance number that will be written to.

d. Set Attribute to 3 (assembly data).
e. Set Source Element to WriteBuffer.
f. Set Source Length to 4 bytes.

The Source tag can be larger in size than the target GuardPLC
assembly. However, the Source Length should exactly match
the size of the assembly, otherwise an error occurs.
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This Class 3 example uses the Cache Connections option. A
connection with this flag is opened when the controller switches to
Run mode and the rung condition is true. In our example, the rung
condition is true when Enable value is true and the timer has expired
(DN flag is set). When the rung condition is False, the connection
remains open.

If the Enable tag is changed to false, the connection still remains
open. To maintain the open connection, the Logix controller
periodically sends the last message with the same data sequence
number. This same data sequence number indicates to the GuardPLC
controller that this is just a keep alive message and that the data has
not changed. If this is a write message, the GuardPLC controller still
responds to it, but ignores the data that came with it because it knows
the data has not changed. This periodic frequency is set by default to
7.5 seconds, meaning that every 7.5 seconds a ‘keep alive’ message
will be sent to keep the connection open.

Once Enable is set back to true, the messages are sent with every
transition of the rung condition from false to true. In this example, a
message is sent when the timer times out at 100 ms, and every time it
has a new data sequence count. So, if the write data changes, this
change is communicated to the GuardPLC controller no later than 100
ms past the data change tick.

The connection is closed when the controller transitions to Program
mode.

Download and Go to Run

1. Download to the Logix controller and switch the controller to
Run.

2. Set Enable to true.

Both messages should show the Done flag set. If an Error flag is set,
double-click the message instruction to see the error description.

Verify the Data Exchange

Follow these steps to verify the data exchange.

1. In RSLogix 5000 software, switch to the Controller Tags tab.
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Resource Wiew Options Help

Set the WriteBuffer display type to Hex. Enter 16#12, 16#34,
16#ab, 16#cd in the WriteBuffer.

Set the ReadBuffer type to Decimal.

The ReadBuffer is set to Decimal because RSLogix Guard PLUS!
software displays DINT types in decimal format only.

Configure the Force Editor menu in RSLogix Guard PLUS!
software to display all signals for assemblies IN_120 and

OUT_121.

Set signals for the IN_120 assembly to values 12345678,
13572408, 98765432.

Start forcing to send the new signal values.

Verify that RSLogix 5000 software displays the same values in
the ReadBuffer.

Verify that the OUT_121 signals show 16#12, 16#34, 16#ab,
16#cd.

Start... Stop.. | Takeowver

LConfigure... | Send...

Export... Import... Append...

Resource |F|esourc:e

|¥ Forcing activated

|v Forcing allowed
|v Stop on Timeout

Signals | 1/0-Channels

Force Time

5000  sec.

Fiemaining Force Time 4546 zec.

Signal Force F| Tupe F-value R-Force RF
1 Signal_120_0001 12345678 »(DINT 0 12345678 »
2 Signal_120_0002 13572468 »(DINT 0 13572468 »
3 Signal_120_0003 98765432 W |DINT 0 987E5432) »
4 Signal_121_0001 168000 |BYTE 16812 16400
5 Signal_121_0002 168000 |BYTE 16434 16400
E Signal_121_0003 168000 |BYTE 1E#ab 16400
7 Signal_121_0004 168000 |BYTE 1E#cd 16400
Scope: Demo_Eonfig[contrcj Show: |5h0W Al v| Sart: |Tag Mame j
Tag Mame 27 |Value ('| Force Mask ('| Style Type
| Enable 1 Decimal BOOL
|+ MSG_READ {...} {...} MESS.
||+ MSG_WRITE {...} {...} MESS.
| b | = ReadBuier {oo} {o..}[Decimal =] DINT]
+|-ReadBuffer[0] 12345678 Decimal DIMT
+|-ReadBuffer[1] 13572468 Decimal DIMT
| FieadBuffer[2] 98765432 Decimal DIMT
||+ TIMER_CONN {...} {...} TIMER
= ‘wiiteBuffer Ioaad {...1 Hex SIMT[4
| & ‘wiiteBuffer[0] le#lz Hex SIMNT
+ - writeB uffer[1] l6#34 Hex SIMNT
| & ‘wiiteBuffer[2] le#ab Hex SIMNT
+ - writeB uffer[3] legcd Hex SIMNT
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Use a GuardPLC Controller
as an Unconnected Adapter

Use Unconnected PCCC
Messaging from a PLC-5 or
SLC 5/05 Controller

Publication 1753-UM001C-EN-P - March 2010

Using the GuardPLC controller as an unconnected adapter is similar to
using it as a Class 3 adapter. In both cases, an explicit message is sent
from the client to the GuardPLC controller, addressing one of the
built-in objects, including Identity, Assembly, PCCC, Connection
Configuration, Port, TCP/IP and Ethernet Link. In the case of an
unconnected adapter, the message is not sent over a connection, but
is sent as a single independent request.

The table below illustrates the differences between unconnected and
Class 3 connection requests.

Unconnected Request Class 3 Connection Request

The request can be sent immediately over
an established TCP session.

The request requires a connection to be
established before it can be sent.

The client is notified by the connection
timeout logic that the adapter is no longer
responding.

When the adapter goes offline, the client is
unaware until the next time a request is
sent.

The adapter processes every request
independently from the previous ones.

The request is sent over an established
transport and, therefore, requires less
adapter processing.

In the case of a Logix controller, a client
request is not only sent every time the
controller is in the Run state and the rung
condition is true, but is also sent
periodically to keep the connection open

In the case of a Logix controller, a client
request is sent every time the controller is
in the Run state and the rung condition is
true.

In general, use a Class 3 connection when data should be
exchanged on a regular basis. Use unconnected requests when
data should be sent occasionally and the connection does not
need to be maintained.

TIP

To use the GuardPLC controller as an unconnected adapter with a
Logix controller, follow the steps in Open a Class 3 Connection from a
Logix Controller on page 228. However, when configuring the
message instruction, do not check the Connected box on the
Communication tab, as described on page 232.

The GuardPLC controller and PLC-5 or SLC 5/05 controllers exchange
data via PCCC read/write unconnected messages from the PLC-5 or
SLC 5/05 controller to the GuardPLC controller.

The PLC-5 or SLC 5/05 controllers and GuardPLC controllers must be
connected to the EtherNet/IP network. Channel 2 on the PLC-5
controller or Channel 1 on the SLC 5/05 controller must be configured
for EtherNet/IP communication.
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Refer to the Enhanced and Ethernet PLC-5 Programmable Controllers
User Manual, publication 1785-UM012, or to the SLC 500 Modular
Hardware Style User Manual, publication 1747-UMO011, for more
information on configuring these controllers for Ethernet
communication.

You will also need RSLogix 5 programming software to configure the
PLC-5 controller or RSLogix 500 programming software to configure
the SLC 5/05 controller.

Follow these steps to enable communication between the GuardPLC
controller, acting as an adapter (target), and a PLC-5 or SLC 5/05
controller.

1. Create a GuardPLC adapter Assembly Instance (input or output),
including the data type, assembly size, and assembly name. See
pages 215 and 216.

TIP Make sure the Run/Idle header box is unchecked as
PCCC messages do not use a Run/Idle header.

2. Configure an EtherNet/IP driver for the PLC-5 or SLC 5/05
controller by using RSLinx software.

3. Add a MSG instruction to the PLC-5 or SLC 5/05 application
program logic.

4. Save and download your application.
These steps are described in more detail beginning on page 237.

For detailed information on the MSG Instruction, refer to these
publications:

e PLC-5 Programmable Controllers Instruction Set Reference
Manual, publication 1785-6.1.

e SLC 500 Instruction Set Reference Manual, publication
1747-RMO001.
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Configure an EtherNet/IP Driver

If you are going to program the PLC-5 or SLC 5/05 controller via the
EtherNet/IP network, you must configure an EtherNet/IP driver in
RSLinx software to allow your PC to communicate with the PLC-5 or
SLC 5/05 controller.

1. Start RSLinx software.

2. Click the Configure Drivers button. EI

3. From the Available Driver Types pull-down menu, choose the
Ethernet/IP Driver.

4. Click Add New.

5. Enter a name for the new driver and click OK.

Configure Drivers | 2] %]
—Awailable Driver Types:
Cloze I
Ethemet/IP Diriver Add Mew... |
Help |
r— Configured Drivers:
Mame and Description | Statuz |
AB_ETHIP-1 A-E Ethemet RUNMING Fiunning Configure...

Startup...
Start

Stop

Flelelf

Delete

Create an EtherNet/IP Project in RSLogix Programming Software

Use RSLogix 5 programming software for PLC-5 controllers and
RSLogix 500 programming software for SLC 5/05 controllers. Follow
these steps to create an EtherNet/IP project in RSLogix software.

1. Open the appropriate programming software.

2. From the File menu, choose New.
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3. Enter a name for the processor and choose the EtherNet/IP
driver as shown below.

Select Processor Type | x|
Processor Name:IMY_ENET

Platform: Frocessor: Series: Memory: I |
PLC-5 Controller | [ewemet = [Flcs/atE =] C- Stuctued Tent B EEE _Coreel |
Hel |

Rievigion: IE— s

Communication setting:
Diriver Processor Mode: Fieply Timeout:
.n':'n,EI_ETH|F'-1 vl |1 Decimal (=1 Who Active.. | |1D [Sec.)
Octal)

Select Processor Type | x|
Processor Name:IMY_ENET

747 GE 05 Hem . i
1747-I552B/C 5/05 CPU — 32K Mem. 0S501 Series C
1747-I551B/C 505 CPU — 16K Mem. 05501 Series C
1747-I553 5,05 CPU - 64E Mem. OS501
1747-I552 5,05 CPU — 32K Mem. OS501
1747-I551 5,05 CPU — 16K Mem. OS501
1747-I553 5,05 CPU — 64K Mem. OS500
SLC 5/05 Controller 1747-I552 5,05 CPU — 32K Mem. 0S500
1747-I551 505 CPU — 16K Mem. OS500
1747-I543C 504 CPU — 64K Mem. 05401 Series
1747-I542C  5.04 CPU — 32K Mem. 05401 Series
1747-I541C 504 CPU — 16K Mem. 05401 Series
1747-1543 5,04 CPU — 64E Mem. 05401
1747-TE42B 5,04 CPU — 32K Mem. 05401 =l

Cancel

i

Help

[sTals]

Communication setting:
Diriver Processor Mode: Fieply Timeout:
.n':'n,EI_ETH|F'-1 vl |1 Dizalivel wiha Active.. | |1D [Sec.]
Octal)

4. If your controller is a PLC-5 controller, configure the controller.

a. Expand the Project in the project tree, right-click Controller,
and choose Properties.

Controller Properties | %

General | Passwordl Contraller Eommunicationsl

Flatfarm: Processor: Series: Memory:

[Ethemel FlJPLcsioe =] fC-Stuctwed Test 7| [45152 7]
Processor Mame: IMY_ENET Rievigion: IE

DH+/RI0 Comm Plug #1 Series/Rev. A

Frogram Files: 3 ‘Words 5 Overhead: 72
DataFiles: 9 Wwords: 397 L Bl e
Memory Used: 474 Woaords 04040000 0:00:00
Free Memary: 48678 Words r Ig_nore Edit TimeStamp for Dnline
File: b atch
Processor Mode: OFFLINE Program Checksum : 0000

QK I Cancel Aol Help
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PLC-5 Controller

Create Data File | x|

File: IS

Type: IMessage LI

M ame: IMSG

b. On the Controller Communications tab, choose the

EtherNet/IP communication driver you configured in RSLinx

software and click OK.

Controller Properties | x|
Generall Pazswaord  Contraller Communications |
Crivver Route Processor Node:
T - Decimal [=1
Jag ETHIP1 =] [iocal I Dot
Last Configured [System)
’7 ETHIP-1 Mode 1d |
Fieply Timeout:
. Single Threading for
[1o Sec) tatho Active.. [ I lp/DnLoads
Comms Path: I

QK I Cancel Aol Help

Add a Message Instruction to Your Application Program Logic

and choose New > Message.
SLC 5/05 Controller
File: I‘ID

Type: Ilnteger - l
Mame: IM SG_1

Create Data File | x|

Drescription: I Desee I
Elements: I‘ID Last: I Elements: I‘IDE‘ [Last: I
Altributes Attributes
I Debug ™ ControlMet [~ Debug
™ Skip When Deleting Unused Memary
™ Skip When Deleting Unused Memary
Scope
Scope
& Global
& Global _
 Local ToFie [70 " Local Tl e |2 - ;I
Frivileges Pratection
Class 1 Class 2 Class 3 € Corstant  Static & Mone
VR ¥ w IR VR IV w ™ Memary Module ™ web View Disable

()8 | Cancel |

Help | 0k | Eancell Help |
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1. To allocate a MSG instruction control block, right-click Data Files

For the SLC 5/05 controller, the number of elements must be at

least 93.
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£123 Dsta Files

----- Bl Cross Reference
..... [ oo-outrut
..... 0 1 - mput

..... [ s2-sTatus
..... [ B3-BNaRY
..... [ 74 - TMER

..... [3 c5- counTeR
..... [3 R - conTROL
..... [ w7 - INTEGER
..... [ Fs-FLoAT

_____ 03 1o so <—————— PLC-5 Message Control Block

The MSG control block appears in the project tree under Data
Files.

2. Insert a MSG instruction rung and assign it to a MSG instruction

control block.

PLC-5 Controller

SLC 5/05 Controller

7 e

Setup Screen

| FeadrWrite Message |—(EN —F

Comtral MG:0 —CDH

S fed

F— FeadWrite Messagze —CEN)—
Tvpe Peer-To-Peer
Fead/Write Read [ DH 1
Target Device PLCS
LocalRemate Local |—(ER 7]
Control Block H10:0
Control Block Length 93

Setup Sereen

3. For an SLC 5/05 controller, edit the instruction parameters in the
as described below.

Parameter Setting

Read/Write Choose either Read or Write.
Target Device PLC-5

Local/Remote Local

Control Block

Enter an integer file with at least 93
elements.

Control Block Length

93 (This is automatically entered by
the programming software.)

4. Double-click Setup Screen in the MSG instruction to configure
the MSG instruction.
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5. Configure the This Controller parameters.

PLC-5 Controller

SG - Rung #2:0 - MG9:0

Thiz PLC-&

General | MultiHop I

=4 MSG - Rung #2:0 - N10:0

SLC 5/05 Controller

— Coontrol Bi This Contraller

Communication Command : |PLCS Typed Read

Data Table Address : [Undefined
Size in Elements © [0
Port Humber: [g

Target Devic
[rata Table Address: El
Local Station Address (oct] Il [dec) El
Local / Remate: [Local

lgnore if timed out [TO): E
To be retried [MR]: m
Awmaiting Execution (EW: m
Continuous Run [CO); m

Communication Command: [PLCS Read

Data Table Address:

— Contral Bit
Igrore if timed out (TO) E
To be retried MR] E

Eror [ER]: m

Message done [DN): E
Message Transmitting [ST): m
Message Enabled [EN] m

—Emor

Error Code[Hex}: 0

Size in Elements: D Awaiting Execution [E4) m

Channel: Cantinuous Fun [CO] m

Ener [ERY [0 ]

Target Devie Message dane [DN): [0 ]
Message Timeout : Message Transmitting (ST) E

Data Table Address: ["$BLE_121:6w""
Local # Remate : MultiHop:

Meszage Enabled (EM), m
“Waiting far Qusue Space E

—Ermor

Error Code[Hex): 0

Error Description
’7 Mo enars

Parameter

PLC-5 Controller Settings

SLC 5/05 Controller Settings

Communication Command

Choose PLC-5 Typed Read or PLC-5 Typed Write

Choose either PLC5 Read or PLC5 Write.

Data Table Address

Enter the source file address for a write or the
destination file address for a read.

Enter the source file address for a write or the
destination file address for a read.

Size in Elements

The number of items to read or write (1...1000).
The actual number of bytes transmitted is
based on the data type of the file specified in
the Data Table Address.

The number of items to read or write (1...1000).
The actual number of bytes transmitted is
based on the data type of the file specified in
the Data Table Address.

Port Number (for PLC-5 controllers)

Channel (for SLC 5/05 controllers)

Enter the Ethernet port number.

¢ The onboard PLC-5E port number is 2.

o The EtherNet/IP sidecar Ethernet port
number 3 A.

Enter 1 for the EtherNet/IP port.

TIP You cannot send

example IN_120.

a write message to an input assembly, for

Input versus output assemblies are from the perspective of the
PLC-5 or SLC 5/05 controller, which sends the request to the
GuardPLC controller.

TIP

The GuardPLC controller supports only PLC-5 Typed Read and

Typed Write commands. No other PCCC commands work with
the GuardPLC controller on the EtherNet/IP network.
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6. Configure the Target Device (the GuardPLC controller)

parameters.
Parameter PLC-5 Controller Settings SLC 5/05 Controller Settings
Data Table Address This is the GuardPLC assembly object. Enter the | This is the GuardPLC assembly object. Enter the
text name of the GuardPLC assembly proceeded | text name of the GuardPLC assembly proceeded
by a $ and enclosed in double quotes. For by a $ and enclosed in double quotes. For
example, "$BLK_120:8:W". example, "$BLK_121:6:W".
MultiHop Choose Yes to configure MultiHop operation. The | Choose Yes to configure MultiHop operation. The

Local/Remote parameter disappears and the
MultiHop tab becomes available.

EtherNet/IP Address field disappears and the
MultiHop tab becomes available.

PLC-5 Controller

ZIMSG - Rung #2:0 - MG9:0

General I MuliHop |

r Thig PLC-&

~ Control Bi

o] x|

SLC 5/05 Controller

ZaMSG - Rung #2:0 - N10:0

General | MultiHop |

- This Contraller
Communication Commad:
Data Table Address
Size in Elements:
Channel

i~ Conitrol Bi
|gnare if timed out [TO]. m
To be retried [NR]: El
Awaiting Execution (Ew): [0]
Continuous Fun (COJ 3 ]

Eror (ER) [0 ]

r— Target Devic

Commurnication Command : [PLC-5 Typed Read ] lanare if timed out [TO]: E
Diata Table Address : [N7:22 Ta be retried (NR]: m

Size in Elements Zl Buwaiting Execution [EY): E

Port Mumber. Zl Continuous Run [CO) m

Eror ([ER]: m

- Target Devic Message done (DM E
Data Table Address Message Transmitting (5T} [0 ]

MuliHop: Faes ) m

dessage Enabled [EM

~ Error

Eror Code[Hex): O

Message Timeout __m
Data Table Addiess: ["$ELK._121:6:w"

Local / Remate MultiHop: [Yes ]

Message done [DNJ; [0 |
Message Transmitting [ST); m
Message Enabled (EM): m
‘waiting for Queue Space m

i~ Error

Error Code[Hex): O

r~ Enor Description

Mo errors

In the example above, the PLC-5 controller is configured to send a read

In the example above, the SLC 5/05 controller is configured to send
a read instruction to the GuardPLC controller. Four 16-bit words of
data will be read from a GuardPLC assembly named BLK_121 at an

offset of six 16-bit words. The data will be placed into the SLC 5/05

instruction to the GuardPLC controller. Four 16-bit words of data will be read
from a GuardPLC assembly named BLK_120 at an offset of eight 16-bit words.
The data will be placed into the PLC-5 controller's integer file number 7 at

offset 22.

242

7. Click the MultiHop tab.

controller's integer file number 7 at offset 0.

8. Press the Insert key to add the GuardPLC controller hop.
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PLC-5 Controller

Z2aMSG - Rung #2:0 - MG9:0

General  MuliHop |

9. Enter the IP address of the GuardPLC controller.

SLC 5/05 Controller

EAMSG - Rung #2:0 - N10:0

General

Ihz = Add Hop Del = Remove Hop

From Device | From Port

Inz = Add Hop Del = Remove Hop

From Device | Fromm Port | ToAddress Tppe | ToAddress I
This PLCS 2 1756-EMet |.P. [str): 111.22 44
ContralLogix Backplane NA& Backplane Slot[dec]:

| ToAddress Type | ToAdd I

Thig SLCHO00 1 EtherMet IP Device [str] LIRS

Use Unconnected CIP
Messaging from a
PanelView Standard
Terminal

Publication 1753-UM001C-EN-P - March 2010

Use the Generic CIP message profile to configure the PanelView
Standard terminal to exchange data with the GuardPLC controller.
Both devices must be connected to the EtherNet/IP network. You will
need PanelBuilder32 software, version 3.82.xx or later, to configure
the PanelView Standard terminal.

Follow these steps to enable the PanelView Standard terminal to
message to the GuardPLC controller, acting as an adapter (target).

1.

Create a GuardPLC Assembly Instance (input or output),
including the data type, assembly size, and assembly name. See
pages 215 and 216.

Make sure the Run/ldle header box is unchecked as
unconnected CIP messages do not use a Run/Idle
header.

TIP

Create a new EtherNet/IP application in PanelBuilder32
software.

Configure the PanelView terminal for EtherNet/IP
communication.

To perform read and write operations to the GuardPLC
controller’s target assemblies, add objects to the PanelView
Standard terminal’s application. Configure those objects for read
or write operation, using tags.
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5. Save and download your application.
These steps are described in more detail beginning on page 244.

For more information on PanelView Standard terminals and using
PanelBuilder32 software, refer to the following:

e PanelView Standard Operator Terminals User Manual,
publication 2711-UM014.

e PanelBuilder32 Application Development Software for
PanelView Standard Terminals Quick Start, publication

2711-QS003.

Create an EtherNet/IP Application

Follow these steps to create a new EtherNet/IP application in
PanelBuilder32 software.

1. Select Create New Application from the PanelBuilder32 start-up
screen and click OK.

Create New Application K13

Application Name: “
MY_ENET

A Cancel |
Selected Teminal Help |

2711-T10C20 PV1000 Color Touch, FRM 4,20-4. 1%

Parieh/iew
Type: Pratacal:

- Devicet et |  Keypad
P10 Gray DF1
1400 DH+ " % rouzh
Py300 DH485
PV Mice v «| © Keypadd Touch

™ Multiple Language Support [French, German, Italian, Spanish and English)

™ Set &g Default Teminal Selection Catalog & Revision Mumbers »>

2. Enter a name for your application.
3. Select your PanelView terminal and EtherNet protocol.

4. Click OK.
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Configure the PanelView Terminal for EtherNet/IP
Communication

Follow these steps to configure the PanelView terminal.

1. Double-click the Comms. Setup button on the Application
Settings dialog box.

2. When the Communications Setup - Ethernet dialog box opens,

Communications Setup - Ethernet

3. Choose Generic CIP from the Node Type list.
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4. Enter the GuardPLC controller’s Node Name and it’s EtherNet/IP

5.

6.

address.
Communications Setup - Ethernet K
— Temminal
Ok
S BT x|
InterScan Delay Cancel |
I‘IDD - l mz Ethemet Config
Help |
— Metwark Node
* Hode Hame Hode Address | Path Hode Type |
GuardPLC 101.102.103.104 Generic CIP
.End of Mode List..
7 B
|F'ress <Inzerts to inzert a new node Prezz <Deleter to delete an exizting node

Leave the Path field blank.

Click OK.

Configure a Write Operation

The example below configures the PanelView Standard terminal to
perform a write operation to set the preset value of a tag located in
the GuardPLC controller’s target output assembly (OUT_120).

1.

2.

From the Objects menu, choose Numeric Entry > Cursor Point.

Position the pointer (+) on the application screen, hold down
the left mouse button and drag to draw the object on the screen.

The object is created with six ####### characters as a
placeholder for the numeric value. Each # character is a single
digit.

Double-click the object to open the Properties dialog box.
Check the Touch Cell checkbox.

Enter a name for the Write Tag.

Click the Edit Tag button to open the Tag Form dialog box.
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7. Configure the tag as shown below.

Tag Form |7 x|
Tag Mame: Drata Type:
ITank_S_F'reset ;I IUnsigned Integer LI Cancel |

Help |

— Messaging Type

Mode Mame:

' Controller Address IGuardF’LC - l

& Service Code: Walue [Hex]:

Chy [setatibute Single (0s1=] |

 Aszembly Object l_[_]_Elllass izt I—I\:ember:
Instance: Byte Offzet:
I‘I 20 a
Attribute [Hex]:
3

Drescription:

Thiz item iz located in GPLC Output Aszembly 120

R

Tag Initial ' alue:

ID
— Scaling [rata Entry Limits

Scale: Offset: Mir: [LEYS

1 0 J100 [12000
Parameter Setting
Messaging Type | CIP
Node Name Enter the name of the GuardPLC controller that will receive the command.
Service Code Choose Set Attribute Single to indicate that this is a write operation.

Class Code Enter 4, for an assembly object.

Instance Number | Enter 120 to indicate the GuardPLC target output assembly that was created for the
PanelView Standard terminal to write to.

Attribute Enter 3 to provide access to the assembly object instance data.

Byte Offset Index into the GuardPLC input assembly x number of bytes, then write the data.

Configure a Read Operation

This example configures the PanelView Standard terminal to perform
a read operation on the accumulated value of a tag located in the
GuardPLC controller’s target input assembly (IN_121) at offset 4 bytes.

1. From the Objects menu, choose Numeric Display Data.

2. Position the pointer (+) on the application screen, hold down
the left mouse button and drag to draw the object on the screen.

The object is created with six ####### characters as a
placeholder for the numeric value. Each # character is a single

digit.
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3. Double-click the object to open the Properties dialog box.

4. Enter the desired Field Width and Decimal Point display
information.

5. Enter a name for the Read Tag.
6. Click the Edit Tag button to open the Tag Form dialog box.

7. Configure the tag as shown below.

Tag Form |7 x|
Tag Mame: Drata Type:
ITank_S_LeveI ;I IUnsigned Integer LI Cancel |

Help |

— Messaging Type

MNode Mame:

€ Controller Address GuardPLC -

& Service Code: Walue [Hex]:

Chy [Get Attt Single 0 =] |

 Aszembly Object I_‘_]_E;Iass izt I—I\:ember:
Instance: Byte Offzet:
E [«
Attribute [Hex]:
3

Drescription:

This item iz read from GPLE Input &szembly 121, offset 4 (bytes]

R

Tag Initial ' alue:

ID—
— Scaling [rata Entry Limits

Scale: Offset: Mir: [LEYS

1 0 Jo [12000

Parameter

Setting

Messaging Type

CIP

Node Name

Enter the name of the GuardPLC controller that will receive the command.

Service Code

Choose Get Attribute Single to indicate that this is a read operation.

Class Code

Enter 4, for an assembly object.

Instance Number

Enter 121 to indicate the GuardPLC target input assembly that was created for the
PanelView Standard terminal to read from.

Attribute

Enter 3 to provide access to the assembly object instance data.

Byte Offset

Index into the GuardPLC output assembly x number of bytes, then read the data.
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Topic Page
Prepare the GuardPLC Controller for Class 1 Scanner Connections 249
Configure the EtherNet/IP Driver 252
Configure Connections in RSNetWorx for EtherNet/IP Software 254
Open a Connection to a Logix Controller 260
Save the Connection Configuration in the GuardPLC Controller 262
Remove the Connection Configuration 263

Make sure the GuardPLC controller resource has the EtherNet/IP
protocol added under the Protocols folder in the RSLogix Guard PLUS!
Hardware Management project tree. If it does not, see page 203 for
instructions on adding EtherNet/IP protocol to the project.

ERSLogiH Guard PLUS Hardware Management
Project Edit Signals Online Windows Help

B- 'E= SDProject
Validate
A2 ASCI Protocol

E| A Configuration
Copy EIR)

& [60000] Resource
Paste &3 HsP Protocal

~

é----‘TypeInstance
-0 GuardPLE 160
g Frogramming T erminal

- MCP Configuration

The GuardPLC controller’s scanner I/O assembly consists of two
buffers: one to store input data and the other to store output data.
When a new connection is opened from the GuardPLC controller to
an I/O module, the scanner input buffer receives data from the I/O
module and the scanner output buffer stores data that is sent to the
I/O module.

You must allocate enough space in both of these buffers to store the
corresponding data. You do this by creating signals in the Signal
Editor and assigning them to the scanner assembly. For detailed
information on defining signals by using the Signal Editor, refer to the
Using RSLogix Guard PLUS! Software with GuardPLC Controllers
Programming Manual, publication 1753-PM001.
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Connect the Scanner Signals

1. Right-click Scanner and choose Connect Signals from the context
menu to open the Signal Connections dialog box.

RSLogix Guard PLUS Hardware Management

Project Edit Signals Online Windows Help

=N 'E= Enet_IP_Scanner

— A Configuration
[60000] Resource
(2] Distributed /0
(£ Pratocols
- EPEthemet AP

IEE Tupelnstanc Rl

2. Assign signals created in the Signal Editor by dragging them to
either the Input or Output tab on the Connect Signals dialog

box.

The Input tab contains all signals to be received from the target.
The Output tab contains all signals to be transmitted to the

target.
@ Signal Connections [ fConfiguration/[60000] Reso... !E @
Mew Signal | Delete Signal | Mew Offsetz | Help New Signal | Delete Signal | Help
Inputs l Olutput ] Info ] iMame { Type
iName i Type | Size | Offset | Signal 1 | Reserved IN_1 BYTE
1 Reserved_IN_1 [BYTE |1 0 Reserved_IN_1 2 Reserved IN_2 BYTE
2 Reserved_IN_2 [BYTE |1 1 Reserved_IN_2 3 Reserved IN_3 BYTE
3 Reserved_IN_3 [BYTE |1 2 Reserved_IN_3 4 Reserved IN_4 BYTE
4 Feseved_IN_4 [BYTE |1 3 Reserved_IN_4 5 SCANNER_IN_0 |BYTE
5 TAG_000 BYTE |1 4 SCANNER_IN_O g PSCANNER_IN_T  JINT
& TAG_00 INT 2 5 SCANNER_IN_14 7 SCANNER_IN_10  |BYTE
7 TAG_020 INT 2 7 SCANMER_IN_2 8 SCANNER_IN_11  |BYTE
g TAG_030 INT 2 E] SCANMER_IN_3 E] SCANNER_IN_2  JINT
3 TAG_040 INT 2 11 SCANMER_IN_4 10 SCANNER_IN_3  INT
10 TAG_050 INT IE SCANNER_IN_G 1 SCANMER_IN 4 [INT
11 TAG_0G0 INT 2 15 SCANMER_IN_E 12 SCANNER_IN_S  INT
12 TAG_070 INT 2 17 SCANMER_IN_7 13 SCANNER_IN_G6  JINT
13 TAG_080 INT 2 139 SCANMER_IN_S 14 SCANNER_IN_7 — JINT
14 TAG_090 BYTE |1 21 SCANNER_IN_S 15 SCANMER_IN.S  [INT
16 SCANNER_IN_3  [BYTE
17 CCARKMER ONIT 1 IMT

3. After the signals are assigned in the desired order, click New
Offsets and RSLogix Guard PLUS! software fills in the offsets
based on the type of signals you created.

You must make sure that the Scanner assembly is big enough to
establish the scanner connections. For example, when you establish a
connection from a GuardPLC controller to the 1794-OB16 FLEX I/O
module, up to 3 words of status may come from the FLEX 1/O
module. One word of output data is sent to the digital output module.
This means that the input assembly should be at least 6 bytes in size
and the output assembly should be at least 2 bytes.
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Also make sure that the data to be written or read does not cross data
type boundaries or try to use only a portion of the signal. In the
example above, you must assign 1 WORD or 1 INT signal, or 2 BYTE
signals to the output assembly and 6 BYTES, or 3 WORDs, or 3 INT

signals to the input tab. If any I/O module uses an odd number of

bytes, then you must use only BYTE data type signals. For example,
the 1734-1B4 module requires 2.5 WORDs or 5 BYTEs for the input
assembly. If you use anything other than BYTE signals, the GuardPLC
returns an error to RSNetWorx for EtherNet/IP software when you try

to save the scanlist.

TIP The GuardPLC controller uses four input bytes for status. To
prevent this data from automatically being the first four data
signals, add four BYTE signals to the first 4 rows of the Inputs
tab. In RSNetWorx for EtherNet/IP software, offset 0 will be
TAG_000, as shown below.

Disable Scanner Function on the Controller

[E; Signal Connections [ /Configuration/[60000] Reso... !E @
Mew Signal | Delete Signal | Mew Offsetz | Help MNew Signal | Delete Signal | Help
Inputs | Output | nfo | Hizie { Tvpe
[ (Tupe  lSie | Offset | Signal il i Reserved_IN_1 BYTE
1 /TReserved N1 BYTE |1 |0 Reserved IN_1 2 Reserved IN.2  [BYTE
2 [ [Ressvedin_2 JovTE |1 1 Reserved_IN_2 3 Reserved IN_3 BYTE
3\ [Ressved i3 [BvTE 1 2 Reserved_IN_3 4 Reserved IN_4 BYTE
4 NGeserved IN_4 [BYTE 1 3 Reserved_IN_4 5 SCANNER_IN_0 |BYTE
5 TAG_000 BYTE |1 4 SCANNER_IN_O 6 SCANMER_IN_T  [INT
3 TAG 010 INT 2 5 SCANNER IN 1 7 SCANNER_IN_10 |BYTE

The controller is able to function as a scanner by default. Follow these

steps if you need to disable scanner function.

1. Right-click EtherNet/IP in the project tree under the desired

Resource and choose Connect Signals to open the Signal

Connections dialog box.

2. To open the Signal Editor, from the Signals menu, choose Editor.

3. Create a new signal of type BOOL and an initial value of 1.
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4. Assign the signal to the Disable scanner signal in the signal
connections dialog box by dragging and dropping it in the
Signal field.

E Signal Connections [ /Configurati

Olutput |

iMame Tupe Signal
1 Disable scanner [BOOL True-DisableScanner

& Signal Editor
J_| Mew Signal [ [relete Signal | Help

iMame Tvpe | Retain | Constant | Descrip| Init Yalue
"M rue-DizableS canner [BOOL v 1
2 False-EnableScanner ([BOOL v 1]

(2]
v/

If this signal is TRUE, scanner functionality on the controller is
disabled. If this signal is FALSE, scanner functionality is enabled.

Start RSLinx software.

=

Configure the EtherNet/IP

Driver 2. Click the Configure Driver button.

3. From the list of Available Driver Types pull-down menu, choose
the Ethernet/IP Driver and click Add New.

4. Enter a name for the new driver and click OK.

Edit View Communications Station DDEJOPC  Security  Window Help

& 218 Biz| W)

Configure Drivers

—Available Driver Types:

IEthemethF‘ Diriver Add New...

— Configured Crrivers:

Add New RSLinx Driven

Name and Descriptios

Configure.
Choase a name for the new driver. 2

[15 characters mazimum]

Startup.
Cancel
|AB_ETHIP-4 —I

Start

AB:ETH\P—Z A-B Ethernet RUNNING Running
AB_ETHIP-3 A-B Ethernet RUNNING Running
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5. In the Configure Drivers dialog box, leave Browse Local Subnet
checked and click OK.

Linx Gateway - [RSWho - 1]
@ Fle Edb View Communications Station DDEJOPC Security Window Help

= & £18 aliz| ¥

W Autcbrowse | ] [Pa | Biowsing-node 1921681174 found

<
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+ &5 AB_ETH-1, Ethernet
+ &g AB_ETH-2, Ethernet
+ &5 AB_ETH-3, Ethernet
% 5 AB_ETH-4, Etharnet
+ &5 AB_ETH-S, Ethernet
+ &5 AB_ETH-5, Ethernet
& & AB_ETHIP-1, Ethernet
SR AB_ETHIP-2, Ethernet
B 12,168, 1,104, EtherNstlF Master Stack Library, EtherhetTP Master Stac
192.168.1.160, 1756-ENBT/A, 1756-ENETJA
192.168,1.161, 1756-ENBT/A, 1756-ENBT/A
192,168.1.162, 1756-ENBT/A, 1756-ENBT/A
192,168.1.163, 1756-ENBT/A, 1756-ENBT/A
152.168,1.164, 1756-ENBTIA, 1756-ENBT/A
192.168.1.165, 1756-ENBT/A, 1756-ENET)A
192,168, 1.166, 1756-ENBT/A, 1756-ENBT/A
192.168,1.167, 1756-ENBT/A, 1756-ENBT/A
192,168,1.168, 17S6-ENBT/A, 1756-ENBT/A
192.168,1.169, 1756-ENBT/A, 1756-ENBT/A
& 192.168.1.170, 1794-AENT FLEX 1jO Ethernet Adapter, 1794-AENT/A
i 192.168.1.171, 1794-AENT FLEX 1jO Ethernet Adapter, 1734-AENT|A
g 192.168,1.172, 1734-AENT PointlO EtherNet/IP Adapter, 1734-AENT EX

F A E RS

192,168,1.173, 1734-AENT PointIO EtherNet/IP Adapter, 1734-AENT Et
7 192.168.1.174, Unrecognized Device, 1747-L551/C CJ9 - DC 3.33
== 192,168,1.180, 1753-128888x GPLC 1600, 1753-L28B8Bx GPLC 1600
&= 192.168.1.181, 1753-126888x GPLC 1600, 1753-L28686x GPLC 1600
= 192.168.,1.227, 1794-AENT FLEX 1O Ethernet Adapter, 1794-AENT/A
P 192,168,1.7, Unrecognized Device, Ethernet to DeviceNet Gateway

# &5 AB_ETHIP-3, Ethernet

For Help, press F1

~

5 35 § § § § 8§

192,168,1..., 192.168.1.... 192.168.1.... 192.16B.1.... 192.168.1.... 192.166.1.... 192.168.1....
EtherNetIP.., 1756-ENBT/A 1756-ENBT/A 1756-ENBT/A 1756-ENBT/A 1756-ENBTIA 1756-ENBT/A

5 9 8 § @ a §

192,168, 1..., 192,168.1.... 192.168.1.... 192.168.1.... 192.168.1.... 192.168.1.... 192.168.1....
17S6-ENET/A 1756-ENBT/A 17S6-ENBT/A 1756-ENBT/A 1794-AENT/A 1794-AENTIA 1734-AENT...

= o=

192.168.1.... 182.168.1.... 192.168.1.... 192.168.1.... 192.168.1.... 192.168.1.7
1734-AENT... 1747-1551/... 1753-L28BB... 1753-L2866... 1794-AENT/A Ethernet ...

UM 10/02/05 | 10:25 P4

TIP The controllers will be recognized automatically if
they are in the same subnet. If the controller type or
name is unidentified, you must install the correct EDS

file.

EDS files are available on the RSLogix Guard PLUS!
software CD or at

http://support.rockwellautomation.com.
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Configure Connections in
RSNetWorx for EtherNet/IP
Software

Before starting RSNetWorx for EtherNet/IP software and configuring
the GuardPLC controller’s scanlist, make sure the GuardPLC controller
is in the STOP/VALID CONFIGURATION state, or RSNetWorx for
EtherNet/IP software will generate an error.

1. Start RSNetWorx for EtherNet/IP software.

2. To create a new configuration, from the File menu, choose New.

- EtherNet/IP - RSNetWorx for EtherNet/IP

File Edit Wew MNebwork Device Diagnostics Tools Help

Chrl+ h?
& open... wio LT3
ave
e Device Usages
o Address Current Addre:
Generate Report L: Connection:
Frint Setup... : Consume:
Print Preview Produce:
S print... e S
1 EtherMet.enet
2 Conkrolret, e | |
3 E:\ContralMet, xc
4 Devicellet,dnt r
Exit aCe

+ Programmable Logic Contraller

Declanall &1 ikaraskinm ricealanen e

£3 ﬁ Modular TPT Tevices

3. To go online, click the online button or, from the Network
menu, choose Online.

Your EtherNet/IP devices appear in the graphic view.

.| EtherNet/IP - RSNetWorx for, EtherNet/IP

File Edit Wiew MNetwork Device Diagnostics Tools Help

alS-L &% 2
QlE E% A A F 8
2 Wiorst Cage D i}
2| Eeis Erabled ‘orst Case Device Usages
> B EREAE Address Cumrent Address Cunent Current
“ tdimirum CPL: Connection Devices not included: 0
3 P aximum CPL: Consume:
) Produce:
=)
IerlszEn = Pointl0) 4 Slot Chassis GuardPLC 1600 1756-A10/A
=) EtherNst/IP
= @ Cateqory
=+ Communication Adapter
+ DSI to Etherhet/IP .
&3 Hurman Machine Interface i) GRED)
"
# [ Mochiar D1 Davices 100.100.83.10 100.100.93.18 100.100.93.59 100.100.53.137
+ Programmahle Logic Contraller
= Rockwell Automation miscellaneous
#-[F) SCANpart Drives on EtherhletiIP
= @ Wendor
+ Rockwell Automation - Allen-Bradley
= Riockwel Automation - Reliance Electric
+ Rockwell Automation/Entek Ird Intl,
=+ Rockwell Sobtware, Inc,
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You may see icons overlaying the devices when you first
go online. This is normal and only indicates the status of
the offline versus the online configuration. Once you
complete the configuration, the symbols disappear.

TIP
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4. Right-click the GuardPLC controller icon in the graphic view and

choose Scanlist Configuration to open the Scanlist Configuration
dialog box.

1756-A10/4 PointlD 4 Slot Chassis 1756-A10/4:1

e
100.100.93.10 100.100.93.13 100.100 B copy CEplL
Delete Del

Upload from Device
Download to Device

The GuardPLC controller is highlighted in the Scanlist
Configuration dialog box to show that it is the scanner in this
configuration.

Y.l Address 100.100.93.99, GuardPLC 1600 - Scanlist Configuration

File Edit Wiew MNetwork Device Connection Help

e ERIEEAL

x| "
o [ Edits Enabled Current Current
3 Entries Uszed: 0of 32 Data Input File Uzage:  0.00%
[}
§ Data Output File Usage: 0.00%
o
& A |\ Hode Memory Usage / 4]

Address | Slat | Parameters | Entry M., | Device Name | Connection Name

H 4 N\Conneclion Conﬁgulalion}: Connection Status | |< |

For Help, press F1
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5. Right-click the target I/O module in the Scanlist Configuration
dialog box and choose Insert Connection.

.| Address 100.100.93.99, GuardPLC 1600 - Scanlist Configuration

File Edit Wiew MNetwork Device Connection Help

to fis 2w | NP

x| "

o I~ Edits Enabled Current Current

3 Entriesz Uszed; 0of 32 Data Input File Uzage;  0.00%

[5]

§ Data Output File Uszage: 0,00%

(5]

& 4] ¥\Node Memory Usage / | 4 |

Address Slat | Parameters | Entry M., | Device Narme | Connection Narm:
Insert Connection, ., Chrl+1
Auto Inserk 4
Auto Address 3
TIP If the controller is in the RUN mode, a warning message

appears, instructing you to put the scanner into the
STOP/VALID CONFIGURATION mode before you attempt
to add connections.

' = Control Panel [ Resource ]

PADT Resource Communication Test Mode Extra Help
&7y mEl| )

Resource State lSafety Parameters ] Staistics ] F2P State ] C

CPU State STOP /%ALID COMFIGURATION
COM State STOP /%ALID COMFIGURATION
Program Mame Typelnztance

Program State STOP

Faulty 1/0 Modules ]

Force State Forcing dizabled
Fiemaining Force Time [2] ]
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6. Configure the Connection Properties for the I/O module, using
the Connection tab on the Connection Properties dialog box.

Connection l Electronic Keying] Details] Configuration Setting]
Target Infarmation

ToAddress |[NIIEERE Device Mame|1734-1E4/C 4pt DC Input
To Slot o1 ﬁoar%n:cyon Diirect Input Only -

Communication Parameters

Mame | Walue |

Bequested Packet Interval [mg] |10 ﬂ

Addressing Parameters

Input Size 25  w|Word: |Input Address 1]
Output Size ‘words  Output Address

LConfiguration Size| 2 - | Words

Auto Address Preferences...

QK | Cancel | Apply | Help |

In a produce/consume system, modules multicast data, meaning
that multiple modules can receive the same data at the same
time from a single module. When you choose Connection
Name, in this dialog box, you must choose whether to establish
an owner or listen-only relationship with the module. An owner
connection is any connection that does not include Listen Only
in its Connection Name.

Property Description
Some modules do not support all of the possible EtherNet/IP connection types: Exclusive Owner, Input Only, and Listen
Only. The Connection Name pulldown menu contains only the connection types supported by the selected module.
When the exclusive owner type is used, output assemblies can be written. Only one exclusive owner
Exclusive connection is allowed to connect to a single output assembly. Multiple Exclusive Owner connections can
Owner be made to input only modules. Any module that contains output assemblies can have only one Exclusive
Owner.
Connection An input only connection lets input assemblies be exported to one or more consumers. Another connection
Name Inout Onl request to the same input connection can be made if the same data size and requested packet rate are
p y specified. All Input Only connections are independent of one another. When one of the connections is
closed, the others remain open.
With listen only connections, input assemblies are sent to one or more consumers. For a listen-only
Listen Onl connection to be established, an exclusive owner or input only connection with multicast must already
Y| exist. All the subsequent Listen Only connections depend upon the owner connection. When an owner
connection is closed, all subsequent Listen Only connections are also closed.
Requested Enter the Requested Packet Interval (RPI) in ms. The RPI specifies the period at which data updates over a connection.

Packet Interval
(RPI)

The RPI is entered in 1 ms increments. The RPI specified for the GuardPLC controller can be as little as 1 ms. However,
the GuardPLC controller will not produce or consume data with a rate less than 2 ms, because this is the tick of the
GuardPLC communication module. This limits the minimum RPI to 2 ms.
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Property Description

Input Size Input size is the length of the data sent from the I/0 module (target) to the GuardPLC controller (scanner). The value in
this field is predetermined by the module type and cannot be changed.

Output Size Output size is the length of the data sent from the GuardPLC controller (scanner) to the 1/0 module (target). The value in
this field is predetermined by the module type and cannot be changed.

Configuration | Configuration Size is the size of the configuration data sent with the connection establishment request.
Size

Input Address | The Input Address is the offset in words of the GuardPLC input scanner assembly where the GuardPLC controller will
store the input data from the target device. Enter the Input Address.

Output The Output Address is the offset in words of the GuardPLC controller's scanner output assembly buffer where the
Address GuardPLC controller will store its data before sending it to the target device, in this case the FLEX I/0 module.

7. Once you have set these properties, click the OK button to
apply the changes.

RSNetWorx for EtherNet/IP software displays these changes in
blue under the I/O module entry.

¥/ Address 100.100.93.99, GuardPLC 1600 - Scanlist Configuration

File Edit VYiew Metwork Device Connection Help E
= Hlo s A N
= - -
=) Iv Edits Enabled Current Pending Current  Pending
> . .
= Entries Used, Oof 32 20of 32 DataInput File Usage:  0.00% 0.07%
a
'g Data Output File Usage: 0.00% 0.01%
3
o 4> |\ Hode Memory Usage KN | v
Address | Slat | Parameters Enkry N... | Device Mame ‘ Connection Marne ‘ RPI{ms) ‘ Input Address | Input Size {waords) | O..| ... ‘ Zanfig Size {w |
-~ -
Direct Input Only 10 i} 25 n.. nja &
Direct Exclusive . 20 3 25 0 05 4

8. Repeat steps 5...7 for all target I/O modules and press the Save
button to download the connection configuration to the
GuardPLC controller.

If you get a “Type’ error and the save procedure is
aborted, it is most likely a data type error with the
signals in the RSLogix Guard PLUS! software scanner
configuration. Make sure that you have not tried to cross
a data type boundary or that you have not used a module

with an odd number of bytes with INT or WORD data
types.
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9.

10 .

In RSLogix Guard PLUS! software, put the GuardPLC controller
into RUN mode.

The configuration is now complete and the I/O modules should
be working under the control of the GuardPLC controller.

PADT Resource Communication Test Mode  Extr

FV AR IEC

Resource State lSafety Parameters ] Statistics

CPU State RUN

COM State RUN
Program Mame Typelnstance
Program State RUM
Faulty 1/0 Modules 1]

Force State Forcing activated
Fiemaining Force Time [2] -1

To view the status of the connection in RSNetWorx for
EtherNet/IP software, click the Connection Status tab.

Every connection in the GuardPLC controller is listed on this
screen. Any non-working connections are also listed.

Y| Address 100.100.93.99, GuardPLC 1600 - Scanlist Configuration

File Edit Wiew MNetwork Device Connection Help

1.

=] = == | N2 N\
Address | Slot | Parameters | Entry ... | Device Mame Connection MName | Status | Inhibit |
Direct Input Only Success Mo

Direct Cclusive ... \ Duccess ‘ Mo

M| 4] »[M], Connection Configuration } Connection Status {r'J 1 |

You can also verify the connection status in RSLogix Guard
PLUS! software.

a. Open the Control Panel by choosing Control Panel from the
Online menu.

b. Click the EIP tab.

c. Click the Connections Status tab.

i = Control Panel [ Resource ] -

PADT Resource Communication Test Mode Extra Help

s 7> mal

i

Reszource State ] Safety Parameters ] Statistics ] P2F State ] Distributed 1/0 ] HH State ] Enviranment D'ata ] as ] IP Settings ] Modbushd s, ] License ] HSP Pratocol | EIP l

Protocal Status | Connections Status l

Reset Counters

Peer IP Peer st| Type State Input | Output | Sent | Rowd | Bad Msgs | PRPI | CRPl | MinPRFI | MaxPRFI | LastPRPI | AwiPRPI
1 100.100.93.19 Originator | Established 3 190 2385 2385 a0 10 10 9 11 10 9
2 |100.100.93.19 Originator | Established 43 33 1983 1A a0 20 20 20 20 20 20
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For more information on the Control Panel, see Chapter 14.

259



Chapter 20

Use the GuardPLC Controller as a Scanner

Open a Connection to a
Logix Controller

260

The GuardPLC controller can establish a connection to a ControlLogix
or CompactLogix controller and read the data over this connection.
The data must be stored in the producing data tag in the Logix

controller. The data exchange is one-sided, from the Logix controller
to the GuardPLC controller. For exchanging data in both directions,
see Open a Class 1 Connection from a Logix Controller to the

GuardPLC Controller on page 219.

Create a Producing Data Tag

-1-£5] Cortraller Demo_Corfig

23 Controller Faulk Handlsr
23 Power-Up Handler
-5 Tasks
=58 MainTask
= @ MainProgram
& Program Tags
Eij MainF.outing
3 Unscheduled Programs
=15 Maotion Groups
3 Ungrouped Axes
23 Trends
-5 Data Types
L User-Defined
+ Cﬂ, Strings
+- L Predefined
+- g Module-Defined
-5 10 Corfiguration
f] [1]1756-EMET/a ENETO
f] [2]1756-EMET/a ENETL
f] [3]1756-EMET/a ENETZ
f] [4]1756-EMET/A ENETS

Type 1756-L61 ControllogixS56...
Description

Slot a

Major Fault

inor Fautt

Open your RSLogix 5000 project.
Click the Edit Tags tab.

Right-click an empty line and choose Edit Tag Properties.

Scope: |Dem0_E0nfig[contrcj Shaw: |5h0W Al v| Sort: |Tag Marme j
F | Tag Mame 27 |Alias For | Base Tag | Type | Style Des
| |HMSG_READ_7 MESSAGE
— e MNew T
| |HMSE & g]
| HMSGE Hame: |Dem08tatusBuffer
| |HMSE
+-M5G_ Drescription: Cancel
| |HMSE
| svse [ |
T+ Readiul T2 Type: " Baze
|| |[HReadBu " Alias
| ¥ -Readbu * Produced |1 ﬂ CONSUMErs
| | #ReadBu " Consumed
_F +-ReadBull [ata Tupe: |INT[3] J
_F +/-AeadBul
_F +-FeadBu Scope: |Dem0_E0nfig[c:ontroIIer] j
™ |#-TIMER
— = Style: i
| |EwiteBu Ve |Dec:|ma| j
| witeBu [~ Programmatically (10T Instruction) Send Event Trigger ta Consumers
| [ writeB T
- +-writeB uffer! 49 IMT[E] Decimal
_F +-wiriteBuffer] 51 DINT[3] Decimal
_F +-wiriteBuffer 53 DINT[3] Decimal
[ |+ WwiriteBufer 55 REAL[F] Float
| Monitor Tags A Edit Tags / 1K

Enter the tag name.
Set the tag type as Produced.

The Number of Consumers parameter dictates how many
scanners should be able to read from this tag at the same time.

Enter the Data Type.

Click OK to save the changes.
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For more information on configuring Logix controllers, refer to

Logix5000 Controllers Quick Start, publication 1756-QS001.

Configure Connections from the GuardPLC Controller to the Logix

Controller

1. In RSNetWorx for EtherNet/IP software, right-click the GuardPLC
scanner controller in the graphic view and choose Scanlist

Configuration.

2. Right-click the target Logix controller in the Scanlist

Configuration dialog box and choose Insert Connection.

3. In this example, the Connection Name is Receive Data From.

Connection Properties

Connection | Electronic Keyingl Detailsl
r— Target Infarmation

ToAddess [192168.1.160  Device Name[1756.L61 LOGINGSET
ToSlat |00 ﬁir;qn:chon i

2|

) ata From

r— Communication P

Mame | Vﬂue |
ag D emoStatusBuffer 5 T
Fequested Packet Interval [ms] |20 =
=
—Addreszing P.
Input Size |3 VI ‘Wwiords  Input Address I?
Output Size I 'l ‘Words  Output Address nda
Configuration Sizel VI Words
Auto Address Preferenzes... |
QK I Cancel | Apply | Help |

4. Enter the name of the producing tag in the Communication
Parameters Value field.

5. Make sure that the Input Size value matches the size of the

producing tag.

6. Once you have set these properties, click the OK button to

apply the changes.

RSNetWorx for EtherNet/IP software displays these changes in
blue under the I/O module entry.

7. Click Save in RSNetWorx for EtherNet/IP software to download
the configuration to the GuardPLC controller.
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Save the Connection

Configuration in the

GuardPLC Controller

= @ GPLC1 600 Default Test Praject
- A Configuration

- B [50000] Resource
i [ Distributed 10
=[] Frotocols

= APEthemet/P

= --EﬁScanner

[E@1200IN_120
~E@EIn21100T_121
~[ERN122]IN_122
~EEI23100T_123
~[ER124]IN_124
~[@I125]0UT_125
~[ER126]IN_125
~EEI27 0uT_127
~[ER128]IN_128
29 0UT_129
~[ER130]IN_130
~E@IN31100T_131
~[ER132]IN_132
~[I133100T_133
~[ER134]IM_134
~[@I[135]0UT_135
- [WEM3ETIN 136
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L. ASNetw/ors Configuration

Up to this point, only the configuration has been downloaded to the
GuardPLC controller. The offline project currently contains only the
assigned signal connections.

Once the connection configuration is saved with the RSLogix Guard
PLUS! project, you can switch to other projects, reprogram the
GuardPLC controller, and be sure that when the configuration is
loaded back to the GuardPLC controller, it will use this RSNetWorx
configuration to reestablish connections.

Follow these steps to upload the online configuration to your offline
project.

1. Open the Control Panel in RSLogix Guard PLUS! Hardware
Management by choosing Control Panel from the Online menu.

2. Click the EIP tab.

3. Press the FS Upload button to upload the connection
configuration and add it to the project configuration.

An RSNetWorx Configuration sub-branch will be added to the
project tree under the EtherNet/IP Scanner branch.

FADT Resource Communicabion TestMode Extra Help

¥

) mF 1

Statistics ] F2F State } Diztributed 1/0 ] HH State | Environment D ata ] 0s ] IP Settings | Modbushds. ] License ] HSP Protocol | EIP |4

Fratocol Status l Connections Status ]

F5 Upload

Wendor d [1
Device Type |14
Froduct Code &3

MajorMinar Revision |1 Al

CIP Serial Mumber |1Et‘u11 002284,

Status |1EH0074

Product Mame |1753-L28BB = GPLC 1600
Dizable Scanner o

Bad Messages |1 168

F L) |Online | Administrator

4. Right-click the controller Resource in the project tree and choose
Code Generation to compile the configuration code.
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Remove the Connection You can also remove a connection configuration from a project.

Conflguratlon 1. Click the RSNetWorx Configuration under the EtherNet/IP

Scanner branch and press the Delete key.

RSLogix Guard PLUS! software removes the RSNetWorx
Configuration branch.

2. Right-click the controller Resource and choose Code Generation
to save the change to the project.
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Notes:
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ASCII Device
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Communicate with ASCII Devices

Topic Page
Connect the Controller to an ASCII Device 265
Configure the ASCII Serial Port 268
Connect Signals 269
ASCII Protocol 270

For the sole purpose of sending the status of the signals from the
GuardPLC controller to an external device, you can connect an
intelligent ASCII device to the GuardPLC controller’s serial port. This
ASCII connection is one-way from the GuardPLC controller (slave) to
the master device. You cannot program the GuardPLC controller or
change the values in the GuardPLC controller by using this port.

To use the ASCII function, signals that you wish to send out the serial
port must be connected to placeholders in the ASCII-protocol Connect
Signals dialog box. These signals are then capable of being sent out
the serial port if a command string is properly received from the
master. The command string includes a starting address and number
of signals to be sent. The GuardPLC controller replies to this
command string by sending the values of these signals out the serial
port in an ASCII string.

Connect to a GuardPLC 1200 Controller

RS-232
ASCII
serial port

Use a 1761-CBL-PM02 series C cable to connect to the serial port. The
mini-DIN connector attaches to the controller. The other end is a 9-pin
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266

r v v v

A A A A 4

®
@

24vVDC

RS-485

ASCII

PROFIBUS

COMM3 COMM2 COMM1
1 1 1
(] e [ ]
(] (] (]

GuardPLC Ethernet
10/100 BaseT

3= (= 4

D-shell connector. This mini-DIN connector is not commercially

available, so you cannot make this cable.

The pin assignment of the ASCII Serial port is shown below.

Pin

Function

—_

24V DC

ground (GND)

request to send (RTS)

received data (RxD)

received line signal detector (DCD)

clear to send (CTS)

transmitted data (TxD)

ground (GND)

O O N | O | WO N

not applicable

Connect to a GuardPLC 1600 or 1800 Controller

The ASCII COMM3 port location and connector pin assignment are

shown below.

Connection Signal Function
1 - -
2 RP 5V, decoupled with diodes
3 RxD/TxD-A Receive/Transmit data A
4 CNTR-A Control Signal A
5 DGND Data reference potential
6 VP 5V, positive pole of supply voltage
7 - -
8 RxD/TxD-B Receive/Transmit data B
9 CNTR-B Control Signal B

IMPORTANT

The ASCII port is RS-485. You must use an electrical interface
device to connect the controller to an RS-232 device.
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RS-232 ASCII serial port
(only the bottom serial port is active)
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Connect to a GuardPLC 2000 Controller

Uc

9‘10 o0

@ Aven-Bradley

.
! @ardprLc 2000

)
[ X ]

i

[ e
N

(b

JHTY

.. [Elelele e = =]
OO0 Ood0d

e o 0000000000000(e
(4] [ZOf [25] [25] [¢5] [25] [¢5] [Z5]

The serial port requires a 9-pin D-shell connector.

Pin

Function

—

none

send data

receive data

none

ground

none

RTS

CTS

O 0| d| ool O] | WO N

none
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C()nﬁgure the ASCIl Serial  You must either create a new project or open an existing project

Port

before you can configure ASCII communication. Once the software
opens a project, it automatically displays the Hardware Management
window, from which you configure the ASCII port.

1. Right-click Protocols and choose New>ASCII.

Broject Edit Sgnals Online Windows Help

=) @ example!
£l o Configuration
- B [2] Resource
- (1 Distributed 110
E-ggl0] GuardPLC 20_8DC
B com
B cru
Ber10120
B-12100 38

IEF Tupelnstance
=-[BI0] GuardPLC 1600 Copy P2 Frofibus dp Slave
@ oM Paste M2 Madbus Slave
B cru T ooma
Ber10120
B-121008
18 Programming Terminal Eroperties
- F2 HH-Netwark 1

Delete

2. Right-click the ASCII icon and choose Properties.

Project Edit Signals Grline Windows Help
=) @ example!
£l o Configuration
- B [2] Resource
[ Distributed 140

= [EProtocals /Configuration/Resource,/Protocels/ASCIL o [ |
T ypelnstance Gt s Type fescn
B (0] GuardPLE 1600 liew » Slaveddess |1
P Terminal
8 il ot
- Paste
E Token Gioup P - Interface [ |
£ Token Group_1 pelete Baud rate [3600 =l
Parity [Ho =
Stap Bit [1
ok | camcal Apply Hep |

For this field

Specify

Slave Address

the slave address (1...65535) of the controller. The ASCII protocol of the controller supports only a
direct point-to-point connection between the master and slave.

The controller is always configured as slave. It only transfers process values via the serial interface
to the master when it receives the corresponding request from the master.

Refresh Rate

the refresh rate in milliseconds for non-safe communication between the COM and CPU.
The default is 0, the fastest refresh rate.

Interface

the field bus interface to be used by the ASCII protocol (comm1, comm2, comma3).
Choose comm3 for GuardPLC 1600 or 1800 controllers.

Baud Rate!")

the data transfer speed in bits/s. Choose from a pull-down menu of predefined values between 300
and 115,200 bps. The default baud rate is 9600 bps.

Parity

the parity for the recognition of transfer errors. Choose No, 0dd, or Even. The default is No parity.

Stop Bit

either 1 or 2 stop bits for the serial data transfer. The default is 1 stop bit.

(1) Even if the baud rate is changed from 9600, the power-up string is always sent out at 9600 baud.

268
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Connect Signa|s Only ASCII output signals are sent from the controller. You connect
signals to the ASCII outputs to determine which signal values you
want to send from the controller to the connected ASCII device.

1. Expand Protocols, right-click the ASCII icon and choose Connect
Signals.

Praject Edt Signals Online Windows Help
=)- T examplel
E+ o Configuration
E+ B [2) Resource
[ Distibuted 10
E+ (3 Protocals

I Tupelnstal
B Guadt ey
{8 Programming Terr
- & HH-Netwark_1
fToken & Paste
TUke" G’”"" T [ Signal Connections [ /Configuration;[2] Resource/Protocols/ASCIT ] ol
HTokenbroup, Dokt || New Conneeted Signal | Deletz Conmested Sianal | New Offsets | Help|
Inputs | Ouputs |

Copy

Brint., ..

Froperties

Name Type Size| Qffset| Signal
1 Connected Signal [BODL |1 0

If you want to Choose this tab

create a new signal New Connected Signal
renumber offsets sequentially for all signals | New Offsets

delete the selected signal Delete Connected Signal

2. Edit the output signals you want to send to the ASCII device.

e Use the Outputs tab to define output values to send to the
ASCII device.

e Associate each output with a signal from the signal editor by
dragging the signal from the Signal Editor to the Signal field

on the Outputs tab in the ASCII Signal Connections dialog
box.

e Refer to the Using RSLogix Guard PLUS! Software With
GuardPLC Controllers Programming Manual, publication_
1753-PM001, for more information on defining signals.

K. Signal Connections [ /Configurati ol x| —iOlx]
|| Mew Cornected Signal | Deleie Connected Sinal | Mew Oifssts | He\p\ 1/ Mew Sinal | Delete Signal | Help\
Inputs | Dutputs | Name Type | Fietain] Constant| Description| Initalue | <]
MName Type Size | Offset | Signal 4 Out_3 INT
1 Tx_CounterValue |UDINT 4 0 Crtl1Y alue 5 Out_4 INT
2 TH_UpCounter  |INT 2 |4 [incementor 5 CriliFiesetReBO0L
‘\ 7 Crtf1Vale  [UDINT
i GragWalie | INT

crementar  [INT
OutRiange  |BOOL o
SpeedToggle |BOOL
Takt BOOL

The signal name is used
only in printouts.
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The offset in the ASCII output section is numbered based on bytes. In the example, the first signal uses

TIP _ ) i
bytes 0, 1, 2, and 3. The second signal uses bytes 4 and 5. However, when you request these signals in
the command string (see ASCII Master - Request below), the first signal is always 0, the second signal
is always 1, the third signal is always 2, and so forth.

The output section automatically sorts the name field based on alphanumerical order. This does not
automatically change the offsets, but if you renumber after sorting, the offsets will change and there is
no undo feature. This changes the order in which the signals are sent out the serial port.
Because names are used only in printouts, you may want to enter these names in alphanumeric order
to begin with. (For example signal 101, signal 102, signal 103, signal 104, and so forth.)
ASCII Protocol The controller is a slave ASCII device and expects this protocol from
the master device.
ASCII Master - Request
If the ASCII master sends a request, the slave can send a response.
The master request has this format (each character is one byte).
Start Sign Destination Source Function Code | Start Address | Number of End Sign
Variables
1 char 2 char 2 char 1 char 5 char 3 char 1 char
Component Description
Start Sign identifies the start of a message
A character
Destination unique slave address (GuardPLC controller)
01...99
Source unique master address (requester)

210

01...99

Function Code

read data
R character

Start Address

data start address for characters to read (offset)

00000...65535

Number of Variables

number of variables to read and send back to master

000...999

End Sign

identifies the end of a message
& character
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For example, this string requests the first two variables from the slave.

Start Sign Destination Source Function Code | Start Address | Number of End Sign
Variables
A 15 01 R 00000 002 &
ASCII Slave - Controller Response
If the controller receives a request from an ASCII master, it responds
in this format (each character is one byte).
Start Sign | Destination | Source Function Start Number of | Number of | Data End Sign
Code Address Variables | Characters
1 char 2 char 2 char 1 char 5 char 3 char 4 char maximum 1 char
10000 char
Component Description
Start Sign identifies the start of a message
A character
Destination unique master address (requester)
01...99
Source unique slave address (GuardPLC controller)
01...99

Function Code

r character identifies data sent by slave
E identifies error with master request

Start Address

data start address for characters to read (offset)
00000...65535

Number of Variables

number of variables to read and send back to master
000...999

Number of Characters

number of characters in the data string (This includes
the “/" delimiter but not the “&" termination character.)
0000...9999

Data

data characters

End Sign

needed to recognize the end of a message
& character
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For example, this string replies to the master request for the first two
variables from the slave.

Start Sign | Destination | Source Function Start Number of | Number of | Data End Sign
Code Address Variables | Characters
A 01 15 r 00000 002 0005 4123 &
Every data field in the message is separated with a slash ( /). The
slash also counts as a character when counting the total number of
characters in the data string.
TIP The reply string will have a variable number of characters if
non-BOOL are used. For example, 99 is 2 characters, 100 is 3
characters. There is no leading zero.
If the master request was not received properly at the GuardPLC
controller, the slave response is the following.
Start Sign | Destination | Source Function Start Number of | Number of | End Sign
Code Address Variables | Characters
A 01 15 E 00000 000 0000 &

This error response is typically sent when more signals are requested
than exist in the ASCII protocol output tab. For example, 10 signals
were dragged to the ASCII output section, but 20 signals were

requested in the command string.
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Data Type Formats

Follow these formats for sending different data types.

Data Type Format Example
BOOL Description: boolean 0
Size: 1 character 1
Range: 1 =true; 0 =false
SINT Description: short integer -101
Size: 1...4 characters 5
Range: -128...127 127
-128
INT Description: integer -25724
Size: 1...6 characters 232
Range: -32768...32767 -6
248
DINT Description: double integer -1357679042
Size: 1...11 characters 257
Range: -2147483648. ..2147483647 6200471
USINT Description: unsigned short integer 123
Size: 1...3 characters 35
Range: 0...255 6
255
UINT Description: unsigned integer 65535
Size: 1...5 characters 7
Range: 0...65535 333
597
UDINT Description: unsigned double integer 4294967295
Size: 1...10 characters 256
Range: 0...4294967295 334510
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Notes:
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Connect Signals 277
Profibus DP Slave Protocol 279
Connect the Controller to a Profibus DP Device 279
Configure the Profibus DP Serial Port 280
Connect Signals 280
Configure the Profibus Master 282
Modbus RTU Slave Modbus is available only on GuardPLC 1600 or 1800 controllers. You
Protocol can connect a Modbus master to the controller’'s COMM1 port. This

Modbus connection is two-way non-safety-related communication
between the controller (slave) and the master device. You cannot
program the controller by using this port.

The controller is a Modbus RTU slave device and responds only to
reads and writes from the master.

To use the Modbus function, signals that you wish to send out/receive

into the COMM1 port must be connected to placeholders in the
Modbus-protocol Connect Signals dialog box.
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RS 485

ASCIl MODBUS
o o o
comms comm2

comm1

L

RS-485

GuardPLC Ethernet
10/100 BaseT
30 e

Connect the Controller to a Modbus Device

Connection | Signal Function

1

2 RP 5V, decoupled with diodes

3 RxD/TxD-A Receive/Transmit data A

4 CNTR-A Control Signal A

5 DGND Data reference potential

6 VP 5V, positive pole of supply voltage
7

8 RxD/TxD-B Receive/Transmit data B

9 CNTR-B Control Signal B

IMPORTANT

The Modbus port is RS-485. You must use an electrical
interface device to connect the controller to an RS-232 device.

Configure the Modbus Serial Port

You must either create a new project or open an existing project
before you can configure Modbus communication. Once the software
opens a project, it automatically displays the Hardware Management
window, from which you configure the Modbus port.

1. Right-click Protocols and choose New>Modbus Slave.

Broject Edit Sgnals Online Windows Help

=) @ example!

(= 4 Configuration
= B2 [2] Resource
(] Distributed 110

IEF Tupelnstance
1R(0] GuardPLE 1600
18 Programming Terminal
- 8 HH-Netwark_1
E Token Gioup
E Token Group_1

M P2 Profibus dp Slave

Delete

Broperties
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2. Expand Protocols, right-click the Modbus Slave icon, and choose
Properties.

JTRSLogix Guard PLUS Hardware Management

Broject Edit Sgnals Online Windows Help

- Tmesamgle] /Configuration/Resource /Protocols/Mad =10l
- A Configuiation Tope [Mhondbuss Siaws
- B [2] Resource
[ Distibuted 110 Svedddess i
- [IProtocals Refresh Rate [ms] [0
5
—5 . Interface [ =l
Modbus Slave
Caonnect Signals =
FTypelrstance  Connect Signals | Baud iate [ 57600 =]
1BR(0] GuardPLT 1600 e L Paity [Even 3|
8 Programming Terminal Copy
- FB HH-Network_1 paste ok | Cancel &pply Help |
“f Token Group oo
f Token Group_1
Print. ..

For this field Specify

Slave Address the slave address (1...247) of the controller. The Modbus protocol of the controller supports only a
direct point-to-point connection between the master and slave.
The controller is always configured as slave. It transfers process values via the serial interface to
the master only when it receives the corresponding request from the master.

Interface the field bus interface to be used by the Modbus Slave protocol (comm1, comm2, comm3).

Choose comm1 for GuardPLC 1600 or 1800 controllers.

Refresh Rate

Refresh rate in ms for non-safe communication. The default is 0, the fastest refresh rate.

Baud Rate the data transfer speed in bits/s. Choose from a pull-down menu of predefined values between
300 and 115,200 bps. The default baud rate is 9600 bps.

Parity the parity for the recognition of transfer errors. Choose No, Odd, or Even. The default is No parity.

Stop Bit either 1 or 2 stop bits for the serial data transfer. The default is 1 stop bit.
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Connect Signals

The Modbus RTU Slave protocol lets you read data from the
GuardPLC controller and write data to the GuardPLC controller, but
none of this data can be used for safety functions.

Inputs are signals sent from the Modbus master to the controller

(slave). Outputs are signals sent from the controller (slave) to the
master.
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TIP

Follow these steps to connect signals.

1. Expand Protocols, right-click the Modbus Slave icon, and choose

Connect Signals.

= |RSLogix Guard PLUS Hardware Management

Project Edit Signals Online Windows Help
- P example1
El-  Configuration
| B 2] Resource
[ [ Distributed /0
[ Protocols
Tascl

JIF Typelnstarnce
B (0] GuardPLT 1600 Hew »
amming T eminal |
5 HH-Network_1
{2 Token Group - |
L3 Token Group_1 Delete
Print...

Copy
Faste

Broperties

I Signal Connections [ /Configuration/[2] Resoure (ol x|
|| Mew Connected $ignal | Delete Cornecied Signal | Mew Difsets | Help|

Inputs | Dutputs |

[Tope | Size [ Difset | Signal |
ME [sOOL o ] |

If you want to

Click this tab

create a new signal

New Connected Signal

renumber offsets sequentially for all signals New Offsets

delete the selected signal

Delete Connected Signal

2. Edit the signals you want to receive or send.

e Use the Inputs tab to determine which values to read into the

controller.

e Use the Outputs tab to define output values to send to the
Modbus master. Signals in the output tab must match the
order of signal types requested by the Modbus master.

e Associate each input or output with a signal from the signal
editor. You can drag and drop signals from the signal editor
to the signal connections dialog box.

The Modbus function calls must match the order in which the signal
offsets appear. For example, if you want to read 3 Boolean signals
followed by 4 Registers, the first 3 signals must be BOOL and the next

4 must be INT signals.

The output section automatically sorts the name field based on alphanumerical order. This does not
automatically change the offsets, but if you renumber after sorting, the offsets will change and there is
no undo feature. This changes the order in which the signals are sent out the serial port.

Because names are used only in printouts, you may want to enter these names in alphanumeric order
to begin with. (For example signal 101, signal 102, signal 103, signal 104, and so forth.)
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Profibus DP Slave Protocol Profibus DP Slave protocol is available only via the GuardPLC 1600
and 1800 controller’s COMM1 port. This connection is two-way
non-safety-related communication from the controller (slave) to the
master device. You cannot program the controller by using this port.

To use the Profibus DP function, signals that you wish to send out the

COMM1 port must be connected to placeholders in the Profibus
DP-protocol Connect Signals dialog box.

Connect the Controller to a Profibus DP Device

@ 3 Connection | Signal Function
@ v "
e “ e 2 RP 5V, decoupled with diodes
* * * 3 RxD/TxD-A | Receive/Transmit data A
a RS-485 4 CNTRA Control Signal A
d d d 5 DGND Data reference potential
6 VP 5V, positive pole of supply voltage
- 7
8 RxD/TxD-B Receive/Transmit data B
9 CNTR-B Control Signal B

IMPORTANT _The Profibus port is BRS-485. You must use an electrical _
interface device to connect the controller to an BS-232 device.
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Configure the Profibus DP Serial Port

You must either create a new project or open an existing project
before you can configure Profibus DP communication. Once the
software opens a project, it automatically displays the Hardware
Management window, from which you configure the Profibus port.

1. Right-click Protocols and choose New>Profibus dp Slave.

JTRSLogix Guard PLUS Hardware Management

Broject Edit Sgnals Online Windows Help

=) @ example!
£l o Configuration
- B [2] Resource
[ Distributed 110

I8 Typelnstance A2 asco
(0] GuardPLE 1600 Copy P
18 Programming Terminal Paste M2 Modbus Shave
= 8 HH-Network_1
E Token Gioup
E Token Group_1

Delete

Eroperties

Expand Protocols, right-click the Profibus dp Slave icon, and
choose Properties.

Broject Edit Sgnals Online Windows Help

= Fesample! /Configuration/Resource/Protocals/Profib o = |
- Configuration
= B 2] Resource Tope [Profibus dp Slave
[ Distibuted 110 Station address [0 El
) [ Pratocols
Profibus dp Slave Refiesh Rate [ms] [10
JF Typelnstance __ Connect Signals | Interface | =
JEBI0] GuardPLE 1600 e v F— B =
™ Progiamming Teminal oy
= [E HH-Netwark_1 e o | Caneal Al Heb |
E Token Gioup =
“f Token Group_1 (@it
Print...

For this field

Station Address

the address that uniquely identifies the Profibus dp slave on the network.
The station address must be less than or equal to 126.

Refresh Rate

Refresh rate in ms for non-safe communication. The default is 0, the fastest refresh rate.

Interface the field bus interface to be used by the Profibus dp Slave protocol (comm1, comm2, comma3).
Choose comm1 for GuardPLC 1600 or 1800 controllers.
Baud Rate the data transfer speed in bits/s. Choose from a pull-down menu of predefined values between

300 and 115,200 bps. The default baud rate is 9600 bps.
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Connect Signals

The Profibus DP Slave protocol lets you read data from the GuardPLC
controller and write data to the GuardPLC controller, but none of this
data can be used for safety functions.
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Inputs are signals sent from the Profibus master to the controller
(slave). Outputs are signals sent from the controller (slave) to the
master.

1. Expand Protocols, right-click the Profibus-dp Slave icon, and
choose Connect Signals.

JEIRSLogix Guard PLUS Hardware Management

Project Edit Signals Online Windows Help [ Signal Connections [ /Configuration/[60000] Re: i =] | 5||
Cr T cvample] || Mew Connected Signal | Delete Connected Siansl | New Oifsets | Help|
£t Configuration nputs | Dutputs |
- [2) Resource Mame, Tupe | Size| Offset| Signal
[ Distibuted 110 1 Cunentbaud ate |UDINT |4 |0
£ (3 Pratos 2 Dats valid BOOL |1 |11
o 3 Enor cade DwORD |4 4
‘vpelnstance =
e B o a5
& Frogramming Termind Copy 3 Slave ID USINT_[1_ |8
= EE‘&?:&Z’E—;W Pasts 7 B 00 |1 [0
%4 Token Group_1 Delete
Print... @
Properties
If you want to Click this tab
create a new signal New Connected Signal
renumber offsets sequentially for all signals | New Offsets
delete the selected signal Delete Connected Signal

2. Edit the signals you want to receive or send:

¢ Use the Inputs tab to determine which values to read into the
controller. The Inputs tab contains pre-defined system
variables that can be interrogated via the assignment of
signals.

e Use the Outputs tab to define output values to send to the
Profibus master.

e Associate each input or output with a signal from the signal
editor. You can drag and drop signals from the signal editor
to the signal connections dialog box.

[ Signal Connections [ /Configuration/[250] Resourc ol x|
1| Mew Connected Signal | Delet= Corrected Signal | New Offssts | Help|

@l Outputs |

Name Type Size | Offset| Signal

1 Curent baud rate UDINT 4 0 Current_baud_rate

2 Data walid BOOL |1 11 |Data_vaid

3 Eror code DwWORD 4 F s

s W aster 107 OSiNT |7 10 ; Signal Connections [ /Configuration/[250] Resourci ol x|

5 Protocol State BYTE 1 8 || New Connected Signal [ Delete Connected Signal I Mew Dffsets I Help|

3 Slave ID. USINT_[1 3

7 z_Profibus_In_01 LINT |2 16 Inputs | Oulputs |

5 =_Profibus_In_02 UINT |2 1z Tiame Type Size | Offset] Signal

g 2 Profibus_In_03 UNT__ 8 1411 Chil_To_Prof_Master_ 01 [UNT |2 0 |Ct_To_Prof_Master 01
2 Ctl_To_Prof_Master_02 [UNT |2 2 |CH_To_Prof_Master_02
3 Ctrl_To_Prof_Master_03 |UINT 2 4 Ctl_To_Prof_Master_03
4 Ctrl_To_Prof_Master_04 |UINT 2 -] Chl_To_Prof_Master_04
5 Ctl_To_Prof_Master_05 [UNT |2 B |Ch_To_Frof_Master 05
[ Pressure_1 REAL 4 10 Pressure_1
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3. Click New Offsets to automatically calculate the offsets for the
new signals.

Due to _the offsets of t_he system variables, the offse‘F of the first
input signal must begin with 12. The offset for the first output

signal begins with 0.

The Profibus ID for the first input signal is 0.

Configure the Profibus Master

For both the Profibus output and input signals, the Profibus ID of the
first signal to communicate, the number of signals, and the number of
bytes must be configured in the Profibus Master.

Configuration is accomplished via parameter data read from a GSD
file. The parameter data consists of 32 bytes in hexadecimal format,
which may be displayed in different ways depending upon the
Profibus DP master software.

The GSD file for GuardPLC 1600 and GuardPLC 1800 controllers is
available on the RSLogix Guard PLUS! software CD.

For more information on using Profibus protocol, consult the online
Help.
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GuardPLC 1200 Controller
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Specifications

Attribute

1754-L.28BBB

Controller

User Memory

500 KB application code memory
500 KB application data memory

Digital Inputs

Number of inputs

20 (not electrically isolated from each other, isolated from
the backplane)

Nominal input voltage

24V DC

On-state voltage

10v DC...30vVDC

On-state current

2mA @10V DC, 13mA @ 30V DC

Off-state voltage, max

5V DC (max)

Off-state current, max

1.5 mA max (1 mA @ bV)

Digital Outputs

Number of outputs

8 (not electrically isolated from each other, isolated from
the backplane)

Output voltage range

18.4V...26.8V

Output current

0.5 A per channel (channel 1...6)
2 A per channel (channel 7, 8)

Surge current per channel

1 Afor 10 ms @ 1 Hz (channel 1...6)
4 Afor 10 ms @ 1 Hz (channel 7, 8)

Minimum current load

2.5 mA per channel

On-state voltage drop, max

2.0V DC @500 mA

Off-state leakage current,
max

1 mA per channel

Temporary overload

Output switches off until overload is eliminated

Counters